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! Heather Nauert, “Sanctions under section 231 of the Countering America’s Adversaries Through
Sanctions Act of 2017(CAATSA),” U.S. Department of State, September 20, 2018.

2 “Foreign Minister Sergey Lavrov’s remarks and answers to media questions at a joint news conference
following talks with Foreign Minister of Bosnia and Herzegovina Igor Crnadak, Sarajevo, September
21, 2018,” The Ministry of Foreign Affairs of the Russian Federation, September 21, 2018.
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4 Gardiner Harris, “Trump Administration Imposes New Sanctions on Putin Cronies,” New York Times,
April 6, 2018, https://www.nytimes.com/2018/04/06/us/politics/trump-sanctions-russia-putin-
oligarchs.html

5 Alan Rappeport, “Treasury Dept. Hits Russia With New Sanctions,” New York Times, June 11, 2018,
https://www.nytimes.com/2018/06/11/us/politics/russia-sanctions-treasury-department.html
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Ellen Nakashima, “In a first, a Chinese spy is extradited to the U.S. after stealing technology secrets,
Justice Dept. says,” Washington Post, October 10, 2018.

® RLEFREL L 2016 - 12 H 23 H s 225 o SOMESR BB P ARl FL A SRR BB R AL
& PIHNZEIE ASR - REEREEIEE BERBETEERS) -
7



2 ARTHHFY BT RER

e Y

i 4 R4 e AT R

CRl

2014 &£ 57 | ¢ FEfE%E 61398 MFILB A~ FIEF MG | WA S
AR EPEE S FET o HHRSEE R R | A
B %o AR 31 E N LAY B 2

2017 & 57 | ¢ FEEReREFIR T2 2L pNEL - b | Wirlx
(RiF ) b £k F o i~ 53 BB
EEAEEF ORI OBRERE -

2018 £ 97 | ¢ Y LBELEFHFEIE ML L FARTIHE BB | Hirk
BRABASE R RERPINFEEFESAE 0 2R
EHEAREAERAARZFERN AT A RN T E
A SR LT SRR

2018 # 10 | 1K FERpl s kB h KB LHE | BMERA S

; i}

EREREE > FRBIALHE 4T 1P A JIF
Bt o100 9p e lEERE DR BTG R
Rl BERAPM D EZR5 -

o

FTAL KR - EREREAR E o




¥ R R R K2 02T
RRITREFT AL 2P AT
¥ AeAR
s FREAREKE

2018 # 91 20 p » £ Fo g 2% % K (e % ) (National
Cyber Strategy of the United States of America) 3% > # ¢ 4 - BF &
B R e e B o N HEINP BT e 0 1§ A FALPE 0 3 O 430
& 1% A% % 4 (encryption) fZ48 ¢ % % {4 ™ (backdoor) % % >
EViﬂ’E\%g' (access) # BB P *F#7RE 5 e RLIRFS 1@ * ;FL‘Z AT o

PREFEORTE L FHEINTRE R G ﬁ”’%%’%‘_%?‘ﬂ‘i?
FREIF TR o BALE Tk HRE T IEARE R L EF KPR
FEEZERFIRTEIRE Ty | TR AR 2 W FRBR D
i+ S EAIK R 2013 £ L HEFFEHBEIRNRNTE 25 &
F 7 FaeR R ¥ ¢ (Internet Service Provider, ISP) fe & » 14 B~
B ot RPN P RRIRIER Y F i B A TR B LR
%f%f P B AR R R AR U TR s @@1

PETADESE B TR A E WG AL RE ARG« AT
oS RRRERERG - RS CHAERRNEE D B A
B R o B TR PR o n TR S TR S W 2 SR R
PR OB %> ¥ 0 E ® A 2018 #£3  4 sieh (R iF B TR
% 1€ * ;% %) (The Clarifying Lawful Overseas Use of Data Act) » f§ fi-
(242 %) ( CLOUDAct) & bl > 147 &% RIS T4 @5 )

LR AR EEHERE A o B | BTIEA - SRS BT - BRI - B M
£ (WAL FESERIRIERE ) » (NCC News) » 10 % 11 > 2017 43 5 » H 2122 -
9



2 ARZIF PG FIH

03 RIRPRERIRIES R P B E R TR, B A A F
FIB N 5L R R Y KA 2Tk 10900 T 0 Tt S Bk b0
HRIFCAE R E R ERT AE RSP OB AT S ek

3

bR 2 RPN E RERPRRBEIREZ TR PIREL
ZHRFTAY i B A T

- CERAEVEESREEEN TRA ) kB A TR

FRPZIMFEHTE P KB FTHRAE - BB ER L
(warrant) # @ £ (subpoena) ¥ » fe ¥ L% & [P 5z o ¥ [T 2R
AR A 2015 & 12 P ARGV F G R AGBHERF S A
O R R PR R A S TR R ST
d 3 EZE SR EFERER BT ZFRIEIA L HE e Rt 2

4\.

FRERBEE  ERFESREBET A - EIEEYZ > TR
NPV RS S EUBEG AR K F4e GPS ¥ (FHL Wk
FANTRERRFF CFHEIRIAEINFEAR S

S ﬁf§%§$&Wﬁ%ﬁﬁ%i@ﬁ&ﬁ@%£ﬁnéﬂ
B AR ALERIFP 1990 & & F 40T 4 %% 5+ | (Going Dark )

BEEZ T R ERE R e

2
e RRREAPEE AR LB RN P F a0 SHATE
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3 Kristin Finklea, “Encryption and the ‘Going Dark’ Debate, “(US) Congressional Research Service
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8 Jennifer Daskal, “Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0,” Stanford
Law Review, May 2018.

% Fraser Tennant, “The CLOUD Act: law enforcer or global privacy threat?”” Financier Worldwide
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