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14 «“GDP, PPP,” World Bank. https://Data.worldbank org/indicator/NY.GDP.MKTP.PP.CD.
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16 “F-22P PNS Zulfiquar/ Type 053H2 Jiangwei-1I,” Global Security, Date unknow. https:/www.
globalsecurity.org/military/world/pakistan/f-zulfiquarhtm. PNS 45 Pakistan Navy Ship.

17 Gabe Collins, “How much Do China’s Warships Actually Cost,” The Diplomat, June 18, 2015.
https:// thediplomat.com/2015/06/how-much-do-chinas-warships-actually-cost/.
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27 Brendan Nicholson, “World fury at satellite destruction,” The Age, January 20, 2007. https://www.
theage.com.au/national/world-fury-at-satellite-destruction-20070120-ge416d.html.
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30 Katy Stech Ferek, “Commerce Deoartment Tightens Rules on Exports to China,” The Wall Street
Journal, April 27, 2020. https://www.wsj.com/articles/commerce-department-tightens-rules-on-
exports-to-china-11588016185.

31 Demetri Sevastopulo, “US targets companies with Chinese ties,” Financial Times, September 12,
2019. https://www.ft.com/content/5e3ce2bc-d4e2-11e9-8367-807ebd53ab77.



32 2020 BIFAFIR BT AR S

HR - Wr[ReE » RBEIR FEHERES - e85 tiiEin %%
T2 FEEEERTE - (HRIEEAATREIT R U HMRAE rT L34S - 22
TE B RS IRFHASE A 2008 FEHEHY T EGRERIN ,  (Pivot to Asia) - HEEL{EIE
LB EE B R A R B G F - HARFR 2012 4F | HEE—42H " H
SEf#r ; (Rebalance ) HEHES -

REEARTHEHBE AL 2012 209 (BIRTEMS ML) (Defense
Strategic Review ) /XFH'E 7NSE B &y by s AE i Al Ay s ) - Hgny (B
KLEENE)  (National Security Strategy ) FER5EFRF T g LA A FF -

( Advance our Rebalance to Asia and the Pacific) - ifi " B E{EE FL
T~ H G DU AR TR ST B R I B AR - - -« - R A4 D) B B
AUBARAL BLE - 32

ATLUEERE - BRESFSIRHTIRERES - it 2ifiohag ~ 895 ~ Bl =& H5
& BUREBEENEEE ST o HIAIFSHE FERE S BUR th i E Ik = 2R
BIREIA A EEE - HOh—f— SRR ER " i E R i &
$717 . (Asia Infrastructure Investment Bank, AIIB) - 33 tH[K|H: - ]I 2% ERF
IR ER BRI By 2 AR 0 - thmTibihy T EOKEEIN 2.0, -

[FIRF > 0 B ARBeag R FeE 7Y (Nancy Patricia Pelosi) Ry iRy LK -
DRI FE B AT Y S R AR N B R Tk - LER AT RERYIE 2 AE) 1135 B
BUBERE I MR RG AR A% - SRRy T BRI 2.0 i, o [RItE - B
2% e B SRR B B RS PTRERHE » DU BRI L B A B S R

32 White House, National Security Strategy (Washington, D. C,: The White House, 2015 ), p. 24.

33 Zachary Keck, “Why the US Is Trying to Squash China’s New Development Bank,” The Diplomat,
October 10, 2014. https://thediplomat.com/2014/10/why-the-us-is-trying-to-squash-chinas-new-
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1 «AI pilot shoots down F16 Top Gun to win first ever USAF dogfight simulator competition as
human pilot says he can’t cope with the robot’s aggressive tactics and warns ‘the things we do as
fighter pilots aren’t working’,” Dailymail, August 21, 2020, https://www.dailymail.co.uk/news/
article-8649133/Al-pilot-BEATS-USAF-F16-Gun-simulator-dogfight-competition-run-DARPA html.

2 “Machine Learning, Al to Lead Future Air Warfare,” Aviators Buzz, September 9, 2020, https://
www.aviatorsbuzz.com/machine-learning-ai-to-lead-future-air-warfare/.
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3 “Some ‘hiccups’ with engine design, but B-21 on track, Wittman says,” Defense News, March 7,
2018, https://www.defensenews.com/air/2018/03/07/some-hiccups-with-engine-design-but-b-21-on-
track-wittman-says/.

4 “Senior leaders visit B-21 design, development headquarters,” USAF, March 9, 2020, https://
www.af.mil/News/Article-Display/Article/2105385/senior-leaders-visit-b-2 1-design-development-
headquarters/.

5 “USAF postpones B-21 stealth bomber first flight to 2022,” Airwayl, September 2, 2020, https://
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software-developers-means-better-apps-for-sigint-isr-comms/.
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https://indsr.org.tw/tw/News_detail/2235/%E7%BE%8E%E5%9C%8B%E9%99%B8%E8%BB%8
D%ES5%9C%A8%E8%AS5%BF%ES5%A4%AA%ES%B9%B3%E6%B4%8B%E9%83%A8%E7%B
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5 “U.S. Army Deploys its New ARTEMIS ISR Aircraft to Indo-Pacific Region,” Defpost, August 14,
2020, https://defpost.com/u-s-army-deploys-its-new-artemis-isr-aircraft-to-indo-pacific-region/.

6 “A New Spy Plane Could Spot Targets For The U.S. Army’s Thousand-Mile Weapons,” Forbes,
August 2020, https://www.forbes.com/sites/davidaxe/2020/08/13/a-new-spy-plane-could-spot-
targets-for-the-us-armys-thousand-mile-weapons/?sh=fca90842b876.
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7 “A New Era for ASUW/ASW Airborne Platforms?” European Security & Defence, September 19,
2019, https://euro-sd.com/2019/09/articles/14468/a-new-era-for-asuw-asw-airborne-platforms/.
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8 “Defense Primer: Electronic Warfare,” CRS Report, December 30, 2019, https://crsreports.congress.
gov.
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9 “Defense Primer: Electronic Warfare”, Congressional Research Service, December 30, 2019;
Department of Defense, Joint Publication 3-13.1, Electronic Warfare, February 8, 2012.



96 2020 BFHFHFR B EIRE

SRR EEAE 2 FUSAFRERE T - Gy T — RS IR 7 B IR
EE SRS A RIS IR BIPL 22 20 - USRI T8 E dfy
REEKITRH » FolRFrRES - BEHEMIZHR ARG — ST AN
ATeHSEIR - TSRS B~ FAEERURIRL G DB - i8R TR
KIEEHTF ) (Future Vertical Lift) BAAL TR0 » SEFHRERFEAK
OB E T o 1R SURFREERUTHIBSGEEA I I (A2/AD)
B NEITBE ~ MR - RS RN A 2R - B E AR
SR e SAVETIREST - DURGEANEANT - SR — Rz s e s
il > A RYIRRINY NI A ERE 22 BT - REFEH ~ BA1 ~ %
(AR B - [FIREE DR L EEmn (ERICR, - R IR AR

1. T EE B RIS -

2. R 3 a0 R B PR DO RE U R e ~ SRS By > B FE B BT
W OREEANEDRLRE - DU IR S22 Y (A fai ] -

3. WA ~ BREE ~ PRIR > NOAR SRR SR B B A T B S B
Bk o HZZGTRUE ] DUE B SOREEEAR -

4. B ZIhREEN - A AR B HEE R > AH
SFEFLSHIIR G T8 FEENLEE ShRERRL -

5. B LRaBCRRES -

Bt~ 2 IR R B

TR R B IS e RE RN IS Bam WV S R 0 - S HLANIRE gk
R R EEORRS o ] DU — i - EREIREIMREER > 8
SEERHE T P HUSIRHIE: B Rk > S8k A] DURFRGHIZ: —fa s — 3 5
F PSR SR B B



EAE THIERE 97

—  HAEEEBESHRR

FEe S 2 EE IR H] , (Joint All-Domain Command and Control,
JADC2) 2 35 B[ /5 05 1EAF HE B o 098 (R B = - B H AR S E 2 00 Bk
TEZ28E ~ PR ~ Y - BRERBAIR 22 80 B S 25 SR Y P A5 R 2R B B =

(Shooter) » HUAUEA 2 b S HEHIRA - L —BEH R - GERE
Blor 3 B RrE S - AR - i > 22 - R%2 - s - DUt =Rt
Wkl KERAER - 10 Rk > BERFE IR U F A RN s i
A ENET TR R FEREE S - Elm— 44 " B H AR T AR
¥E | (Tactical Intelligence Targeting Access Node, TITAN) - #&{i Fj F-35
BOEE R E R - [ R — R Y B 22 [ ] DSR2 H
SFERHR AT R - S KA B AN R g ORI 2% 0 AT
R FIRY R LR s I -

TESEEE A b - A EEAEERRH R H CHYRiTHERE » —EEE RS
B FAth B AR VA AN S 911201 B ey By o 2 el e 42
BUTHIIR RIS AT TR ERER B G B Ay < > PIREFR 2 BIOR IR » {ELAR AT
ZER]RETR ZAE BV INK ~ Seo0g - R IIIHITRR - SEH B A RIS
BT ZRHEAS 2 LA 2 BB RIS Y 225K

" GUSAFEL ,  (All Domain Operations ) i 56 B AT 2 BRI (F B
IRFPEE SR 1 3% - 5E AT S H AL — Kl Ze i i b A i & IR e
HEVE R A FRAYEE ST o T R TURIFER KA RS - RS - WHEH -
gy ~ EERGHEGD ~ TIPS » RS SRE I E R ERAS Gl sR - DB BRIy
BT AR BT - SEMETR IR - BT IS - (5 SAE
AR R - 18 T ZFERM ,  (Multi-Domain Battle) F| " %3
1 E8k ; (Multi-Domain Operations ) - JhZRIIAFRY 2 SEEL{FHE, -

2019 FFERKK » B 4l EEAE » DL 2 B R e & ot o 2 R B
RISV G TFRE S - DEES RG22 ~ [t ~ g |~ K22 - i - &

10 «“Joint All-Domain Command and Control (JADC2),” MDAA, June 30, 2020, https://
missiledefenseadvocacy.org/defense-systems/joint-all-domain-command-and-control-jadc2/.
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12 “USAF, Navy Practice Joint Air Ops over Persian Gulf,” Adirforcemagazine, September 29, 2020,
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13 “Gen. Hyten On The New American Way of War: All-Domain Operations,” Breakingdefense,
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war-all-domain-operations/.
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1 “Field Manual 3-38: Cyber Electronmagnetic Activity,” Department of the Army, February 12, 2014,
https://armypubs.us.army.mil/doctrine/index.html; “Joint Publication 3-85: Joint Electromagnetic
Spectrum Operation,” Joint Chief of Staff, May 22, 2020, https://www.jcs.mil/Portals/36/Documents/
Doctrine/pubs/jp3_85.pdf.
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TEFER] | » SRS E SR M B DU R A B kAR ~ RO ~ SRR
% (wireless mesh network ) ZEIEE » v[feF 1+ (anti-jamming) HEJJ »
DIR R @i 2 » MR E ST R E SR - 45855 20 sk &
R B R B BR RS € FRAEAR B Bl » (AR ORI - B
GPS Zifs Bl A B R AMAVEGT =X o« DIEH Rl - WS Bl i B R
(Joint Tactical Radio System, JTRS) =L HE » BlEE /e m kK
PEEEHZEAE (Software Communication Architecture, SCA ) _F{ER[IREgr i
FAEER ~ B8 (— MMl " IJE |, waveforms ) FY 2B 58 F B — ik e A
HREERH o HEARTRZK JTRS EHEW AR EIEEH - (HERER KR E EE 5
HEBGE® - GiFZ R ] RN HARHE - 1db#IRRAY LINK-16 %

2 “Software defined radios —overview and hardware (1),” News from Rohde & Schwarz (no. 182),
2004, https://cdn.rohde-schwarz.com/pws/dl_downloads/dl_common_library/dl_news_from_ rs/182/
n182 radiocomunit.pdf.

3 (i # ASIC ~FPGA ~DSP % 3+ & 8 7 & sehip| ) » (CTIMES) 2002 #8* 5p »
https://www.ctimes.com.tw/DispArt/tw/FPGA/%25E5%258F %25 AF%25E7%25B7%25A8%25E
7%25A8%258B%25E8%2599%2595%25E7%2590%2586%25E5%2599%25A8/ASIC/%25E8%2
5BB%259F%25E9%25AB%2594%25E7%2584%25A1%25E7%25B7%259A%25E9%259B%25
BB/DSP/0208051409BF.shtml ; Fid % > (fr# €& & AT e T 5 4E) 7 FLFER
Ttei € 02014 £ 2 7 19 p - https://www.cra.org.tw/download/downloadd.aspx?11 °

4 TRMHFIENEHISRANT YR (FRAPIFARFTN LT E T RERL
L) o (AP TEETE) 02020 # 87 27 0 o
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EHEE —— ZIREE IR ( Multifunctional Information Distribution
System, MIDS ) » H Hi g EAH 4 ¢ B & B Alo i EE (MIDS-JTRS) #%&
g > BIEFHAR JTRS SCA HYHKEE E# MR RM (18 7-1) - fEF JTRS
S EUE B SRR 0y (Joint Tactical Networking Center, JTNC ) >
JINC & & E A RE R E P A ik EE (411 SCA) BiAHRA SRy &G
e - At RPN 2 A T b -

B A 7R AR EE Y B ST » /FE MIDS-JTRS Jz H A& #E 3 RO R R
FRIMESE - MIDS-JTRS FsVYSHEMEAR AR A b » Az LINK-16 BUEHEs - 1595
BT EE T R ER i 22 R 28 (Tactical Air Navigation System, TACAN >
NHERRR) BT - M nl#ry EoAthboh e - PRHESS BB IRFAERE - g ~ 22 Ko
EVFEE T 2 nISER AR TE S T {5 BB SR BRI - MID-JTRS TSR
SEAE A B 22 SRR 2 L e &S 2 (Soldier Radio Waveform,
SRW) ~ ESEMEI I (Wideband Networking Waveform, WNW ) #f » KHE
B 7S DA e AR & 22 Bt —— ERARTAIT#% (Joint Airborne Networking —
Tactical Edge, JANT-Ed) 3K 6

5 “JTNC Frequently Asked Questions,” Joint Tactical Networking Center, https://www.jtnc.mil/About/
JTNC-FAQ/.

6 Barry Rosenberg, “US, Allies Getting Larger Airborne Network With New JTRS Radios,” Breaking
Defense, July 18, 2019, https://breakingdefense.com/2019/07/us-allies-getting-larger-airborne-
network-with-new-jtrs-radios/.
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7-1 B MIDS-JTRS 18 2 22 W\ BIZRIFTEE

F AL kiR ¢ S.S. Kamal and John T. Armantrout, “The U.S. Military’s Joint Tactical Radio System,”
CHIPS, January-March 2013, https://www.doncio.navy.mil/Chips/ArticleDetails.
aspx?ID=4344.

TR REREBREREE

ST > IR E SRR B VIR ORRE ST - IR AT TR A IR © TR
TEFMEANEER R LIAT - MR - R TR LR EH R
(jamming > B[] "#kEL | soft-kill) si@hfemas (Rl "%  hard-kill ) K& »
HER BRI E IR TR ~ fEMRIERR - SELE R A A ED R 2 528K
HE S0 - LEEE BT BT (ESES - b2t - EEEAZRIEE - B
THAGRHR  BIRTEA SRS - SRR R - B2
Lliéass (overclocking ) <5 /5 AR IR Bl g A nI SRy BRIRE -

FE FR R TR T T R - SEUECRE U o DU PR I R
SR IR 2 S F SRR B 32 b > R S T SR M AN SR A A [ B i A R
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5 o FEALAYRS BLEE G2 R SIRIITE e T EECRHE LIFEEIEE 72X (non-
kinetic ) T B RMAETT B - BE AT REAT ELHE T 52 B i i i BR W A
YA B — B A T A ERY 75 PR R - RS FE R )
(CEMA) WL AE - B H BT BCE DU A FRR - 21 H AR
& E (targeting) ~ 8 B [ 22 (cyber defense) Eid 7 1~ [fj # (electronic
protection) A4 4 » (i Refdsgfmrhatsas - 7
AR K CEMA By R 58 R - (HFAE 2007 1K » 622 H
"EPFE L (Suter) ZEEEEBRBER R o BRTASHEMIHA LAY 22 H T ARY
HIREHE AL RER YT TE - FEH R BRI CBGE ST - BFIRERG 22
A DUE B B 1% - NORBEHUTMRY - HEER R EHREUR
DUEERAS - BEDIEAE OB TR P A A A 255 - ERF LIS EHE (cyber
stealth) F§.2 » {HUHLEN Ry CEMA {E835 LAOEERSER - ©

2~ K5 T Z VR TE) I (0 % FE ik 75 B
— it TIRE—REE M T EISIEERE

SERAN R B AR B R R - B TR e T - RUE R
2 2002 iR (REE—REET Ga) - 8k TR B, R TRRAE
M2 TR E M R E R HPUTE) - BREYE KAUGERREH] - 8%
J& RSO ~ {5 B RE SRS TR, - WPASEHE Rt
Sl TErRE ) RAREER AR R P22 R MR > FER LRI T #EE —HEH
L HURUEE R - AR B2 B B IR S TR - A SE P 4
{2 R PR S HLFTAE AR IR -

7 John Knowles, “Cyber-EW Synergies,” Journal of Electronic Defense, February 2020.

8 Col. Matthew Willis & Lt. Col. Panagiotis Stathopoulus, “Cyber-Electronic Domain: The Necessity
of Integrating the Electronmagnetic Spectrum’s Disciplines Under a Single Domain of Operations,”
NATO Joint Air Power Competence Centre, September 9, 2020, https://www.japcc.org/cyber-
electromagnetic-domain/.
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FoEBRSEIEA  HEERZER] ) (cyberspace) MEFTWEERE - I FH{FHE
i o TERHE R B BE] > K2 TR L 15 2 BT S R AL AR I
A DR THEHZER] ) (cyberspace) - BILEE YRR —HEE 1983
b TAERSERRGZE ) (FETERGEE M) METTEREER AT - 0GR 0 T
M R R R MRV, ¢ 5 TR TJiHH%ﬁ
FENTBUE AR - AR AR TR - (MmN, '
HEIhEELEe R EREEE - 5= MR E - THEZM ) ”hlEY
B~ E AR EERR A — E A R %IEI HFPRHN R BRI T
e AT TR DU &8 THE R B A S5 T A SR AT Ry - L2 s,
Fr ERPERIRR R ~ Rk ESS -

RZOSCHEAE— R - SEHERATERNY T NSRRI o K
AR TR ) BRI o 2 T ) B TR R
B MEE R T M ) b o T, (cyber domain) KEE
X8 (cognitive domain) fFAE—WHBHIESY - WIE RS E B AL (E Y

HMNEETIRE - TIEAN TR ZER] ) FIRFEAVE © FEMESAE(R L - " HEREZEH |
%2’.2.%’3%[@2 B e B S SR e - O
€ T HEERZEM ) MR R > SEEEFTR AR o TR HEERIRE
ﬁ%ﬂﬁﬁmxﬁﬁﬂé%% OSSR L - E5RA " REEE LR ) BB
FeAIE I > FoR T EIUEISNETEHIRE - i B AR R R B B L B RE A
H% o AENEEZE R - BEMRARE - 808 T IO, BPE
BT > Ao 2 R R T P A 22 ] - ARG R A ~ BEES TR
B SRR E - FIBTGER ~ RRRE - o L o thER j%ﬂ%l 5 e B
KIFTRRET > FIERRS OB RS > S T8 - EEEY, 1Y
TERER] > EHEL T BTEHE - BB BE ) ERES ﬁﬁiﬁ_??ﬂbni%?ﬁi’if’ﬁ
R TER o 10 A AR BRI ST AR AERORI S ~ IS Su i i o

9 PR FRR Y e 22 (ERTEL FapgzBawelsir) o (Hp) - 2017 &
%248 > F 54-57 -

10 2/mE ~ #5483 u% > (4o F 2B BRFETHIE) > (f82%E40) »2020# 8 2 4p >
http://www.81.cn/jfjbmap/content/2020-08/04/content 267666.htm
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B St e KO TR VG » BRI AR B R S
FHERSEE - RELA A FR R ARG TR AR B3 5+ N AUPERRA T8

H L E B R - BRSSO R R RS R AR R SR R 2 =8 (5
MrEAEER )~ PUER (R APUEEEER ) AU i Bl R pE = -
17 TR AUESEE - £ 2019 10 5 1 Hayrhdt THgk, B+
JEIEERETerhr > SR SR Al Bl PR - B UIR 0 R K 4 S2f3 B RS
BREescti o ROREER A AR S o BRI SR R NS B R S AR
BRERPRAEAE S LA T o SR SRl kR LB T B AR - HEiE
o~ VIR ) BURETT o FETy A B S FT R BT E R A T T -
HFORBEAERYE ML - ARG BRI B AR ~ P55 > A
gt DUR BN T RN S - PR T BPURAIE Ry T (s —
fe ~ S ﬁ@ Hﬂﬂ.ﬁ_‘ﬁ%J  FEIRE Sy T ROL M EIRE
WAEEE_LEf LSS

= XEMEEHEN A/ RIELEHE

T RE T AH B B T Y R » 98 B A IO g A IS A0 s B 7 R
ZEH H HGE 2 B SO 2R B E B RREEEE T 0] AR
"HETE N FE AR ) (congested and contested ) 1Y 4 B G BR BRI RE
PLRe T 2R~ 48 ~ M8k & 4EE | (denial, degraded, intermittent and
latent, DDIL ) FYAFEEEARERER « ERPBHELI 1997 452 HRREIS o 8k
(Network-Centric Warfare ) #:& - FEMEER R AFECES > (KIFEETZETRE
TEEIIERE - i o iﬁﬁ%ﬁﬂﬁ%ﬁ%ﬁ‘iﬁﬂ%/‘\ﬁi B HS 2R
&4 (full spectrum dominance) FyFiHe @ BB A G ZEMLAIRRE] - (HAR
R - EERAHE AR EE (mformatlon superiority ) » ELRTFRRZ
RS - BIEEREH NS - SIS BB RAERE 22 B S  FRiEsE

I b sagp (f2% &) 2019 # 10 7 2 p - http://www.81.cn/jfjbmap/content/2019-10/02/
node 2.htm o
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o EEBTERR S o HEBERE - RESHEENNE - SRFETFIE
U5 752 AU PR T RO T AL -

DIZEE R Ry o] - fE T KPEFEPRLy o (Operation Atlantic Resolve )
VR S 18 55 5a B RO RSB > i b St ek fae B A B0 B e % ~ EEf - BB 1E
BRAR S EXREIE CEPEEAN : MRS ERGESE )  (Field Manual 3-38:
Cyber Electronmagnetic Activity) i 47— 25 s R0 - 12 iz
fHiRF (Lt. Gen. Stephen G. Fogarty ) 2018 F- (TS IS fEHHAT (Army
Cyber Command, ARCYBER) Z {5 #i'E % - B A 2016 4F {f % Hr + 76
FEIRE R - Bl SRR A 2 E/FEAE S (multi-domain
operations) -+ i DRy I 10 SRR AU BRI - H AT AE 2 HBRIFRRTHET R &
H VS ERY 2028 4F - ¥ ARCYBER fii ERHE AU Fy & A FE #EHL (Information
Warfare Command ) - 13

FE /7% 7B ke B2 (OIS ER 9R 175 i (signal intelligence, SIGNIT) 2 fEAHRR
228 > Ktk ARCYBER (925 — P& B Ay - RIIKE HREER H e v5 & nn PN s ik
B EEIGE N K ELE (Fort Gordon, Georgia) - RIELITHIRBIR L &/
( National Security Agency, NSA ) & & ik [E B AR &G0 (Georgia
Cryptologic Center) &1F  fEERCERAI LT - Al & A% ERGS B =M
B —— PESTEERES 915 % (915th Cyberwarfare Battalion ) - [ iR
EWEM Ry » RARMKBERIRINEMEAERE) -

Itt—%%1:2 ARCYBER fH#%H% » SRoR S AEAE Fy a2 1A AR B35 5
ZRBAMAERA TH) (large-scale combat operation, LSCO ) f#EfH » A2 %
RS F]<E (USCYBERCOM) Z#fE& {17550 ( Cyber Mission Force )
Je A& FE R AR O L B FL iRl DA N EE R PR ((H AR RS L

12 Lt. Col. Matthew J. Sheiffer, “U.S. Army Information Operations and Cyber-Electromagnetic
Activities,” Military Review, March 19, 2018, :https://www.armyupress.army.mil/Journals/Military-
Review/Online-Exclusive/2018-OLE/Mar/Army-Info-Ops/.

Brurapfk (EFARIFAEE: FRdpppfnirRmsme)  (Ap< 2
BAEY 0 % 14 ¥ > 2020 & 10 * 23 p > ¥ % Mark Pomerleau, “Out: ‘information warfare.” In:
‘information advantage’, ” C4ISRNET, September 29, 2020, https://www.c4isrnet.com/information-
warfare/2020/09/29/out-information-warfare-in-information-advantage/.
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FOISE) » BB EEE P RS - #EEs R <80 B B RS 55 50
B o TRE SRR B g RIS - BT RO EARPER B - A 25 ik
ZERIRTHS o A6 IR IR Y ARCYBER RUHI B rp - 25 By
THEDRE H A @ Y RF 8 F] <7 (Special Operation Command ) HY.LER{EE
(Psychological Operation, PSYOP ) El/NILRITRA B - thlRIAS#HR A AT
JEEIEREAT T > AR (full-spectrum ) (5EREEREL ] - 14

S e B e Bl g ARG RS . —— MR EERES 915 7% > 2020
10 HoJHET 2019 FamrH 1 5 KAV - bl H AR S - o
FCERAT ~ MR o BRFIRAT AR E B 5T o IR R R R
B o IR A IR SE B H A AR M F AR BR B AL - RS SERTERAL - DU RS
ISR E R BRI 2 S EHERR (Multi-Domain Task Force) ‘&) 71ERK
(Intelligence, Information, Cyber, Electronic Warfare and Space detachment,
12CEWS) 7E - [FIRETHFRARSER 2 - E 2 GRIESEARTE - 1° DU
BB RIReEaskE - SREREAEERERER 915 & B A7H 1~2 4 RERUSAH
BAERERE - ForPEA 2 FiAET] (Full Operational Capability ) iy =z{%
ﬁ °

TEFRTTE S RETIAN » SEH 8 25 1 Bl A 8 R A 1l B & TRV EE R
gk RHETERREE A o (EF [AIRER A vh e B R e B S B 1
o HAGEZS 10 AR b F A B Bh B FE TR RECRAL » B &7 TSl
BORWIEER RN —He - BES D FkT - 587 BRERER RS B 7k [ f Bl ]
ETERETREL - BRIETI R PEEE S (BIREREES ) BVt DifRe)) - bk
LR FEAE— SRR T R A @R IE ) AR - {E 2019 £
SEPEHEARE H RS T BRI ZE 19, (Orient Shield 19) HyEzE
B> NEPE R ERER T 2R ER: , (Multi-Domain Task Force) 2

14 Stephen G. Fogarty & Bran N. Sparling, “Enabling the Army in an Era of Information Warfare,” The
Cyber Defense Review, Vol. 2 Num. 2, 2020.

15 Mark Pomerleau, “US Army conducts first-of-its-kind exercise for tactical information warfare unit,”
C4ISRNET, October 12, 2020, https://www.c4isrnet.com/show-reporter/ausa/2020/10/12/us-army-
conducts-first-of-its-kind-exercise-for-tactical-information-warfare-unit/.
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B AR RS R 3% K EE RS - SEREEE DA LR H AL AR
PI®E , (Cyber Blitz) )l > B2 EKE " RITZIE 19 [FRERT - f2{1
PR B RGIEBIY B A - 10 SERE T TR E B PR R E LR - (B
HES AR WIS EEY - ERREES W EICeEs - DU
SERKSERERE 2028 FEVE H 2 FURFRC HAR -

Bt~ TS

EHEAN B PR R - AR RN SRR BT LR S E 2 R P
FYHIER > AEHEZNIELRTE « 2 - GPS Rt H A B AR ARG T LAY
BT > TR A P PR R T TR M B T I T 2 - IR T2
HEVNC AT E P R A ¢ QU IR R SN e g oA I 8%
FEIEIEED o BHAERACAK BB F L MFRIESE - M ERERESE T B
FE - R ERERERE - B RS0 E EIE N 22 ] B A AR A i 8
B FFBREEERL - A RS RIRERIRIET - LRGSR A EAEAE
BRIREL > NSRS - 7ERREHEERIZRIRA - Bia (e R e
FLHE o i B FRAY B A RE E PR RE A I R A - AN R
HIRRSEAI B - FEMMERRGERIRNY T ST A @RI ) o R R E
BRI S A S AF - I H S FmesnEs At -

164 k> (P AKELY A BFHRATT RIS SRR TR 2 Fes ) - (BB Tp=T) > 2020 &
87 275p o
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AN E PR B T s A B RS A B DL S BRI 5 BURF T S B AU A
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KRBT BAE 2020 4 BB S - SR AT HY IS HE RS O
S R A DU SRR B IR T e > LUK SE i B R BRI B A SE
£ 2020 £ 11 HEMTREGFASE MR - ELLEKF - SR A < iry 2
T AFE IR BLSEE RIA R TRHREE - 18 2578 FH s U B e VS B
HIVE R FTE IR Y EAENESZZ IR IR T ETZE T o WHEH AR EANIR AT
T UG 0 B B 7 B > LB U A E R RIRTE - A% 2020 4
B REAEE  RER N AGKHERMEETE WAL - E8E—
FEE A RERR LS - Ak 2 ARSI A

B\~ BB S BENS T IR o SR

HOE I ZIZ T AE 2020 FF-HEER R = ERRFAT > 25 BIHER RIS R
TR BB EOR - HZ ORI A MR ER AL ~ 5 TAF ~ FRLEAE
T SRR A SE IR RS Y frr e o T BT R R IR 1 R AN B A E
Mo AE AP FSETR AT R A I B R RS FR SRAa VIR R - Wk B B 7
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FRAFERCE T - REBEFBUF R B SRR T E - — s
AR ISERE. - | 53— T I M S B SR R T P o A S PR - 2
M5 3G il S E bR R A EHE - WSS RGBT
it A IEHREE. -

FE DL R - S B AR MBS el i R RS 1B AR RS, > 58
AEIE RS ~ IF PR B AR o LU Rt it A 2 e A
VSR E A A SR RS S NARRY) - 3 S « BERMZ
MR TR AR B USRI S S 2 TR - 3
IR ELE - SEEITE 2020 £R55 1 A SO gRER T — 4 R AR 0
273% » i 2020 £EHTRIZRAISIZIR 5 BIRbiEHT—E FIHIN 109% - 4 &
B[+ L R A B D o RaRE S B ] SR BRI T - AR
TIPSR - 2020 FEEE 3 ZREFEFIRA 46.9% - {HES 3 FRFEERMEE 1Y
W 47.4% o 3

2020 4 9 H DIk » B M bR Be R I B > SHEBREBTAT
TSR B T P B A 3 0 A I R S E 3 & (HHP Ryuk
5T 75%) LHIERK o L 9 HE] 10 Bt EYE 71% SR - $hEs S
BB TR » AETEEE AR B b B L o O At - BB R BRI e b
TR BN ZRN RSO  thIERE T Hr eI A i I ERIRE » 7 e e
W REA R I IRBHRIR LR - AN Z BIRSCRAHE

I #wEg< s (A2hE3BEAL Fr bt XSO EmfE%) » (¢ 44L) 20203 18
p > https://www.cna.com.tw/news/asoc/202003180325.aspx ©

2 Ricardo Alonso-Zaldivar, “To keep seniors safe at home, Medicare expands telemedicine,”
Associated Press, March 18, 2020, https://apnews.com/58¢118636f3e39¢53370131561127a54.

3 “Coronavirus Used in Spam, Malware File Names, and Malicious Domains,” TRENDMICRO,
November 11, 2020, https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-
threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains.

4 Patterson Belknap, “Ransomware Attacks During COVID-19,” Lexology, September 3, 2020, https:/
www.lexology.com/library/detail.aspx?g={85e4{fb-6¢32-43ca-8240-33a5d9d94b2b.

5 i3

6 Patrick Howell O’Neill, “A wave of ransomware hits US hospitals as coronavirus spike,” MIT
Techonology Review, October 29, 2020, https://www.technologyreview.com/2020/10/29/1011436/
a-wave-of-ransomware-hits-us-hospitals-as-coronavirus-spikes/.

7 Sarah Coble, “Ransomware Disrupts COVID-19 Medical Trials,” Infosecurity Magazine, October 5,
2020, https://www.infosecurity-magazine.com/news/ransomware-disrupts-covid19/.
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RAMEERE R ARV & - S RE IR BRI AT K - R RiSe BB AR
2020 £ 3 H 17 HE AR G B B R A < o - (A iR R
Al SRR R T 7 K AR THEEERAL - DIREESITSEEH ~ 2%
DIKBRTT » FeiRPER MRS - BB EATITEFAE - KILFEEmbanyEE -
BLFEHT N R A - S LARERS T R AU - A E R B R I V- 15 HI
b st B - °
RIS R T REBUN R B 2 B IBOR S K A )
HEAEE R AR - 15 Medicare Ji A fRIRHIIE - FHHE L S
F i A E PR SRR A5 - W] S B8 U5 A B LAY E PR B R IR . o [RJ PR R
M 2R R ] M e EHF7E% 5 (The Health Insurance Portability &
Accountability Act, HIPAA) FERAE - SaFeisin il F IR A Ly
SN SR A2 » 4] FaceTime ~ Facebook Messenger ~ Google Hangouts
5 Skype - fRHLEE T2V TN o AN 0 T RBIRMEESEEE R 4
(Food and Drug Administration, FDA ) B BEH F i 2 Se iR s HIBE A4 v iR
JEZREH] - IR B B R B R - R BRI &
o R R BB R Y - i % TIBEAE AR, (Federal
Communications Commission, FCC) # 4} TCOVID-19 3% fF BB 2+ &

8 Jir6-
O kA (ATFRANEIT12020# P X E g F R T EEL AR ) 0 (gAY L o ¥
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European Commission, October 9, 2019, https://ec.europa.eu/commission/presscorner/detail/en/
IP_19_6049.

8 “Member States publish a report on EU coordinated risk assessment of 5G networks security,”
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ENE FARENERSRE 131

LB IEREE (Mike Pompeo ) ££ 2020 4 4 HJRE AR " #Z1ER1E
(Clean Path) 385 - EIfa%atE BAEE KA R LN 5G #EpgHKH
"AMEEEA TSR ) B fmbiERS o NGBS I R B B S A 2
16 8 HIRF » SEfil B 58 3 — 25 82 55 ) 135 BURF AR 2R AE 5G MR 22 YT
= 0 S B EEEH A R - SERBERE LR AR - 121
TE R BREEE T " R2IFE% ,  (Clean Network) 3188 » {BFSTEEE 2 -
TEIFERHER - EhafEF - SEERE DR S AR 7S 1 A HE R o L e
P > WECKABIMATTY - BUSTHESAHT B A RIS 22 e B - AR
5 B[R 15 e Ze L S RE B R A 9T 0 (Center for Strategic and International
Studies, CSIS) » HEIYHKERE " HIHEERE - EEH - GEKEFK - HE
R~ BEKEE ) R ERITF R AR - (ERRsER > T2
RS ETE H AT RS BRI k[ B d AR e S R SR T A
RHIFTE - °

TERs Bl - HEIAE 9 HIEfRH T " 2EREB L 2183 , (Global
Data Security Initiative) - DIAE YT HAEESE T ML S Ht R E -
TERzEsg - RS TR ERIEFIEZANIFL ~ &1F ~ B ~ L&n9#
Bezef] - 1078 11 HIE > hEREREST TR ARHEAYE - HRHERER
) wSE R (R SR - HEREEEE (2050 ) - B HMFRIE
2020 4 6 HEE/NE A B e IR Y Em ik - BR 7 BT — EAERI S A R
BEE TS A AUIEETE - NPHE T REREIR L 28 ) IR #EH)
BB5r B S T R N - T2 SRR TE)  MIRE BT ESE
o 11

KA LFE BRI RN - PERRS R E L% G R e %
LAY - WAEBIRER RS B SRR - RBEHER » (& AR AR K s

9 “The Clean Network,” U.S. Department of State, August 2020, https://www.state.gov/the-clean-
network/.

10 (2sfscdp® 2E3%) » (4 2%) »2020& 97 9 p - http:/industry.people.com.cn/BIG5/
n1/2020/0909/c413883-31854708.html °

W (g g RAepr (20) ) > (P EL LRI MEE Lp2%) > 2020 # 117
25 p > http://www.cac.gov.cn/2020-11/25/c_1607869924931855.htm -



132 2020 ERSRHXIBE AR S

A fr BT, ~ B ARG N T AEDE - Pt bL e
s -

it~ Brlsh g K AR BT i s o WSl

ARG ENSES) - BEAEES O (R A E AL E B S AR B
PR RIS RN ~ ARSI AN 5 FEIERYEISRE - S0 s B B (o 5 g
BIFE K o M — YRV EREE RS AR » (ER SIS R B ESE - &
i ST - B - B e - PSR -

VIR H 19 R R iz AR » SRS ey T 528 B A AT
R ~ p R R R RR E 3 0 5 I S R RS
5 B A e A R IR A T IR MG 95 % WYL ST e S 5
iy (G 9-1) - BREEIAEALE 2010 FEEIHS H 5 B 4 BRI o Bl % [ [
LGRS B AR o 12 AR A - PN R
A2 T B A U R PR AR P - 13 A B 2B RARERIE L I A
g EVFSsg M S48 E - BSOS e - BREJ L AR A SRR AR
BIBIRIEH D + SBAS ERR (5 TR TS R IR %
I S 7 B2 B B R AR - ERTEIRS B R T B A 5B TE
SubCom ~ LB # RFFEEE (Alcatel) ~ HAE S M A F (NEC) K
FREEE Ry igyE (Huawei Marine) 55 » Bk ~ 53K ~ e E FREIEAA RS

(international content provider ) HIJF 3Bl 22El2 o

BE& S R R R R E T B - 1B A S M S DI BT

NG B A RIAEAERAE SERIRDL <2020 42 5 H > HERSE) (China

12 United Nations, Resolution 65/37 Oceans and the law of the sea, General Assembly, March 17, 2011,
https://undocs.org/en/A/RES/65/37.

BITUZH> & G714 a F r sl d T B L AMAR L L REPFREY 2 85 7 4
B2 MREREE D VA EAFARE 2 A RRRBR M EE S AR R T -
O B 13 AF PR RN T LN P A SR E R B F R B e L “GITL:
General features of optical submarine cable systems,” ITU, https://www.itu.int/rec/T-REC-G.971/
en °



ENE FARENEMSRE 133

Mobile) [ Ry¥ fe 228l T 2Africa , HUGHFEMRZENEH - 3%t EE HATEER
RAMIBIREREE Z—  SHER OB B2R6leE - mIFER
7% MTN GlobalConnect ~ %[5 Orange DLz JEER[7AZES (Vodafone ) 5% 5 3%
a1 R ESHEETIEN ~ WONEUR FReR IS - FHET 2023 B 2024 FEEEGIERHA
B (LR 9-2) = Y4 ghdh - FE54E 7 A IESHE R P 2 Bl S FIET
B B LR e 56 B K R YR S AR 2 - itk t H AR Ay /5
IR FI - ARSI this H S BRI RB Sy T BB (FE9-3) - 1
35 HE RSB ) 1 RS BUR o B R 2 B0 B B A T B AR A (2 EE A58
I, -

ESHE4H  ZBIRFAEREZES (FCC) Sk 7 BB A
B 1 550 [R] IR B P TR B EE AR~ v B 8 DL S A R S A SE B Y S5
F] 5 AE 10 H 2= B oy 5 2 1 A 9 B B vp B o RS Vg R R A © 1T
fE 6 H » 2E "B RN 2 B A ZE B (The Committee for the
Assessment of Foreign Participation in the United States Telecommunications
Services Sector) - FEfRFIBFERE R B @AECREEI G - leEFFE
&R TSRS E fEMER% | (Pacific Light Cable Network, PLCN) 1
A R SE B B HE R AR - R DL T 5 SHIERL  BkAR - B
FH BB A PR AR A T v B e by S R P B E R 8
A] > SE R RE S BEALEGE L AR R BB - FRIRHE A BB 2R AT - 2
BRI | 3% 2t - 10

14 Angelina Rascouet, Loni Prinsloo, and Thomas Seal, “Faster Internet Coming to Africa With
Facebook’s $1 Billion Cable,” Bloomberg, May 14, 2020, https://www.bloomberg.com/news/
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4 Arturo Munoz, U.S. Military Information Operations in Afghanistan: Effectiveness of Psychological
Operations 2001-2010 (Santa Monica, CA: RAND Corporation, 2012), p. 13.
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