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The Legality of Cyber Operation: An Analysis
of the Concept of Sovereignty in the Cyber
Context under International Law
Alice Chang-Jung Yang

Assistant Research Fellow

Abstract

‘Cyber operations’, according to the Tallin Manual, is ‘the employment
of cyber capabilities with the primary purpose of achieving objectives in or by
the use of cyber space.” The effects caused by the ‘virtual’ characteristic of
cyber space which are mainly interferences or property losses, are quite
different to the physical effects of traditional warfare, such as death and injury,
and thus it might be improper to evaluate cyber operations via traditional
means. At present, the legality of state-sponsored cyber operations is still

under discussion.

The general view of the international community is that international law
can be applied to cyber operations. The question, however, is how to apply
international law, which not only have States’ self-interests played a
significant role, but also depending on the cyber capabilities of States in
responding to hostile cyber operations. Consequently, there is still substantial
room for debate and certain issues in this area are left with ambiguity. Even
for cyber operations which are below the threshold of the use of force, a
violation of international law could occur due to infringements of a state’s
sovereignty, and thus entitling the victim State to respond with lawful
countermeasures. Therefore, the concept and scope of sovereignty is
fundamental to the determination of the legality of cyber operations. The

different perceptions of sovereignty between States might cause irritations and
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will likely further fuel ongoing conflicts. Authoritarian states, such as China
and Russia, which have adopted a wide concept of sovereignty, are more likely
to invoke the duties of other states to respect their sovereignty when acting
against other States’ cyber operations. These authoritarian states also attempt
to use the concept of ‘cyber sovereignty’ to exert further controls in cyber
space. As to within the Western States, there is some disagreement as to
whether ‘respect for sovereignty’ is a principle under international law, that is,
‘sovereignty-as-principle’ or whether it is a ‘primary rule’ per se, that is,
‘sovereignty-as-rule’. This article discusses and analyzes the concept of
sovereignty from the perspective of international law, in order to determine

the legality of state-sponsored cyber operations.

Keywords: Cyber Operations, Sovereignty, Tallinn Manual
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The interwoven US civil-military cyber
protection system
Chen-Yi Tu
Assistant Research Fellow
Abstract

The objectives of US cyber strategy is to establish Layered Cyber
Deterrence through shaping behavior, denying benefits and imposing costs to
reduce the frequency of severe cyber attacks and their damages to US national
power and influence. Previous study on the implementation of US cyber
strategy usually focused on the formation, integration, and achieving
operational capabilities of the United States Cyber Command. The defensive
cyber operation, however, receives relatively less attention. Civil-military
interweaving is one of the major characteristics of the US cyber defense.
Within the current homeland defense framework, the US Department of
Defense supports other government units for disaster response, law
enforcement and other missions through mechanism of Defense Support to
Civil Authorities (DSCA). The US military also supports domestic cyber
defense with the same mechanism. Some existing examples of such supports
are election security and COVID-19 vaccine development, both span across
the public and private sectors. Therefore, building a mechanism such as the
DSCA is fundamental for military participation in the cyber defense of critical
infrastructure. Moreover, establishing an intelligence sharing mechanism can

further enhance the lateral communication and effective use of intelligence.

Keywords: cyber defense, homeland defense, critical infrastructure, whole-

of-government approach
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10 National Cyber Force transforms country's cyber capabilities to protect the UK, GCHQ, November 19,
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Force of hackers to target foes digitally,” The Guardian, November 19, 2020,
https://www.theguardian.com/technology/2020/nov/19/uk-unveils-national-cyber-force-of-hackers-to-
target-foes-digitally; Matt Burgess, “The UK created a secretive, elite hacking force. Here’s what it does,”
WIRED, November 28, 2020, https://www.wired.co.uk/article/national-cyber-force-uk-defence-gchgq.
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Building UK’s Cyber Defense Capabilities
Using A Collaborative Network Framework
Tsung Han Wu
Assistant Research Fellow
Abstract

Cyberwarfare launched by state and non-state actors is a severe national
security challenge for governments in the world today. To deal with cyber
attacks in which tools evolve rapid and yet complicated, governments make
various efforts on national and international levels for cyber defense. Learning
from others to improve self-performance is also necessary.

This short essay analyzes the cyber defense capabilities of the UK. The
author first introduces the cyber defense strategic concept that the UK holds,
suggesting that it does not take a passive posture, rather, it has a proactive and
preemptive stance. The author then describes the cyber defense units and
forces following the aspects of intelligence, military and those that combine
both. To be specific, the UK National Cyber Security Centre, as well as the
National Cyber Force, are individually examined. Together, they form a web-
like defensive framework. The author summarizes the UK models and
experiences and then offers clues as recommendations for those interested in

considering appropriate ways of improvement in the Taiwan context.

Keywords: UK Cyber Defense Capabilities, UK Cyber Strategy, UK National

Cyber Security Centre, UK National Cyber Force
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Sean Cordey, “The Israeli Unit 8200 — An OSINT-based study Trend Analysis,” ibid., p. 9, p. 13.
Jasper Frei, “Israel’s National Cybersecurity and Cyberdefense Posture,” ibid., p. 16.
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Meeting Peacetime and Wartime Demands:
Israeli Cyber Operations Units
Yi-Suo Tzeng ~ Chia-Ling Hung
Assistant Research Fellow ~ Assistant Research Fellow
Abstract

The cyber security industry has urgent demand for talent, making
recruitment and retention of cyber operations talent difficult for cyber
operations units. Israel’s approach has become a model for many. This
article describes the missions of the cyber operations forces of Israel’s
military and intelligence branches and reveals its combination of national
security community and private sector for carrying out proactive cyber
defense. From advance selection and testing of talent, special training in
their military unit to the practical experience accumulated in their military
unit, cyber operations service personnel become a new force in the cyber
security industry after being decommissioned. On the other hand, Israel has
used a rigorous reserve system to gradually build up a huge and dense cyber
reserve warrior network. The building of an outstanding cyber security
ecosystem by the cyber security industry and its seamless joining with the
manpower flow of Israel’s cyber operations forces allows its cyber
operations forces to use good career opportunities after military service as
an incentive when recruiting new blood every year.

Also, after decommissioning from cyber operations forces, reservists
are required to return to serve each year, which helps cyber operations
forces absorb new external knowledge and facilitates refinement of
education and training. It also allows reservists who are themselves

working in the cyber security industry to return to the military and see the
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ability of their juniors and the latest decommissioning situation, allowing
new blood to be directly recruited to the cyber security industry, creating a
win-win situation. Israel’s talent flow ecosystem combining new recruit
selection, reserve training and industry development is worthy of
emulation and application by Taiwan in recruitment, conscript military
training, voluntary military service reserve educational mobilization and

development of the cyber security industry.

Keywords: Israel 8200 Unit, cyber defense, cybersecurity start-up,

cybersecurity ecosystem
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