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Drone Communication Relay on the
Battlefield

Yi-Suo Tzeng

Assistant Research Fellow

Abstract

Using drones as “aerial base stations” for battlefield communications
has the advantages of overcoming terrain barrier, being lower cost than
satellite communications and low speed hover makes them relatively
concealed, making them the “satellites of poor countries”. Drones are
effective asymmetric warfare weapons; in particular, in Taiwan Straits
defensive operations thinking, drones can substitute for damaged
communications relay systems and can even allow surviving surface radar
and ground stations to broadcast via relay Unmanned Aerial Vehicles,
having a key backup role for communications relay in Taiwan Straits
defensive operations when Command, Control, Communications,
Computers, Intelligence, Surveillance and Reconnaissance Systems suffer
battle damage in wartime. Under the condition of limited frequency
spectrum, build an aerial wireless relay backbone network and automatic
response adjustment of routing planning and use “frequency hopping” and
“spread spectrum” to achieve interference resistance. In particular,
communications relay must guard against fake GPS signals and cyber
security “intermediary threat” and must be encrypted and have a
verification mechanism. Also, using drone communication relay involves
restrictions of payload and battery power, as well as wear of drone parts

and destruction or damage by the enemy. It is suggested that a drone fleet
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of substantial quantity and drone communications facilities are established
in advance to meet the need for battlefield communications backup
resilience. Finally, Taiwan should establish communications data link with
our allies and use the inbuilt communications links of our drones and those

of our allies as the base for building joint operation pictures.

Keywords: Drone communication relay, battlefield communications
support, command, control, communications resilience,

drone communications security
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