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Abstract

The importance of Unmanned Aerial Vehicles (UAV) on the modem
battlefield has been shown in conflicts in the Caucasus, the Middle East
and North Africa, etc. These cases show that the side without anti-drone
means can suffer serious setbacks and it may be a key factor that decides
victory and defeat on the battlefield. In fact, drone systems do not only
present a threat to security on the battlefield, in peacetime small drones
pose a major threat to key infrastructure. In this situation, anti-drone
concepts and technology are important security issues faced by many
countries at present. In terms of use characteristics, there are different key
points for countering large drones and small drones. The former requires
enhanced layered aerial defense and electronic warfare capability,
responding with complete air defense and electronic warfare. Although the
latter are fragile, they are extremely hard to detect and the key to countering
them lies with early warning. As the price of drones is gradually
decreasing, small drones are much cheaper than air defense missiles,
therefore, various low costhard kill and soft-kill means to counter them are
the focus of current development. As China is very active in the area of
drone development, anti-done concepts and means are key items that
should be emphasized at an early date by Taiwan and for which resources

should be provided.
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