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The Future Drone Development and Use
Concepts of the US Military

Hsiao-huang Shu

Associate Research Fellow

Abstract

US military services are currently putting forward future drone
development plans in accordance with their respective role and pressing
need to meet future battlefield threat. As well as using vertical take-off
technology, etc., the US Army’s current drone development direction needs
to enhance manned-unmanned teaming (MUM-T) capability, and simplify
operations, logistics and transportation to lighten the burden of the
operator. Using Al autonomous operation and other technology so that
drones can be operated collaboratively or can continue to automatically
operate in a severe electronic interference environment to make drones part
of the combat team will have a multiplying effect on combat capability.
The US Air Force’s Loyal Wingman and cluster type automatic
collaborative operation are also based on the same idea, giving drones the
ability for autonomous operation and carrying out dangerous missions in
place of manned aircraft to reduce the risk to manned aircraft. The US Navy
has developed drones that can automatically land and take off from an
aircraft carrier and can automatically carry out in-air refueling to increase
the combat range of shipboard aircraft, as well as retaining space for
expanding drone missions. Taiwan’s military is at the exploratory stage
when it comes to drones. With drones likely to pose a threat to national

security, in future, in combination with national technology power, the
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mission of drones should be explored and use scope expanded to use drone
for the most pressing combat needs, having combat capability multiplying

effect.

Keywords: drone, Loyal Wingman, cluster technology, manned-

unmanned teaming (MUM-T)
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The Current Status and Future Challenges
of US Navy Unmanned Surface Vehicle
Development

Wen-Chung Chai

Assistant Research Fellow
Abstract

With anti-ship missile range extending and sensor accuracy
increasing, littoral countries possess the ability of anti-access/area denial
more than ever. The US Navy introduced the “Distributed Lethality” and
“Distributed Maritime Operation” concept to respond to challenges.
Through combat capability contribution to more platforms and extensive
space, the US Navy can maintain sufficient combat power and secure a
favourable operational position. In order to implement its operational
concept, the US Navy has actively developed unmanned surface vehicles
in recent years. Increasing the number of vehicles can disturb the enemy’s
decision processes and allow more forces to be deployed for detection,
tracking, and engagement. In the foreseeable future, the US is expected to
have a hybrid fleet that combines manned and unmanned vehicles.
Distributed fleet architecture can help the US Navy maintain maritime

supremacy for an extended period of time.

Keywords: Distributed Lethality, Distributed Maritime Operation,
Unmanned Surface Vehicles, Hybrid Fleet
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Drone Communication Relay on the
Battlefield

Yi-Suo Tzeng

Assistant Research Fellow

Abstract

Using drones as “aerial base stations” for battlefield communications
has the advantages of overcoming terrain barrier, being lower cost than
satellite communications and low speed hover makes them relatively
concealed, making them the “satellites of poor countries”. Drones are
effective asymmetric warfare weapons; in particular, in Taiwan Straits
defensive operations thinking, drones can substitute for damaged
communications relay systems and can even allow surviving surface radar
and ground stations to broadcast via relay Unmanned Aerial Vehicles,
having a key backup role for communications relay in Taiwan Straits
defensive operations when Command, Control, Communications,
Computers, Intelligence, Surveillance and Reconnaissance Systems suffer
battle damage in wartime. Under the condition of limited frequency
spectrum, build an aerial wireless relay backbone network and automatic
response adjustment of routing planning and use “frequency hopping” and
“spread spectrum” to achieve interference resistance. In particular,
communications relay must guard against fake GPS signals and cyber
security “intermediary threat” and must be encrypted and have a
verification mechanism. Also, using drone communication relay involves
restrictions of payload and battery power, as well as wear of drone parts

and destruction or damage by the enemy. It is suggested that a drone fleet
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of substantial quantity and drone communications facilities are established
in advance to meet the need for battlefield communications backup
resilience. Finally, Taiwan should establish communications data link with
our allies and use the inbuilt communications links of our drones and those

of our allies as the base for building joint operation pictures.

Keywords: Drone communication relay, battlefield communications
support, command, control, communications resilience,

drone communications security

36



ARRABITIE? LRBE A LEE
Bip 2
R Bg & TRAT T AT

3

ﬂ“‘,

2016 & 10 * » % ;% & 2= 2 F/A-18 42.5% % § M PHE IR &
7103 28 Perdix A& A 5 > 12020 £ 4y £ L B I 2T Reh [ p—
FREL  EBIORARPZITLT B G IFAIEE M 2R A K
PR > g A A ERPRE 2 -

A RETARFILG 2 L2 LARAPEETLIT 0 TV RE
2RI L EPFEITRE LT AR SE AP G R aERA kA

R m*é’iﬁm%r%&ﬁy@4%Jiﬁgﬁ%@
L E o AR A K p WA R AP W AT FR G R
TSR R FLRF o

FARRAPITE fmFRm
P E (Fa%) sl MQ-9 vh o H ARt iE 38
B2 AP 2EY S W

-~ EEIIRAS

I E ALY Bred D EAAlE A e g E A ko] F)

B BE L PR E 5 B TR P B B R

! Tim Wright, “Drones Swarm Like Gnats in Navy Video,” Smithsonian, January 17,2017,
https:/www.smithsonianmag.com/air-space-magazine/navy-tests-swarming-drones-18096 1802/.

PRI E o (PR R R A REBRRY B AL FLAD F L RIR) (R & 2 TR
2020 E:: 10 g 21 P ’
https://indsr.org.tw/tw/News_detail/3253/%E5%BEY%9E%E 5% A4%9 6%E 9% AB%98%E5%8A%A0
%E7%B4%A2%E5%85%A9%E5%9C%8B%E8% A1%9D%E 7% AA %81 %E4%B8%AD%E7%84
%A1%E4%B A%B A%E6%A9%9F % E8% A7%92%E8%89%B2%ES5 %8F % 8D%E6%80%9 D%E 6%
88%9 1%E9%98%B2 %E7%A9%BAY%E7%B3 %BB %E7%B 5%B 1%E 7%8F%BE%E7%8B %80 °

37



Fooogg A HER S HBE S et AT vt BFRY S
oo TR AEFFRe AT oS T AR i) RRNR
BARE P~ RO REE R RE TR AR
BB RE e > TE U@ FREG L UEREFETEYR
oo RFFAe TR > 2 I #ERFTREIHF
Foo AL TROETT A BEAET > ARAT R g I AL
BT A R FgEE AP F BRI

(m

I

SRR

S E AP P PRRATRFAASY A m AP B ag
Ao AR E A E SR A E M E R R > T AL
fs &~ @.ﬁa ERRAE -8 CELR: N K,ért % B egaiE A E b o 4 0 AR
S A RS SR R KGR T M v Sl S N
BT LR (FEEFTE 10 ) Fx 5017 #3F% @
HgRE A AR BB RE TS RE T v @7 B cpE

T o ©

NVEF

s

In

R LR R R SR %
# * ¥ (Suicide/Kamikaze Drone ) » & H & {7 #5877 ff 5 #hfv 3% ol

(loitering munition » # 2% B % ) > &) 50 g 5418 € RIF K O (TR
Rk THFTENFEREFIEZ o - LA T BT dE gk

8 (e % =2 3 &8 ~ # & x ) (R " W FFEF r)-
https:/www.ncsist.org.tw/csistdup/products/product.aspx?product id=277&catalog=41 -

P BB LEY BB MR R E Y RITH ) » (Newtalk 3T ) 02019 & 4 % 19 p o
https:/mewtalk.tw/news/view/2019-04-19/235595 -

S A Y s & LB ) (R R L f R )
https://www.ncsist.org.tw/csistdup/products/product. aspx"product_Id=20&cata10g=56 °

CApES(HT IRy EABTARY FMEE T Z REP RSy R o) (FEAT
B e ) ’ 2019 ¥z 1 ¢ 24 p ’
https://tw.appledaily.com/politics/20190124/KSKSOIQB4IAMRIUESYQI6 7GONQ/ °

38



R P REFICE gl E A WREEE R TR E
( Suppression of Enemy Air Defenses » SEAD ) » Mgk A ea ~ AT
FEPHREKAP T BRA R -

I ~MQIB &l | g1 48

R e akgos > ARTHRT EE S L E L
# (MQ-9B Sea Guardian ) - *!MQ-9B % P % £ R & R L@ * hm 4
WoEAREZRABERS Ve Q@A ke d wETR
L g o MQ-9 &I F & P F 3 ahfr it B a 7o
Pl A XEEga g ELopiips > RATHEFLAER

I e FIR A BRI 0 T A g AR BER R Ry B

sy o 12

# ~ % AXH-E230RS & < 2 2 {8

T (flm Az FHPERA 6 #2424 104 %) (= 2ATH$) 2019 &£ 8 » 15 p »
https:/www.setn.com/News.aspx?NewsID=586264 -

P EAE o (A REEE AP REEREY ) (R HER) 0 F 1L EF 102021 £ 6
1, F 86 e

CO(FAEZRABREL SL P EENEE MQO) (A d FE4R)> 2020 & 11 * 5 p oo
https://news.Itn.com.tw/news/politics/breakingnews/3343039 o

% David Axe, “Coming Soon: Killer Drones from Taiwan (That China Will Hate)?,” The National
Interest, May 29, 2019, https://nationalinterest.org/blog/buzz/coming-soon-killer-drones-taiwan-
china-will-hate-59967.

Hogtem > (ARESMQIBAE A E D1l E3Y wEEFHE ) (P LEak) > 2021 £
12 # 22 p > https://www.cna.com.tw/news/firstnews/2021122202 18.aspx °

2gm o ([£ ##F300kmT] 7 EHAEMQIB & + 8 % #-% Wik iy k) (L #)>
2020 & 9 * 10 p > https://www.upmedia.mg/news_info.php? Type=1&SerialNo=95574 -

39



M g ri 17 e AXH-E230RS & % 828 2 7] ehjg 4 4 ¢
2018 & 3 7 Fd @ B A P RAEAEE A FE -
LT 202 0 Bpt )@ A 5 50 B rE B ehAXH-E230 -
Epe TEERALE (U BRSO ARG ) S A F 2
mORAEELE 30 22 FERIPFITSIA R A (E )
B Il g A RABAPFHREEABTERGRMs 2B
Fo=x o B MR = ehEAZE A 48 % 2 (Short-Range UAS) 5 4k 58 A
120 22 T S THEA TG SaEE Ao AN 20 1
30 ~ 482 FF > @ ¢ B R ahE Ao E'JJ‘J%%#{HE (Scan Eagle) v
MQ-9 i a7 o VR tih ihm HHAER W RGN 5N B R
(2002) g f o 7 RFIR ~ 22T o

= RTARR A REPE

TRONAITARE A R PR R = RAE TR N RRER
B SRS 00 SRAE A4 0 s i % ch AHX-E230RS & 4 E 2
B AR EFMEARAS TR ERE fT o PR LE AL LR
B ¥F PEw G AR A ks
$ A BPFETRETY LRE A Bnid

P AREEREFRERET T A TR ek s A% ey

A, £ f%%l‘gbﬁ}tlﬁ ) LT AR e (TR EL A B $E 2 B
BARE A AL EDECRERY > )k o1

B o (aw% 12 REAEAY Y4 Li030 22487 f #E4x) > (ETtoday 37 2 ) > 2018 & 7
7 17 p > https//www.ettoday.net/news/20180717/1211277 . htm -

14" United States Coast Guard, “Unmanned Aircraft Systems,” https:/www.dcms.uscg.mil/Our-
Organization/Assistant-Commandant-for-Acquisitions-CG-9/Programs/Air-Programs/UAS/.

BoAp s (ARG AE AL A AL ERSRBE AGAFRA)  (L4F) 2020 £ 10
7 2 P > https:/www.upmedia.mg/news_info.php?SerialNo=9703 0& Type=1 °

g s (RPN OERY R SR RE T oA ) (P A EAE) 2021 & 7 0 4
P https://www.cna.com.tw/news/aipl/202107040185.aspx °

VR o (& A BEPEL AP GRIFRE Y )0 T 9198 -

40



- "RAPERE

B4 BRI AT R d TRAY > EEHARGE
MR F e Ed AL KRR GRS > o EE Ty
’%%%ﬁﬁ Fod FPEMFELT T TR2BOFREL > T
oo AR R R AP RS HRB R ERET LR o RS BN
BT AR AR e s ] 3] AR R R SR E R S g o
WALE W AFe g2 @A 2 I G A 3| A48 5 W
HEAE ARG R EEZ ETRAPT BN TRy GRS
ﬁuﬂﬁﬁéﬁ%ﬂﬂiﬁﬁr&cﬁ%ﬁJiﬁ%%; R A
PTG T A o TRt A g AP HRER D 5
MR i Ry ﬂ#mw@ Beh Mgl | 7 @@ % o p 5 ARR

Behg A e o plE g TEEA, R A

5
i

Wik

il

SN RAAERER

BN AR LY B BREE VA R E R ARG
B ARG oF RO LR BB R A T L RE B

TrefE A B R B SRR AT 3] g A s
%~Fﬁ%yﬁ4%‘ﬁ&iﬂﬁﬁﬁo%

FHEA BB IRIA AP LS S P ERRET hF & F 4R
?’*ﬂé&ﬁA%W%%aﬁsﬂﬁﬁ%ﬁ%’wﬂﬁ&%W§
FRCR Y BBk TRl & 4 el &

N

24
®

gx‘i
\E‘é

K y ’

‘ﬁ\

“ID\‘*\

L

%”E‘E%ﬁf Fiﬁ,&fmsfir}xv:§§f”s S S SRR U< N I N i S 4
Bt B RIS LFER NP B N AR L4 AR
- o B AP AR P T A FREEE LS Y b eht A

Bogard o (& A BEPL AP HFIEREY g3 )0 T 9293 ¢

B (HREBRIEBP R > F A2 TR A 248 (L 3TH %) > 2020 & 11 *
1p> https://udn.com/news/story/ 10930/4979821 -

0 gaEd (A EARL AR FITRE Y YF ) T 9496

41



FrEAMEFIRERE > A1V RARIE JIRFEE o
dgtp R AR E A E T T R S R IR
AR E A PR R A AREZE A PBEERTE 2 MQIB
EABYIHEPATNN S D BARARIREY 7T FIEDR -
o AR B
dNREAFRARER R o IR R ER G Bl

AKX AEHFT

w

Frfoing o o Bl R R L B R L HA LR
B TERIEE - ARIT R R chi A ke

/J

kil fe
ﬁﬂ%ﬂﬁ‘%‘dﬂB&mA% ﬁm%§£4%opﬁ@@§

[}
—=h
-
=
%
)
&
e
H
>~
o
o
Rk
o
L
%
W
-
L
bt 3
s
2
il
Pt
&1

PR AR (B AR ez B SR

B R F o AR § L AR AT RRIT SHRLATE

éﬂﬁﬁe%m{;]rﬁ;@ﬂ Fovm AP E >a8aqm § o

2 Defense Security Cooperation Agency, “TAIPEI ECONOMIC AND CULTURAL
REPRESENTATIVE OFFICE IN THE UNITED STATES (TECRO) — MQ-9B REMOTELY
PILOTED AIRCRAFT.”

2 Eio (P EHE BT RS FEHABFEIRZEE) (RAFRE) 53055 48 52015
E7 0 5 F 83

42



TR B

2Rtk o LB e R L B80S 6 2013 E AT
TERP O EAPE R ERaE B o £ 2016 £ F SRS £
E 2 BB 2Rsny %% (Federal Aviation Administration » FAA) % /&
(Part 13527 &) RITHB > LA FE AR IRIFL x5 H4F
PR e W FGE i RIE  EE P R "$ 1
ﬁﬁ%‘%ﬁ‘ﬁﬁéiﬂ’#ﬁﬁﬁiﬁ@ﬁé%ﬁﬁﬁ’ it
BARFPUPERT A 4 FTRITL G onauEr o RO
1 KT

&

4

3\1'\

*

FEFETR- LB AT L 3

R oRABHE S AT FREL I LPRAT HESTH

B AFEEFHE AP LAl EFTET AV 430
2

PR AFEFMAY > UEE AR S P FE N
REPBEE TR FAOEAR SR EK RNV IE S H T e

FOBL AP R AT -
=~ Bl

&Eﬁ/%%i‘ﬁim%% FREFFE 4 KK EAH KT il
AT S FURE D P B PR B 5
SEFR TS RIS LTI EE R T

B0 B et — AR ol i B N el 2P A B i

AR

=
H
W poot
(=1

A
%

N

‘za;#—jf

,\tt
Ik

N

L2

&ﬁﬂﬁﬁ’?u{%?ﬁﬁ% At m AR BT ROTIR
EREPEDLLLS CHRF LRS- BLTR TVERF IR

WY MRS AR HT PN AP g
FAALEEIHMP  EHERBLE LS

43



M (i ARSI AL THAEAY £hEd o Y

PamfgscdE e 4 &g d 5] Pept | @ A itbie ;N RE %
P FI 134 4 3 ;
éi—baf\‘a"v ﬁ?,&%%ﬁ&ﬁ%fﬂ‘\ﬁ\&ﬂb&,ﬁ? Vhﬁlﬁfg X,;ﬂ/(jbﬁ ﬁ

%;Ig( ﬁ% ’ ’Eii— I*}ﬁa‘;‘ 7z ;[_ /J :‘f{‘_,/:_ %’:% # 5] %}!}- Ei{’i""
J\»J‘?%‘};o é’_r?]j‘—"l:%'i’J ¢ 7_{;%5’3:_? ]{]%?;I E—fjAn_z_‘i’i,&

BRI AR ERE P LA PR EEF g AR

‘F-\

KEL o A MA 4 (Thc e 2 R0 4B R o 0 T A

T~ B EROTS | PAIRTL ARG WA kR o ApME A P2

a@@@&%é%@—m 4 Ehi BEAEEEA A
s B SRR £ HR P ] ks RART R R MaE R o A
Ry 32 Fnd ERF ot PR ERBEILT - TA
X B oprE A % % (Future Tactical Unmanned Aircraft System »
FTUAS) e {3803 7 > $-4houfe s = 5 g b (L i
AR S RE B EEAE ) R Y 2 R T

RERE S i A BT RS & % AR F G R T

23 1 2y
ez 20
2% PEO Aviation, “Future Tactical Unmanned Aircraft System (FTUAS),” U.S. Army, September 25,
2020, https://www.army.mil/article/239411/future_tactical unmanned aircraft system_ftuas.

44



R RS R R AR e T AR R
Wen TR R | a7 Fgsg o F° L_wﬁafaé;wmfﬁnf’
JEF R A G BN ARBIFTR PR P 7RI Rl
oo R hA S ¥ ’?é‘%?f%%‘—i’itﬁ“ P EAT AL

AT PEMpP T AN FREFBERGE AL RSMBE AR R
AT RFPRGEE TR ICK AR 0 ARFIARE S ARRM R

AEAPBRET - ?;% 13 T

45



Taiwan’s Drone Military Use Current
Situation and Future Development

Po-Hung Chen
Policy Analyst

Abstract

This article analyzes the performance and use status of the drones
including Cardinal, Albatross, Jianxiang, Tengyun, and AXH-E230RS
being operated or tested by Taiwan’s military under the policy of “domestic
manufacture of arms”. It also provides suggestions for considerations when
acquiring drones and improvement directions in drone manufacturing. In
order to reduce losses on our side, increase combat effectiveness and avoid
death and injury of high-value personnel, it is important to discuss how
drones can be used to increase combat superiority and agility to meet the
challenges of the future battlefield and also discuss the conditions and
application methods needed by drone types to be suited to Taiwan’s
environment and strategy.

Taiwan’s drone industry has built up substantial capability and has
export ability; the drones that are designed also meet Taiwan’s needs in
terms of automation and operating simplicity. When procuring related
equipment and considering future battlefield scenarios, local industry can
be considered by the military for the mutual benefit of people and the
military.

Keywords: Unmanned Aerial Vehicle, drone, indigenous fighter plane
production, Taiwan’s defense industry, asymmetrical
warfare, Taiwan and Penghu defensive operations
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Discussion of the Use of Unmanned Aerial
Vehicles in Taiwan’s Homeland Defense
Operations

Jyh-Shyang Sheu
Assistant Research Fellow

Abstract

Unmanned vehicles are a type of new equipment that various
countries have been developing or purchasing in recent years. Of these, the
development of Unmanned Aerial Vehicles (UAV) is most mature; today,
various kinds of UAYV, large and small, are a key force on battlefields
around the world that cannot be ignored. Armed conflict in recent years has
not been high intensity battlegrounds between great powers, whether
fighting in the Caucuses or Libya, with both sides lacking air power of any
scale; in terms of the lessons of war-fighting and the combat environment
for homeland defense, UAV are important equipment that can greatly
increase combat power when Taiwan is conducting homeland defense
operations. For Taiwan’s homeland defense, UAV can not only effectively
increase force ISR capability in complex combat environments and provide
asymmetric attack capability, they also allow propaganda war to be waged
by filming images. In fact, as unmanned vehicles with UAV at their head
are important innovative products of modern information and
communication, for this type of equipment, the putting forward and
verification of innovative thinking should be encouraged to further unearth
their future combat application potential to enhance Taiwan’s defensive

operation capabilities and force combat resilience.
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Anti-drone Concepts and System
Development

Hsiao-huang Shu and Jyh-shyang Sheu
Associate Research Fellow and Assistant Research Fellow
Abstract

The importance of Unmanned Aerial Vehicles (UAV) on the modem
battlefield has been shown in conflicts in the Caucasus, the Middle East
and North Africa, etc. These cases show that the side without anti-drone
means can suffer serious setbacks and it may be a key factor that decides
victory and defeat on the battlefield. In fact, drone systems do not only
present a threat to security on the battlefield, in peacetime small drones
pose a major threat to key infrastructure. In this situation, anti-drone
concepts and technology are important security issues faced by many
countries at present. In terms of use characteristics, there are different key
points for countering large drones and small drones. The former requires
enhanced layered aerial defense and electronic warfare capability,
responding with complete air defense and electronic warfare. Although the
latter are fragile, they are extremely hard to detect and the key to countering
them lies with early warning. As the price of drones is gradually
decreasing, small drones are much cheaper than air defense missiles,
therefore, various low costhard kill and soft-kill means to counter them are
the focus of current development. As China is very active in the area of
drone development, anti-done concepts and means are key items that
should be emphasized at an early date by Taiwan and for which resources

should be provided.
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