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Civil Cyber Warriors:
A Path that Taiwan Can Take

Yi-Suo Tzeng,

Assistant Research Fellow

Abstract

The characteristics of the cyber battlefield make developing and using
civil cyber warriors a feasible way when logically considered, however,
different types of use will produce different consequences. Under the
prerequisites of democracy and rule of law and national development, a
democratic society must assess the approach of developing and using civil
cyber warriors. This paper will discuss the identity characteristics of the
two main types of civil warrior and market factors: reserve warriors
( including reserve, citizen warriors, and militia) and employment relations
(including mercenaries.) Research initially shows that the relative risk of
reserve cyber warriors is lowest and if they are combined with civil “white
hat” hackers, combat power will be substantially increased. As Taiwan is
actively developing the information security industry, the number of cyber
reserve warriors can be greatly increased if we can effectively combine
with tracking and notation expertise.

In addition, this paper suggests commercial cooperation with the
information security industry, using commercial cooperation, tax reduction
or subsidy to directly induce information security enterprises and
individual reserve cyber warriors to assist Taiwan’s military face the
various cyber threats and increase the willingness of reserve cyber warriors
to return to base to serve at ordinary times, to effectively combine with and
utilize civil cyber combat capability in response to the cyber threat from
the other side of the Taiwan Strait and others.



