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Abstract

‘Cyber operations’, according to the Tallin Manual, is ‘the employment
of cyber capabilities with the primary purpose of achieving objectives in or by
the use of cyber space.” The effects caused by the ‘virtual’ characteristic of
cyber space which are mainly interferences or property losses, are quite
different to the physical effects of traditional warfare, such as death and injury,
and thus it might be improper to evaluate cyber operations via traditional
means. At present, the legality of state-sponsored cyber operations is still

under discussion.

The general view of the international community is that international law
can be applied to cyber operations. The question, however, is how to apply
international law, which not only have States’ self-interests played a
significant role, but also depending on the cyber capabilities of States in
responding to hostile cyber operations. Consequently, there is still substantial
room for debate and certain issues in this area are left with ambiguity. Even
for cyber operations which are below the threshold of the use of force, a
violation of international law could occur due to infringements of a state’s
sovereignty, and thus entitling the victim State to respond with lawful
countermeasures. Therefore, the concept and scope of sovereignty is
fundamental to the determination of the legality of cyber operations. The

different perceptions of sovereignty between States might cause irritations and
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will likely further fuel ongoing conflicts. Authoritarian states, such as China
and Russia, which have adopted a wide concept of sovereignty, are more likely
to invoke the duties of other states to respect their sovereignty when acting
against other States’ cyber operations. These authoritarian states also attempt
to use the concept of ‘cyber sovereignty’ to exert further controls in cyber
space. As to within the Western States, there is some disagreement as to
whether ‘respect for sovereignty’ is a principle under international law, that is,
‘sovereignty-as-principle’ or whether it is a ‘primary rule’ per se, that is,
‘sovereignty-as-rule’. This article discusses and analyzes the concept of
sovereignty from the perspective of international law, in order to determine

the legality of state-sponsored cyber operations.

Keywords: Cyber Operations, Sovereignty, Tallinn Manual
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