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The interwoven US civil-military cyber
protection system
Chen-Yi Tu
Assistant Research Fellow
Abstract

The objectives of US cyber strategy is to establish Layered Cyber
Deterrence through shaping behavior, denying benefits and imposing costs to
reduce the frequency of severe cyber attacks and their damages to US national
power and influence. Previous study on the implementation of US cyber
strategy usually focused on the formation, integration, and achieving
operational capabilities of the United States Cyber Command. The defensive
cyber operation, however, receives relatively less attention. Civil-military
interweaving is one of the major characteristics of the US cyber defense.
Within the current homeland defense framework, the US Department of
Defense supports other government units for disaster response, law
enforcement and other missions through mechanism of Defense Support to
Civil Authorities (DSCA). The US military also supports domestic cyber
defense with the same mechanism. Some existing examples of such supports
are election security and COVID-19 vaccine development, both span across
the public and private sectors. Therefore, building a mechanism such as the
DSCA is fundamental for military participation in the cyber defense of critical
infrastructure. Moreover, establishing an intelligence sharing mechanism can

further enhance the lateral communication and effective use of intelligence.

Keywords: cyber defense, homeland defense, critical infrastructure, whole-

of-government approach
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