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Meeting Peacetime and Wartime Demands:
Israeli Cyber Operations Units
Yi-Suo Tzeng ~ Chia-Ling Hung
Assistant Research Fellow ~ Assistant Research Fellow
Abstract

The cyber security industry has urgent demand for talent, making
recruitment and retention of cyber operations talent difficult for cyber
operations units. Israel’s approach has become a model for many. This
article describes the missions of the cyber operations forces of Israel’s
military and intelligence branches and reveals its combination of national
security community and private sector for carrying out proactive cyber
defense. From advance selection and testing of talent, special training in
their military unit to the practical experience accumulated in their military
unit, cyber operations service personnel become a new force in the cyber
security industry after being decommissioned. On the other hand, Israel has
used a rigorous reserve system to gradually build up a huge and dense cyber
reserve warrior network. The building of an outstanding cyber security
ecosystem by the cyber security industry and its seamless joining with the
manpower flow of Israel’s cyber operations forces allows its cyber
operations forces to use good career opportunities after military service as
an incentive when recruiting new blood every year.

Also, after decommissioning from cyber operations forces, reservists
are required to return to serve each year, which helps cyber operations
forces absorb new external knowledge and facilitates refinement of
education and training. It also allows reservists who are themselves

working in the cyber security industry to return to the military and see the
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ability of their juniors and the latest decommissioning situation, allowing
new blood to be directly recruited to the cyber security industry, creating a
win-win situation. Israel’s talent flow ecosystem combining new recruit
selection, reserve training and industry development is worthy of
emulation and application by Taiwan in recruitment, conscript military
training, voluntary military service reserve educational mobilization and

development of the cyber security industry.

Keywords: Israel 8200 Unit, cyber defense, cybersecurity start-up,

cybersecurity ecosystem
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