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W% B RS E) (Cyber Electronmagnetic Activity, CEMA ) B [5] R 7E#d
7= (cyberspace ) B EERGAHZEERYS (electromagnetic spectrum environment )
f 18 ~ IREREAIH C U188 - RIRFFH Ik ~ AR 3= B 0T 6 R A T B
HIBEST - RAE(THHEE R - | {EEEFERIZRSE (complex electromagnetic
environment ) | > #EE%{ERE (cyberspace operation) ~ #E-F{FHk (electronic
warfare ) ~ FERGAEEE B /EEE (spectrum management operation) — & &
Ui G s o R SEHAR A v B & T RERIRE - A] 58 2 S R HE i 22
B EERGAERS - BEAEEHES - (EAES HImERE M E i #E (near-peer
competitor) Fff B BAREST - FEH R HEES BLEE i RS 22 R B HEH
B2 (RS HRER - MBS RSB AR E N S B AL - S
GHEEERY  WERNE BB ECERTRLEEST - oS P
B T AR T AR SRR B B =R e 3 < AP T -

B~ Bl i e S A

—  HISERRA LTINS ERERE

DGR R8RSR (CAISR) ZENTEG LRI - Ml TR R
[ S5t - CRORIREFIRG - T T ERE - {1155 1k

T HER APE 2ERERS A RFE LAY

1 “Field Manual 3-38: Cyber Electronmagnetic Activity,” Department of the Army, February 12, 2014,
https://armypubs.us.army.mil/doctrine/index.html; “Joint Publication 3-85: Joint Electromagnetic
Spectrum Operation,” Joint Chief of Staff, May 22, 2020, https://www.jcs.mil/Portals/36/Documents/
Doctrine/pubs/jp3_85.pdf.
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SREBERS IR BN LA ERGE AR o BEZE s P IR E R PSS R » B8
FERE LR SRR 00 3 AT st Bl BL T o e PR IR i AU HUAR B D RE » thIK]
e E &R MR (software-defined radio, SDR) Frir 2KHYHHT » MAEHEK
i o WAZENGREEE &% (Digital Signal Processor, DSP) ki & i #2 = (b
ﬁﬁﬁ%ﬁ@ﬂ (FPGA) ZFn[FE =tz BT FR IR R B TT A ke > B sk i

FABEAVEE o 2 WO E S M E AR BT B 2 S SR B
5'%‘[4& » AR S EACE » Hik e e U AR ~ SR - A
A SR~ BN SGERN R o thElE ﬁ—ﬂﬁ?%%ﬁﬂgﬁgﬁﬁﬁ‘%@
i > BRI SR A RHEHERA - XA [RIH T BB AR YRR -

TEFER] | » SRS E SR M B DU R A B kAR ~ RO ~ SRR
% (wireless mesh network ) ZEIEE » v[feF 1+ (anti-jamming) HEJJ »
DIR R @i 2 » MR E ST R E SR - 45855 20 sk &
R B R B BR RS € FRAEAR B Bl » (AR ORI - B
GPS Zifs Bl A B R AMAVEGT =X o« DIEH Rl - WS Bl i B R
(Joint Tactical Radio System, JTRS) =L HE » BlEE /e m kK
PEEEHZEAE (Software Communication Architecture, SCA ) _F{ER[IREgr i
FAEER ~ B8 (— MMl " IJE |, waveforms ) FY 2B 58 F B — ik e A
HREERH o HEARTRZK JTRS EHEW AR EIEEH - (HERER KR E EE 5
HEBGE® - GiFZ R ] RN HARHE - 1db#IRRAY LINK-16 %

2 “Software defined radios —overview and hardware (1),” News from Rohde & Schwarz (no. 182),
2004, https://cdn.rohde-schwarz.com/pws/dl_downloads/dl_common_library/dl_news_from_ rs/182/
n182 radiocomunit.pdf.

3 (i # ASIC ~FPGA ~DSP % 3+ & 8 7 & sehip| ) » (CTIMES) 2002 #8* 5p »
https://www.ctimes.com.tw/DispArt/tw/FPGA/%25E5%258F %25 AF%25E7%25B7%25A8%25E
7%25A8%258B%25E8%2599%2595%25E7%2590%2586%25E5%2599%25A8/ASIC/%25E8%2
5BB%259F%25E9%25AB%2594%25E7%2584%25A1%25E7%25B7%259A%25E9%259B%25
BB/DSP/0208051409BF.shtml ; Fid % > (fr# €& & AT e T 5 4E) 7 FLFER
Ttei € 02014 £ 2 7 19 p - https://www.cra.org.tw/download/downloadd.aspx?11 °

4 TRMHFIENEHISRANT YR (FRAPIFARFTN LT E T RERL
L) o (AP TEETE) 02020 # 87 27 0 o
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EHEE —— ZIREE IR ( Multifunctional Information Distribution
System, MIDS ) » H Hi g EAH 4 ¢ B & B Alo i EE (MIDS-JTRS) #%&
g > BIEFHAR JTRS SCA HYHKEE E# MR RM (18 7-1) - fEF JTRS
S EUE B SRR 0y (Joint Tactical Networking Center, JTNC ) >
JINC & & E A RE R E P A ik EE (411 SCA) BiAHRA SRy &G
e - At RPN 2 A T b -

B A 7R AR EE Y B ST » /FE MIDS-JTRS Jz H A& #E 3 RO R R
FRIMESE - MIDS-JTRS FsVYSHEMEAR AR A b » Az LINK-16 BUEHEs - 1595
BT EE T R ER i 22 R 28 (Tactical Air Navigation System, TACAN >
NHERRR) BT - M nl#ry EoAthboh e - PRHESS BB IRFAERE - g ~ 22 Ko
EVFEE T 2 nISER AR TE S T {5 BB SR BRI - MID-JTRS TSR
SEAE A B 22 SRR 2 L e &S 2 (Soldier Radio Waveform,
SRW) ~ ESEMEI I (Wideband Networking Waveform, WNW ) #f » KHE
B 7S DA e AR & 22 Bt —— ERARTAIT#% (Joint Airborne Networking —
Tactical Edge, JANT-Ed) 3K 6

5 “JTNC Frequently Asked Questions,” Joint Tactical Networking Center, https://www.jtnc.mil/About/
JTNC-FAQ/.

6 Barry Rosenberg, “US, Allies Getting Larger Airborne Network With New JTRS Radios,” Breaking
Defense, July 18, 2019, https://breakingdefense.com/2019/07/us-allies-getting-larger-airborne-
network-with-new-jtrs-radios/.
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Mesh Connectivity,
Improved
interoperability@nd
Suriivability

7-1 B MIDS-JTRS 18 2 22 W\ BIZRIFTEE

F AL kiR ¢ S.S. Kamal and John T. Armantrout, “The U.S. Military’s Joint Tactical Radio System,”
CHIPS, January-March 2013, https://www.doncio.navy.mil/Chips/ArticleDetails.
aspx?ID=4344.

TR REREBREREE

ST > IR E SRR B VIR ORRE ST - IR AT TR A IR © TR
TEFMEANEER R LIAT - MR - R TR LR EH R
(jamming > B[] "#kEL | soft-kill) si@hfemas (Rl "%  hard-kill ) K& »
HER BRI E IR TR ~ fEMRIERR - SELE R A A ED R 2 528K
HE S0 - LEEE BT BT (ESES - b2t - EEEAZRIEE - B
THAGRHR  BIRTEA SRS - SRR R - B2
Lliéass (overclocking ) <5 /5 AR IR Bl g A nI SRy BRIRE -

FE FR R TR T T R - SEUECRE U o DU PR I R
SR IR 2 S F SRR B 32 b > R S T SR M AN SR A A [ B i A R
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5 o FEALAYRS BLEE G2 R SIRIITE e T EECRHE LIFEEIEE 72X (non-
kinetic ) T B RMAETT B - BE AT REAT ELHE T 52 B i i i BR W A
YA B — B A T A ERY 75 PR R - RS FE R )
(CEMA) WL AE - B H BT BCE DU A FRR - 21 H AR
& E (targeting) ~ 8 B [ 22 (cyber defense) Eid 7 1~ [fj # (electronic
protection) A4 4 » (i Refdsgfmrhatsas - 7
AR K CEMA By R 58 R - (HFAE 2007 1K » 622 H
"EPFE L (Suter) ZEEEEBRBER R o BRTASHEMIHA LAY 22 H T ARY
HIREHE AL RER YT TE - FEH R BRI CBGE ST - BFIRERG 22
A DUE B B 1% - NORBEHUTMRY - HEER R EHREUR
DUEERAS - BEDIEAE OB TR P A A A 255 - ERF LIS EHE (cyber
stealth) F§.2 » {HUHLEN Ry CEMA {E835 LAOEERSER - ©

2~ K5 T Z VR TE) I (0 % FE ik 75 B
— it TIRE—REE M T EISIEERE

SERAN R B AR B R R - B TR e T - RUE R
2 2002 iR (REE—REET Ga) - 8k TR B, R TRRAE
M2 TR E M R E R HPUTE) - BREYE KAUGERREH] - 8%
J& RSO ~ {5 B RE SRS TR, - WPASEHE Rt
Sl TErRE ) RAREER AR R P22 R MR > FER LRI T #EE —HEH
L HURUEE R - AR B2 B B IR S TR - A SE P 4
{2 R PR S HLFTAE AR IR -

7 John Knowles, “Cyber-EW Synergies,” Journal of Electronic Defense, February 2020.

8 Col. Matthew Willis & Lt. Col. Panagiotis Stathopoulus, “Cyber-Electronic Domain: The Necessity
of Integrating the Electronmagnetic Spectrum’s Disciplines Under a Single Domain of Operations,”
NATO Joint Air Power Competence Centre, September 9, 2020, https://www.japcc.org/cyber-
electromagnetic-domain/.
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FoEBRSEIEA  HEERZER] ) (cyberspace) MEFTWEERE - I FH{FHE
i o TERHE R B BE] > K2 TR L 15 2 BT S R AL AR I
A DR THEHZER] ) (cyberspace) - BILEE YRR —HEE 1983
b TAERSERRGZE ) (FETERGEE M) METTEREER AT - 0GR 0 T
M R R R MRV, ¢ 5 TR TJiHH%ﬁ
FENTBUE AR - AR AR TR - (MmN, '
HEIhEELEe R EREEE - 5= MR E - THEZM ) ”hlEY
B~ E AR EERR A — E A R %IEI HFPRHN R BRI T
e AT TR DU &8 THE R B A S5 T A SR AT Ry - L2 s,
Fr ERPERIRR R ~ Rk ESS -

RZOSCHEAE— R - SEHERATERNY T NSRRI o K
AR TR ) BRI o 2 T ) B TR R
B MEE R T M ) b o T, (cyber domain) KEE
X8 (cognitive domain) fFAE—WHBHIESY - WIE RS E B AL (E Y

HMNEETIRE - TIEAN TR ZER] ) FIRFEAVE © FEMESAE(R L - " HEREZEH |
%2’.2.%’3%[@2 B e B S SR e - O
€ T HEERZEM ) MR R > SEEEFTR AR o TR HEERIRE
ﬁ%ﬂﬁﬁmxﬁﬁﬂé%% OSSR L - E5RA " REEE LR ) BB
FeAIE I > FoR T EIUEISNETEHIRE - i B AR R R B B L B RE A
H% o AENEEZE R - BEMRARE - 808 T IO, BPE
BT > Ao 2 R R T P A 22 ] - ARG R A ~ BEES TR
B SRR E - FIBTGER ~ RRRE - o L o thER j%ﬂ%l 5 e B
KIFTRRET > FIERRS OB RS > S T8 - EEEY, 1Y
TERER] > EHEL T BTEHE - BB BE ) ERES ﬁﬁiﬁ_??ﬂbni%?ﬁi’if’ﬁ
R TER o 10 A AR BRI ST AR AERORI S ~ IS Su i i o

9 PR FRR Y e 22 (ERTEL FapgzBawelsir) o (Hp) - 2017 &
%248 > F 54-57 -

10 2/mE ~ #5483 u% > (4o F 2B BRFETHIE) > (f82%E40) »2020# 8 2 4p >
http://www.81.cn/jfjbmap/content/2020-08/04/content 267666.htm
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B St e KO TR VG » BRI AR B R S
FHERSEE - RELA A FR R ARG TR AR B3 5+ N AUPERRA T8

H L E B R - BRSSO R R RS R AR R SR R 2 =8 (5
MrEAEER )~ PUER (R APUEEEER ) AU i Bl R pE = -
17 TR AUESEE - £ 2019 10 5 1 Hayrhdt THgk, B+
JEIEERETerhr > SR SR Al Bl PR - B UIR 0 R K 4 S2f3 B RS
BREescti o ROREER A AR S o BRI SR R NS B R S AR
BRERPRAEAE S LA T o SR SRl kR LB T B AR - HEiE
o~ VIR ) BURETT o FETy A B S FT R BT E R A T T -
HFORBEAERYE ML - ARG BRI B AR ~ P55 > A
gt DUR BN T RN S - PR T BPURAIE Ry T (s —
fe ~ S ﬁ@ Hﬂﬂ.ﬁ_‘ﬁ%J  FEIRE Sy T ROL M EIRE
WAEEE_LEf LSS

= XEMEEHEN A/ RIELEHE

T RE T AH B B T Y R » 98 B A IO g A IS A0 s B 7 R
ZEH H HGE 2 B SO 2R B E B RREEEE T 0] AR
"HETE N FE AR ) (congested and contested ) 1Y 4 B G BR BRI RE
PLRe T 2R~ 48 ~ M8k & 4EE | (denial, degraded, intermittent and
latent, DDIL ) FYAFEEEARERER « ERPBHELI 1997 452 HRREIS o 8k
(Network-Centric Warfare ) #:& - FEMEER R AFECES > (KIFEETZETRE
TEEIIERE - i o iﬁﬁ%ﬁﬂﬁ%ﬁ%ﬁ‘iﬁﬂ%/‘\ﬁi B HS 2R
&4 (full spectrum dominance) FyFiHe @ BB A G ZEMLAIRRE] - (HAR
R - EERAHE AR EE (mformatlon superiority ) » ELRTFRRZ
RS - BIEEREH NS - SIS BB RAERE 22 B S  FRiEsE

I b sagp (f2% &) 2019 # 10 7 2 p - http://www.81.cn/jfjbmap/content/2019-10/02/
node 2.htm o
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o EEBTERR S o HEBERE - RESHEENNE - SRFETFIE
U5 752 AU PR T RO T AL -

DIZEE R Ry o] - fE T KPEFEPRLy o (Operation Atlantic Resolve )
VR S 18 55 5a B RO RSB > i b St ek fae B A B0 B e % ~ EEf - BB 1E
BRAR S EXREIE CEPEEAN : MRS ERGESE )  (Field Manual 3-38:
Cyber Electronmagnetic Activity) i 47— 25 s R0 - 12 iz
fHiRF (Lt. Gen. Stephen G. Fogarty ) 2018 F- (TS IS fEHHAT (Army
Cyber Command, ARCYBER) Z {5 #i'E % - B A 2016 4F {f % Hr + 76
FEIRE R - Bl SRR A 2 E/FEAE S (multi-domain
operations) -+ i DRy I 10 SRR AU BRI - H AT AE 2 HBRIFRRTHET R &
H VS ERY 2028 4F - ¥ ARCYBER fii ERHE AU Fy & A FE #EHL (Information
Warfare Command ) - 13

FE /7% 7B ke B2 (OIS ER 9R 175 i (signal intelligence, SIGNIT) 2 fEAHRR
228 > Ktk ARCYBER (925 — P& B Ay - RIIKE HREER H e v5 & nn PN s ik
B EEIGE N K ELE (Fort Gordon, Georgia) - RIELITHIRBIR L &/
( National Security Agency, NSA ) & & ik [E B AR &G0 (Georgia
Cryptologic Center) &1F  fEERCERAI LT - Al & A% ERGS B =M
B —— PESTEERES 915 % (915th Cyberwarfare Battalion ) - [ iR
EWEM Ry » RARMKBERIRINEMEAERE) -

Itt—%%1:2 ARCYBER fH#%H% » SRoR S AEAE Fy a2 1A AR B35 5
ZRBAMAERA TH) (large-scale combat operation, LSCO ) f#EfH » A2 %
RS F]<E (USCYBERCOM) Z#fE& {17550 ( Cyber Mission Force )
Je A& FE R AR O L B FL iRl DA N EE R PR ((H AR RS L

12 Lt. Col. Matthew J. Sheiffer, “U.S. Army Information Operations and Cyber-Electromagnetic
Activities,” Military Review, March 19, 2018, :https://www.armyupress.army.mil/Journals/Military-
Review/Online-Exclusive/2018-OLE/Mar/Army-Info-Ops/.

Brurapfk (EFARIFAEE: FRdpppfnirRmsme)  (Ap< 2
BAEY 0 % 14 ¥ > 2020 & 10 * 23 p > ¥ % Mark Pomerleau, “Out: ‘information warfare.” In:
‘information advantage’, ” C4ISRNET, September 29, 2020, https://www.c4isrnet.com/information-
warfare/2020/09/29/out-information-warfare-in-information-advantage/.
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FOISE) » BB EEE P RS - #EEs R <80 B B RS 55 50
B o TRE SRR B g RIS - BT RO EARPER B - A 25 ik
ZERIRTHS o A6 IR IR Y ARCYBER RUHI B rp - 25 By
THEDRE H A @ Y RF 8 F] <7 (Special Operation Command ) HY.LER{EE
(Psychological Operation, PSYOP ) El/NILRITRA B - thlRIAS#HR A AT
JEEIEREAT T > AR (full-spectrum ) (5EREEREL ] - 14

S e B e Bl g ARG RS . —— MR EERES 915 7% > 2020
10 HoJHET 2019 FamrH 1 5 KAV - bl H AR S - o
FCERAT ~ MR o BRFIRAT AR E B 5T o IR R R R
B o IR A IR SE B H A AR M F AR BR B AL - RS SERTERAL - DU RS
ISR E R BRI 2 S EHERR (Multi-Domain Task Force) ‘&) 71ERK
(Intelligence, Information, Cyber, Electronic Warfare and Space detachment,
12CEWS) 7E - [FIRETHFRARSER 2 - E 2 GRIESEARTE - 1° DU
BB RIReEaskE - SREREAEERERER 915 & B A7H 1~2 4 RERUSAH
BAERERE - ForPEA 2 FiAET] (Full Operational Capability ) iy =z{%
ﬁ °

TEFRTTE S RETIAN » SEH 8 25 1 Bl A 8 R A 1l B & TRV EE R
gk RHETERREE A o (EF [AIRER A vh e B R e B S B 1
o HAGEZS 10 AR b F A B Bh B FE TR RECRAL » B &7 TSl
BORWIEER RN —He - BES D FkT - 587 BRERER RS B 7k [ f Bl ]
ETERETREL - BRIETI R PEEE S (BIREREES ) BVt DifRe)) - bk
LR FEAE— SRR T R A @R IE ) AR - {E 2019 £
SEPEHEARE H RS T BRI ZE 19, (Orient Shield 19) HyEzE
B> NEPE R ERER T 2R ER: , (Multi-Domain Task Force) 2

14 Stephen G. Fogarty & Bran N. Sparling, “Enabling the Army in an Era of Information Warfare,” The
Cyber Defense Review, Vol. 2 Num. 2, 2020.

15 Mark Pomerleau, “US Army conducts first-of-its-kind exercise for tactical information warfare unit,”
C4ISRNET, October 12, 2020, https://www.c4isrnet.com/show-reporter/ausa/2020/10/12/us-army-
conducts-first-of-its-kind-exercise-for-tactical-information-warfare-unit/.
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B AR RS R 3% K EE RS - SEREEE DA LR H AL AR
PI®E , (Cyber Blitz) )l > B2 EKE " RITZIE 19 [FRERT - f2{1
PR B RGIEBIY B A - 10 SERE T TR E B PR R E LR - (B
HES AR WIS EEY - ERREES W EICeEs - DU
SERKSERERE 2028 FEVE H 2 FURFRC HAR -

Bt~ TS
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FEIEIEED o BHAERACAK BB F L MFRIESE - M ERERESE T B
FE - R ERERERE - B RS0 E EIE N 22 ] B A AR A i 8
B FFBREEERL - A RS RIRERIRIET - LRGSR A EAEAE
BRIREL > NSRS - 7ERREHEERIZRIRA - Bia (e R e
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164 k> (P AKELY A BFHRATT RIS SRR TR 2 Fes ) - (BB Tp=T) > 2020 &
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