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1 Elisabeth Bumiller and Thom Shanker, “Panetta Warns of Dire Threat of Cyberattack on U.S.,” The
New York Times, October 11, 2012, https://www.nytimes.com/2012/10/12/world/panetta-warns-of-
dire-threat-of-cyberattack.html.
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2 “Critical Infrastructure Security,” Department of Homeland Security, https://www.dhs.gov/topic/
critical-infrastructure-security.

3 Kelley A. Pesch-Cronin and Nancy E. Marion, Critical Infrastructure Protection, Risk Management,
and Resilience: A Policy Perspective (CRC Press, 2016), p. 4.
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4 European Commission, “Council Directive 2008/114/EC of 8 December 2008 on the identification
and designation of European Critical Infrastructures and the assessment of the need to improve
their protection,” Official Journal of European Union, 345 (2008), p. 77; “Critical Information
Infrastructure,” European Union Agency for Cybersecurity, https://www.enisa.europa.eu/topics/
critical-information-infrastructures-and-services/cii?tab=details.
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7 “Member States publish a report on EU coordinated risk assessment of 5G networks security,”
European Commission, October 9, 2019, https://ec.europa.eu/commission/presscorner/detail/en/
IP_19_6049.

8 “Member States publish a report on EU coordinated risk assessment of 5G networks security,”
European Commission, October 9, 2019, https://ec.europa.eu/commission/presscorner/detail/en/
IP_19_6049; “Europe brief: western Europe’s stance on China hardens,” The Economist, September
10, 2020, https://www.eiu.com/n/europe-brief-western-europes-stance-on-china-hardens/; Robbie
Gramer, “Trump Turning More Countries in Europe Against Huawei,” Foreign Policy, October 27,
2020, https://foreignpolicy.com/2020/10/27/trump-europe-huawei-china-us-competition-geopolitics-
Sg-slovakia/; Department for Digital, Culture, Media & Sport, National Cyber Security Centre, and
The Rt Hon Oliver Dowden CBE MP, “Huawei to be removed from UK 5G networks by 2027,”
GOV, UK, July 14, 2020, https://www.gov.uk/government/news/huawei-to-be-removed-from-uk-5g-
networks-by-2027.
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9 “The Clean Network,” U.S. Department of State, August 2020, https://www.state.gov/the-clean-
network/.

10 (2sfscdp® 2E3%) » (4 2%) »2020& 97 9 p - http:/industry.people.com.cn/BIG5/
n1/2020/0909/c413883-31854708.html °

W (g g RAepr (20) ) > (P EL LRI MEE Lp2%) > 2020 # 117
25 p > http://www.cac.gov.cn/2020-11/25/c_1607869924931855.htm -



132 2020 ERSRHXIBE AR S

A fr BT, ~ B ARG N T AEDE - Pt bL e
s -

it~ Brlsh g K AR BT i s o WSl

ARG ENSES) - BEAEES O (R A E AL E B S AR B
PR RIS RN ~ ARSI AN 5 FEIERYEISRE - S0 s B B (o 5 g
BIFE K o M — YRV EREE RS AR » (ER SIS R B ESE - &
i ST - B - B e - PSR -

VIR H 19 R R iz AR » SRS ey T 528 B A AT
R ~ p R R R RR E 3 0 5 I S R RS
5 B A e A R IR A T IR MG 95 % WYL ST e S 5
iy (G 9-1) - BREEIAEALE 2010 FEEIHS H 5 B 4 BRI o Bl % [ [
LGRS B AR o 12 AR A - PN R
A2 T B A U R PR AR P - 13 A B 2B RARERIE L I A
g EVFSsg M S48 E - BSOS e - BREJ L AR A SRR AR
BIBIRIEH D + SBAS ERR (5 TR TS R IR %
I S 7 B2 B B R AR - ERTEIRS B R T B A 5B TE
SubCom ~ LB # RFFEEE (Alcatel) ~ HAE S M A F (NEC) K
FREEE Ry igyE (Huawei Marine) 55 » Bk ~ 53K ~ e E FREIEAA RS

(international content provider ) HIJF 3Bl 22El2 o

BE& S R R R R E T B - 1B A S M S DI BT

NG B A RIAEAERAE SERIRDL <2020 42 5 H > HERSE) (China

12 United Nations, Resolution 65/37 Oceans and the law of the sea, General Assembly, March 17, 2011,
https://undocs.org/en/A/RES/65/37.
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14 Angelina Rascouet, Loni Prinsloo, and Thomas Seal, “Faster Internet Coming to Africa With
Facebook’s $1 Billion Cable,” Bloomberg, May 14, 2020, https://www.bloomberg.com/news/
articles/2020-05-14/facebook-china-mobile-to-build-1-billion-sub-sea-africa-cable; Ellen Daniel,
“2Africa: New subsea cable will “greatly enhance connectivity” in Africa,” Verdict, May 14, 2020.
https://www.verdict.co.uk/2africa-subsea-cable/.
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16 David Shepardson, “FCC commissioner calls for new scrutiny of undersea Data cables,” Reuters,
October 1, 2020, https://in.reuters.com/article/usa-trade-china-telecommunications/fcc-commissioner-
calls-for-new-scrutiny-of-undersea-Data-cables-idINLIN2GRIDV ; iz 7 # » ( % sofipd ik & i
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134 2020 EURSRHXIBZ TR S

9-1 ZIKNBEEESH

T AL kiR TeleGeography, “Submarine Cable Map,” reviewed December 1,
2020, https://www.submarinecablemap.com/.

Japan'’s trans-Pacific cable route plan prevails
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Pacific cable route in snub to China,” Financial Times, August
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7b8c06b3a32e.
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