HQEE

*
HIEEE

% Wi

=

2020 FFEHTEL I AR B2 B A R 0 I U RE - K122 175 Bl Bl B by
JER TARBLELES - o P NGB F SRR - MR BN AT AR TR
IMBENY RIS SR B RAPRAE TSR » PEFG RN ~ BO{F B SR 0 22 2= i 52
Hi - WS ETRE M A2 B B R o 55— i > RNRTRAT K
AN E PR B T s A B RS A B DL S BRI 5 BURF T S B AU A
BRI RS TR RN -

KRBT BAE 2020 4 BB S - SR AT HY IS HE RS O
S R A DU SRR B IR T e > LUK SE i B R BRI B A SE
£ 2020 £ 11 HEMTREGFASE MR - ELLEKF - SR A < iry 2
T AFE IR BLSEE RIA R TRHREE - 18 2578 FH s U B e VS B
HIVE R FTE IR Y EAENESZZ IR IR T ETZE T o WHEH AR EANIR AT
T UG 0 B B 7 B > LB U A E R RIRTE - A% 2020 4
B REAEE  RER N AGKHERMEETE WAL - E8E—
FEE A RERR LS - Ak 2 ARSI A

B\~ BB S BENS T IR o SR

HOE I ZIZ T AE 2020 FF-HEER R = ERRFAT > 25 BIHER RIS R
TR BB EOR - HZ ORI A MR ER AL ~ 5 TAF ~ FRLEAE
T SRR A SE IR RS Y frr e o T BT R R IR 1 R AN B A E
Mo AE AP FSETR AT R A I B R RS FR SRAa VIR R - Wk B B 7

A AP 2 RRERE 2 A AFA T TR R -



116 2020 ERSRHXIBZ TGRS

FRAFERCE T - REBEFBUF R B SRR T E - — s
AR ISERE. - | 53— T I M S B SR R T P o A S PR - 2
M5 3G il S E bR R A EHE - WSS RGBT
it A IEHREE. -

FE DL R - S B AR MBS el i R RS 1B AR RS, > 58
AEIE RS ~ IF PR B AR o LU Rt it A 2 e A
VSR E A A SR RS S NARRY) - 3 S « BERMZ
MR TR AR B USRI S S 2 TR - 3
IR ELE - SEEITE 2020 £R55 1 A SO gRER T — 4 R AR 0
273% » i 2020 £EHTRIZRAISIZIR 5 BIRbiEHT—E FIHIN 109% - 4 &
B[+ L R A B D o RaRE S B ] SR BRI T - AR
TIPSR - 2020 FEEE 3 ZREFEFIRA 46.9% - {HES 3 FRFEERMEE 1Y
W 47.4% o 3

2020 4 9 H DIk » B M bR Be R I B > SHEBREBTAT
TSR B T P B A 3 0 A I R S E 3 & (HHP Ryuk
5T 75%) LHIERK o L 9 HE] 10 Bt EYE 71% SR - $hEs S
BB TR » AETEEE AR B b B L o O At - BB R BRI e b
TR BN ZRN RSO  thIERE T Hr eI A i I ERIRE » 7 e e
W REA R I IRBHRIR LR - AN Z BIRSCRAHE

I #wEg< s (A2hE3BEAL Fr bt XSO EmfE%) » (¢ 44L) 20203 18
p > https://www.cna.com.tw/news/asoc/202003180325.aspx ©

2 Ricardo Alonso-Zaldivar, “To keep seniors safe at home, Medicare expands telemedicine,”
Associated Press, March 18, 2020, https://apnews.com/58¢118636f3e39¢53370131561127a54.

3 “Coronavirus Used in Spam, Malware File Names, and Malicious Domains,” TRENDMICRO,
November 11, 2020, https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-
threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains.

4 Patterson Belknap, “Ransomware Attacks During COVID-19,” Lexology, September 3, 2020, https:/
www.lexology.com/library/detail.aspx?g={85e4{fb-6¢32-43ca-8240-33a5d9d94b2b.

5 i3

6 Patrick Howell O’Neill, “A wave of ransomware hits US hospitals as coronavirus spike,” MIT
Techonology Review, October 29, 2020, https://www.technologyreview.com/2020/10/29/1011436/
a-wave-of-ransomware-hits-us-hospitals-as-coronavirus-spikes/.

7 Sarah Coble, “Ransomware Disrupts COVID-19 Medical Trials,” Infosecurity Magazine, October 5,
2020, https://www.infosecurity-magazine.com/news/ransomware-disrupts-covid19/.



FN\E WEMEEE 117

BSE G S AR i P B R A AN S N R 3 AT LR R A4 Ty
Hez— -8

ST T 952 155 A A R B g T 1T R G TR A AR R T - e B R A S R
HIEIRIZ B A A28l - FRRN B A T B RS SE HL s BT - HRfR

PR EL A=Ay - ANamEEIRAHRA AN T A - SEY R - B m R E ]
1B HEE K BB @ - HINEFRS o BE EEREBIR - 4REE2 A
5+ HERBIR WA RESINE S B K2 N EE - P B — i S AE A
TE8E B - R B & A SR R B B AR R T 1 R HE -
il 2R BRI T R SR e ~ ERR -~ TR - 0 R Bt
RAMEERE R ARV & - S RE IR BRI AT K - R RiSe BB AR
2020 £ 3 H 17 HE AR G B B R A < o - (A iR R
Al SRR R T 7 K AR THEEERAL - DIREESITSEEH ~ 2%
DIKBRTT » FeiRPER MRS - BB EATITEFAE - KILFEEmbanyEE -
BLFEHT N R A - S LARERS T R AU - A E R B R I V- 15 HI
b st B - °
RIS R T REBUN R B 2 B IBOR S K A )
HEAEE R AR - 15 Medicare Ji A fRIRHIIE - FHHE L S
F i A E PR SRR A5 - W] S B8 U5 A B LAY E PR B R IR . o [RJ PR R
M 2R R ] M e EHF7E% 5 (The Health Insurance Portability &
Accountability Act, HIPAA) FERAE - SaFeisin il F IR A Ly
SN SR A2 » 4] FaceTime ~ Facebook Messenger ~ Google Hangouts
5 Skype - fRHLEE T2V TN o AN 0 T RBIRMEESEEE R 4
(Food and Drug Administration, FDA ) B BEH F i 2 Se iR s HIBE A4 v iR
JEZREH] - IR B B R B R - R BRI &
o R R BB R Y - i % TIBEAE AR, (Federal
Communications Commission, FCC) # 4} TCOVID-19 3% fF BB 2+ &

8 Jir6-
O kA (ATFRANEIT12020# P X E g F R T EEL AR ) 0 (gAY L o ¥
Findit T 5 ) -2020 # 7 * 27 p > https:/findit.org.tw/researchPageV2.aspx?pageld=1462 -



118 2020 BT GRS

(COVID-19 Telehealth Program ) - Fuffdt 5 He 3 3% 25 He (i MR I R A s Fir
ENE S s - 10
SRR B S RS BN FIRE - R BRRBE R - 5 A S 2 [ {2
B e i B NG UM & - D s P BT GBS » BRI RS S
flfn - R A A E L 2R R TR TE R BT Ry - 2020
FEREEEHA MR S d SR T A ELEERER S ER - E
LGP EE - EIEEEEGE 2 RS R S5 A HL Y
B TIRE - KL - SEEIf A FBASCHERR BAE T TikTok | SEFHETBHK ~ #HAH
T R AEs#ES (public-facing) M BERRFEATHEES 5 » kb -
A RZRA > FFEBLE N RErE o B R A R R E L H
i o TR R R SN - B R o | BRI o SRR
BT REEIS R - (G HARLEIEBIR T e BL B - BRI E
EACEE BTN B ALY TE T Eb - I TRE S fE s a iRz B -

2~ i O g i BUR R SRR R

RE RIS ME RV T RSNt 228 S am E > (EAERE AR
[l ~ R ~ MRALIMNESEIERE IR - JhErinsRE e~ EJEeE - I
HEREITER  HELEHIRANE  BOG BT - S AN HS [ Stk
B AR VR DU S s B T B L BN R - T R BB SR B F R B
EHe o DUk A TAE s eg BB /7 A\ U A = Bt Tl - i@ o
Al REL B i A 5 P MR R A T P U R B U - R B TSRS
A B AAUE,  RELUE B BN E BB ZREA  TERCEH B A ]
BB - MO HAT R A L EL -

HRRERKMS - HREFIRERES i E H - BRS80S
ANESTERF RS SR o RO R 2 S A AT Fe o038 LR Ml AR T B g

1040z % 0 (AAFLTdBERE AT B ) 0 FRE (AISP FHRE) 2020775 75 -
https://mic.iii.org.tw/aisp/Reports.aspx?id=CDOC20200703004 -
I 2



FN\E EERMEBE 119

i R B AE FERAER B AMEAE S R BRI 5 S B i 5 ami
il B A o SRR ARG TR B HE ST > TR R A s B e
EHalEze o Kt SHER BRI B g KB Ei g K - (EkE
BEEMRS S BRI - MR F SRR o UL
TEIEFHIEY) » HARSELLEEREIEN iR TE - B
BRSBTS EAMEE D R A TED - (H AL RS USRI Bk
TERy » AIREERGRATRR R 5 B - R b ps B B a AR AR & 5E ] - it
SR DABS ARSI - 12

TSR AR AT B A Y T B S B R B IS FE R B IS K
B2 R SR U B RO RE Y PR SR AR B B AN A » BIAES T B
AFHHEE ) (hack and leak) BT EEFEEFE N EER - RIEHIER
o GEERERGEREERR 0 MM EHR RS R UE SHRBSINERR - &
FALZER - B BT DB R SR 2 BE A ERE - 53 AR 2016 4L EIHE
FA S B B R - Bp s DU 2017 SFRiABIRE A RS S e
(Emmanuel Macron ) Fidefifieg .2 "B AP | - FEREHIFR 2020 44 5
H 16 HEHSERE AR  EEREA LA TS « (G LI ek 5 08 - 13
AR EIREE R E L B2 R B R PR - BB U7 RS
Z FBHNE A EEIE LR A S BB PR AR A EH c R E L H
o EHRIBUGEFCRE  BRECESZEIMFHEX -

h L ARE AR T AR E R T IR A - B AR L A - B
BREREERS - ST EH BN RE T - E582 20204 5 H 4~5H
[ > rpLE 2 B S R 2 B e APT41 HaEry A - Ak BHEEE
ERAGERAEE A M TR R > T ~ B R TR e BT
IR E SN R SR AR EK B TR - i
Ry 2 BV EEFIR ~ BiRR R R i PAY 37 T B EE s A - 51

12 8 bl (3 $HER it Reang ) 0 WP % 2T (R FRET) %38 0 2020
& 7% 10 p - https://indsr.org.tw/Download/%E5%9C%8B%E9%98%B2%E6%83%85%E5%8B
%A2%E7%89%B9%E5%88%8A-3.pdf » | 28 ©

Big g4 mras iR MiR2 o (RAe M% A4 i L alnas FirRElgsp)
(¢ &A4L) 52020# 5% 16 P > https://www.cna.com.tw/news/firstnews/202005160148.aspx °



120 2020 EpFFHLHEBET GRS

kG ARREY] - FUEESE SE RS A A i S W SR T
R R LR B 28R - AR EE IS <R - DU E e &
B ETRIRERNEN Y H BB IR APT » SEFTHCEEIH S E RS - SR
S AR E I TRLAYRE R > SE R e BT - AN R (RIS R
B (E77 i

HARAZ DIt B NS, - FERGE A AL S R B 5 < B
A2 MR - T RS AR R R - 2019 4 4 F RZAYHE
JEECRE: T RIS RE B AIG =, (SCSPL) - HERy Vo Ur i %
AifiERE —— 2020 4 8 H 30 H L ADS-B Wil E SECHRE H iR -
8 H 31 HERHSCHEAERB S a9 H 1 H RS S 5
DI ABZIAGE SR - 15 (BRERIFHL) Rt (R BE A A HhO B B 3 - rhdt
FIFI SCSPI Bl (BRERIRFH ) DUBGHUES [ BERGERERRE - ARG HERI 177 (]
EHE) > HERE 2020 4] S E AR ELHTE I 2R I > 35
PR T4t R 2B R AR s, - 1O

it~ BHH % B8 2 S5 i

RS A8 < R G tentr R 1 - AR AT RERR A A e (el 22 mT RE TR HIWHHIH
FERRL - B REME EBCRAIFN R TICEE - HH BT A T -
ATIAI IS AHE < WBRRESCTT © (H A HE B I B EE DU aR: ~ e as i g ok
PR —fiRE 1P AZHE 9 o FEE DR 0 I T R bR 2 ik - i AT

14325, (23mEipo B4 APT4l ¢ B F ) » (iThome) - 2020 £ 9 » 18
p - https://www.ithome.com.tw/news/140054 = 12 43 3% 38 ¥ > APT41 ~ 4 A 5 Winnti Group »
Barium ~ Winnti ~ Wicked Panda + Wicked Spider © APT41 ] % ¢ Bz " g & = [ JF’E 404
PR P ) FAEE SE IR R PR E e B T 595)3‘#3
W TSR AEE2HRRE- FREF TR RRAF I IR d - LT fE40F 28 AT
e B RFL P A CHBER R A T TR E S ST ERR R 2
A At %B’»f}‘i}ﬁ(fﬁi)‘z 2T R BITHE o

15 2 45pc > (P 2P HEWER L S BALEAPINA®EES) > (FE4R) 20200& 9% 2p »
https://udn.com/news/story/10930/4829196

16 g dom» (P2 AafE AR TRARES TR) > A E 2Pk (AP FRET]) 5
14 >2020+# 4% 28 p » F 8-10 > https:/reurl.cc/pyx7ax °



FN\E EERMERE 121

— BB SRALE R I S M E CRE  TRE R E N E R BRI B B
SRR o MR IR B) H RS 2B - SRR ZE R - AllRTRERA A
B R L TE 3 e & I BB BR  % » SE R ATREEMRPH 2L 5807 -

B 5 SR MRS B RS B D R IR 2 Wit - S BT ke
ANEFEIER RS IA]RS - RS SO EE LIRS < R E - SSRGS
I ¢ SE RIS R B R AR R S S i T B - AR DU TS © TSI
—Hil > BRI S B RE ST RIS - n] RESHETIREE S SRR
By DUEETHIER - B[RRI S DI IR e fr 1t - TSP AR " S
S - thiR PTREMEE £l 2R B R L M « ANt —2k - Ref g
B ETHIHE A BRIRAE B S RIS SR RE ST - AU IERE I R A e i g 2
WIMERT] - fiRCZ3E > B iR ] SR SNBSS RE ISR - REFH
BN A S ST - B E RS 2 R AT AR T - SEREAE
IR st ERLARAIGE - AR B B AE J) ERAEE R SR E R, - I
B Gy R RO AN B P B BB RIRLARAUIEAN © [RILL > WA ABH BT T
TR A BRI R > BRI LA BOE S PR S BT T - B A
MEtER BRI R -

KRB RG> B2 FE NGRS 22 DA 2R B A B IR
B > AERIRREA RS H ARSI SRR i £ - PR B BRI A SR B RIATR
& WP PRERETHER SRR - ERRAOTERAER - ISR REEEE X
IR BASEBZEE 5 MR B L AR - FFGEERR B Bt L B - iR g
ERBIRFE » CHEMEM RS - FEICERWEESOT - Ak 7 1E
T SCRPAMRIBLF I BE APT41 MBI S)51% » S a2 m B S B e
AR RS & R G MEEIUIRERRE R - HEEFT BB IR R B &
RURRE - sh— (S & B DA & B s S R B s 221 - 18

17 James Lewis, “Cognitive Effect and State Conflict in Cyberspace,” CSIS Report, September 26,
2018, https://www.csis.org/analysis/cognitive-effect-and-state-conflict-cyberspace.
18 fp2i 14 o



122 2020 BT GRS

2018 LIS H S B S AR E RSN A T THE R L 2 > 2L TR
HERG @ | (defending forward) AR - 19 SEEth &y s B R
A it AR YRR - 2D AR IR - BLh - B TEEEREE I A
LR FERERFRC S - LIt ATHE B S = DU e T et
Er o AR ILEESE R T - D REEIEZH S EHE 55 Bl sk
H o HEON G R B - B  SERISEHESTT - S0 0 BB
R A FA 2B PR 0 S AR O - MR e IR R E SR
RSN o 20 K1 - (RIS T R Sk A A B B 2 i i R o
B2 GRS A E e - AR LT B AR T AR AR -
S EE DS A 58 - S EEIREER EEELURAT. » 38 s S i
U E FRT BT o B RHER A LU R Ik (st SRR T LI
P BRI AT i e S A SO -

BRI RE B 5 — HIE 2 pUAE R - 151700 F 2T B - Sit i
% BB AR AN ] — s iU B 2 (5 CBR T - BB R R 5
R ECAE OB B2 - ARG AT S S e ik - MO SR th IR AR
PR Ry AT L BRI A 28 o BORERR U245 M R BRI E LA b iz
Moo ANHEER CEEAMRTF 2.0 iit)  (Tallinn Manual 2.0) Bl > R0 H A%
Fo JCRIRARR AT - W ASEEIRERE LT T o USRS AR s A e o R s
ABE B » ARy (BT ) hFrErRg T - —Ba2a2EEd F i 325
ERRIE BB > 3245 R ST 2 BT 2 il A RA S P B BN T 22 1Y
BIEE - S5— 071 > R Feor i mE - (RIS RAEES (R T A B R E HkS R
IK A E ZE TR ESE R - ETFHIEGIREARIASHFE - T2k
Ry B e HOA SRRy M@ VESEHERT] - HAFTE ~ H ~ WM HIE AN L
BRHLE 5 2 BERARER - WRBZ LR AR e

19 Jim Garamone, “DOD Works to Eliminate Foreign Coronavirus Disinformation,” Defense News,
US Deppartment of Defense, April 13, 2020, https://www.defense.gov/Explore/News/Article/
Article/2147566/dod-works-to-eliminate-foreign-coronavirus-disinformation/.

20 James Lewis, “Dismissing Cyber Catastrophe,” CSIS Commentary, August 17, 2020, https://www.
csis.org/analysis/dismissing-cyber-catastrophe.

21 19952020 # 8 2 25 p LA EHAP X 22 k0 4 BREOPHIE -



FN\E WEIMEEE 123

DR HEBALZ RO - 22 GEEAESS - SEBIR 2R RS B
AR LRI SR R R A BT » 23 I BB R 5
B ES AL -

{h ~ /i

2020 I FOFTE IR R R - SR LR B A TR R R - fER TR
EERFE IR R A R - AR SR B R DU R BRI TRy - 38
BRI EERTE R RIS QY T SR AR FIEE AN E T - i s 2G5
BAEANEREEERS - A AR B DGE R SRR S T T R8N 22 FE e -
ANE MR AEAE RS 22 [T AY K (A R 28 - Sl AS 2 FE TG B e 22 AT R B i 7 45
1B —— i B R M S SR BRI TR IR SE 1 - 22
F D FEAA B R R UG A B R DA RS S A L - e a1
PR - JREIAE S R SR B e 2 T TR e s BB A IR G Ul - e
R ORI FRRAY R - TIATHE S B BRI - R S5Ol
o AR AR 25 B SRR R B > AN R DURIE - 2018 £2 DIk
SEEAERS A S AR R SRS BT TR R A B o IS LAR SRR B I PA
il > 2020 4 S 22 2ot B L BRAGTE 5 B0 5 S DA B el JEE T €0 ot 7 iy
ZRINBEERYE - W HE A SN S TR TR B B A2 B P AL - FRIBIAE
2020 FEEERCTHIA R B KR BRI R o (EE A2 H T3
DAHES T FATCRE R 122 [ ey TR C AR S R » ARSI B P B K
S SEBFE SAT A IARER G A S FFER AT R AR S TR ek
BHTERRE -

22 Taketsugu Sato, Takateru Doi and Kenji Minemura, “SDF booting up capabilities to defend against
cyberattacks,” The Asahi Shimbun, June 14, 2020, http://www.asahi.com/sp/ajw/articles/13429347.

23 Mark Pomerleau, “The military must learn to operate more in the gray zone,” C4ISRNET, November
4, 2020, https://www.c4isrnet.com/information-warfare/2020/11/04/the-military-must-learn-to-
operate-more-in-the-gray-zone/.

24 Mark Pomerleau, “Cyber warriors are getting new teammates: information operators,”C4ISRNET,
October 30, 2020, https://www.c4isrnet.com/information-warfare/2020/10/30/cyber-warriors-are-
getting-new-teammates-information-operators/.





