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! “DOD Releases Fiscal Year 2021 Budget Proposal,” U.S. Department of Defense, February 10, 2020,
https://www.defense.gov/Newsroom/Releases/Release/Article/2079489/dod-releases-fiscal-year-
2021-budget-proposal/; “A Budget for America’s Future,” Office of Management and Budget, February
2020, https://www.whitehouse.gov/wp-content/uploads/2020/02/budget fy21.pdf.
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2 Amanda Macias, “The Pentagon is seeking $705 billion for its 2021 budget, including a 3% raise for
troops,” CNBC, February 10, 2020, https://www.cnbc.com/2020/02/10/pentagon-seeks-705-billion-
for-budget-including-3percent-raise-for-troops.html.

3 Richard R. Burgess, “Navy 2021 Budget Relatively Flat; Only 8 Ships Funded, Ship Retirements
Accelerated,” SEA POWER, February 10, 2020, https://seapowermagazine.org/navy-2021-budget-
relatively-flat-only-8-ships-funded/.
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4 Oriana Pawlyk, “The Air Force Wants to Retire Aging Aircraft. It Will Have to Get Past Congress
First,” Military.com, February 23, 2020, https://www.military.com/daily-news/2020/02/23/air-force-
wants-retire-aging-aircraft-it-will-have-get-past-congress-first.html; Garrett Reim, “US Air Force
retires aircraft and looks to future war in $169bn budget proposal for 2021,” FlightGlobal, February
19, 2020, https://www.flightglobal.com/fixed-wing/us-air-force-retires-aircraft-and-looks-to-future-
war-in-169bn-budget-proposal-for-2021/136814.article.

5 “FY 2021 President’s Budget Highlights,” Assistant Secretary of the Army for Financial Ma-
nagement and Controller, February 2020, https://www.asafm.army.mil/Portals/72/Documents/Bud
getMaterial/2021/pbr/Overview%20and%20Highlights/Army FY 2021 Budget Highlights.pdf.
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® Valerie Insinna, “Here is the first thing the Air Force would fund if it had more money in
FY21,” Defense News, February 23, 2020, https://www.defensenews.com/industry/techwatch/202
0/02/21/here-is-the-first-thing-the-air-force-would-fund-if-it-had-more-money-in-fy21/;
David B. Larter, “The US Navy is spending millions plotting the drone-enabled fleet of
2045,” Defense News, February 13, 2020, https://www.defensenews.com/naval/2020/02/13/the-us
-navy-is-spending-millions-plotting-the-drone-enabled-fleet-of-2045/.
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https://www.secnav.navy.mil/fmc/fmb/Documents/21pres/DON_Press_Brief.pdf;
https://www.secnav.navy.mil/fmc/fmb/Documents/21pres/NWCF_Book.pdf;
https://www.saffm.hq.af.mil/Portals/84/documents/FY21/SUPPORT /FY21%20Budg
et%200verview 1.pdf?ver=2020-02-10-152806-743;
https://www.asafm.army.mil/Portals/72/Documents/BudgetMaterial/2021/pbr/Overvie
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! Chiranjib Sengupta, “Why India is pulling out all stops for Trump,” Gulf News, February 19, 2020,
https://gulfnews.com/world/asia/india/why-india-is-pulling-out-all-stops-for-trump-1.69811028.
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3 “India to purchase more than USD 3 billion of advanced American military equipment: Trump,” The
Economic Times, February 25, 2020, https://economictimes.indiatimes.com/news/defence/india-to-
purchase-more-than-usd-3-billion-of-advanced-american-military-equipment-
trump/articleshow/74300263.cms.
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4 Elizabeth Roche, “PM targets $5 billion defence exports over the next five years,” livemint, February
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5 Manu Pubby, “HAL back on Rafale Radar, talks on for making jets in India,” The Economic Times,
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2 Manu Pobby, “After Russia protests, MoD to take call on $2.5 bn deal,” The Economic Times, January
7, 2020, https://pse.is/Q7NEB; Oh Seok-min, “(Yonhap Interview) ‘Fair, transparent’ process applied
to India's procurement project involving S. Korea’s Biho system: ambassador,” Yonhap News Agency,
February 23, 2020, https://pse.is/Q2PEX.
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3 Bryan Harris, “Global instability drives S Korean war industry,” The Financial Times, December 4,
2016, https://pse.is/fQ8QV2; Aude Fleurant, Pieter D. Wezeman, Siemon T. Wezeman and Nan Tian,
“Trends in International Arms Transfers, 2016,” SIPRI Fact Sheet, February 2017,
https://pse.is/Q3D45; “S. Korean defense firm to export three trainer aircraft to Indonesia,” Arirang
TV, November 8, 2018, http://ytl.piee.pw/QHTEY; Pieter D. Wezeman, Aude Fleurant, Alexander
Kuimova, Nan Tian and Siemon T. Wezeman, “Trends in International Arms Transfers, 2018,” SIPRI
Fact Sheet, March 2019, https://pse.is/NZ82E; “Data for the SIPRI Top 100 for 2002—18,” SIPRI Arms
Industry Database, December 2019, https://pse.is/PW8YB.
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5 Jon Grevatt, “Seoul passes law to support ‘export-oriented defence industry’,” Jane’s Defence Weekly,
January 12, 2020, https://pse.is/PUF9M; Jon Grevatt, “South Korea outlines commitment to export
reforms,” Jane’s Defence Weekly, February 19, 2019, https://pse.is/PMU7R.

33

o

-



R 287 ik s
SRR ILAT X XFCEFEIRE LT
ERAAGRLE L REREE LGRS EF
Lo gdsune 52 B 2018 £ 9 7 » iR RET AT EGE
HTAEHE 22019807 69  MBLAIRAFEEF (B E
BPE TR S R F ST 0 gL eh i R T REA

- IR - 4 I
O - ey A ;ﬂ% IR T

I

AL

AT FHEE o b R

-

R s R ERERFIRETAS TR AGEEFBEL LT R
R P RPALEDPR o PMEFY PP E > Bitger

-
T

LB RRL T B R T REGERES

H

R 1R REeR T4 4E (2017 £-2019 & )

Hi>:F g%~
¥ 2017 # 2018 # 2019 #

B kN7 e v KN iy A B i A
¥ %
>E R | 1,052,172 | 573,694 | 478,478 | 1,140,062 | 604,860 | 535,202 | 1,045,576 | 542,233 | 503,343

1§~ 149,070 | 95,248 | 53,822 159,857 | 100,240 | 59,617 151,372 | 95,086 | 56,186

R 20,004 | 15,056 4,948 21,495 | 15,611 5,884 20,661 | 15,096 5,565

FTHERR MFEFTERT e FTREAZL -

A 2~ ii@]’iﬂ'ifw“’ﬁ’li#iy Hw (2017 #-2019 # )
Hi>:fF g%~

ER 2017 & 2018 2019 #
¥ % ATz KT | AT | KFH | AT | KT
SR 3 2P 2P
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B oka i 9 37 37 74
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R 11 43 43
R 12 11 15 9 35
134 13 6 6 6 18
T 14 9 9
N CE Nz 15 3 3
B 479 753 1,084 2,316

4 ok Jr ¢ “Importer/exporter TIV tables,” SIPRI Arms Transfers Database,
downloaded on February 25, 2020, https://pse.is/PKCV7.
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L Chris Baraniuk, “EU plans new rules for Al but experts seek more details,” BBC, February 19, 2020,
https://www.bbc.com/news/technology-51559010.
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3 “DOD Adopts Ethical Principles for Artificial Intelligence,” U.S. Department of Defense, February
24, 2020, https://www.defense.gov/Newsroom/Releases/Release/Article/2091996/dod-adopts-ethical-
principles-for-artificial-intelligence/.

40


https://www.defense.gov/Newsroom/Releases/Release/Article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://www.defense.gov/Newsroom/Releases/Release/Article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/

B % 287 BuikdF
AT Lzal PRAY RS
Hrit 4
PR - L
E CATRER
2020 = 1 * T g o pA T Axm L eRpEP o
( Cooperative Cyber Defense Center of Excellence, CCDCOE ) #2 3 5
Al T e T R %) &, (Computer Emergency Response
Team Latvia, CERT. LV) & 1F» &M a5 ik B E T L%
2020 ; (Crossed Swords 2020 ) gy 23 @Y 7 kp 26 B R
P 120 5 B FEFES AL F s TRE TR ENS BIERER R
(Berylia ¥ Crimsonia) 2. BF er4f 3 £ 3% - 4% (48 ] Berylia & BI&
#1~ B ® Crimsonia eng 7 ks> B w HAE Y o HIFY T~ B
GERAAX L TR U R éll‘—’% » PR E S T AR A v E
PN E R NE S Y
AR B
- ~JRE ﬂ'li%ﬁ"iﬁ’ﬁiﬁi%ffﬂ#ﬁﬁ& d
—Edm g RRITBIFRY E YRR éﬁié“ﬁ‘?’ G RBE B
FARM BT R 4 0 AN TR AR L R Y o TR PRDE
Fal RRFY A OFRANR O BRITRE > F
7 #5277 RAE B (cyber-kinetic domain) =g o 12 2020 #
WY A B A BRRRERITRA R foF AN Ao iT £ 0T
FAFIFTIAFPRDEE bde d FREIEEHe T T

i
d}

! Gerrard Cowan, “ ‘Cross Swords’ exercise melds cyber and traditional warfare tactics,” Jane's
International Defence Review, February 11, 2020, https://www.janes.com/article/94240/crossed-
swords-exercise-melds-cyber-and-traditional-warfare-tactics.

41


https://www.janes.com/article/94240/crossed-swords-exercise-melds-cyber-and-traditional-warfare-tactics
https://www.janes.com/article/94240/crossed-swords-exercise-melds-cyber-and-traditional-warfare-tactics

R % 277 ik
FTHRES LI eI 2 L2 o Dk gEs | (digital

forensics) % A fic & R S BFA 71T 54 o

FERBRTRMAHAAREDEL M L HBREX > F- A
P i R F D A YO DL ER DB E A Aol
BRAELAERE  RRAFER ;#%#% ERDE R
FRL EFEIAP - TEHER > LA TFRIER & TR TR
ARED AL pp TR > > @2k 3:1F* - CCDCOE # ¥ %%
PAEFY K BEA A AR LA T BN e H mah g
T BGR hip A MAEAH S  B A B RIpIALT D
TR |

S BIEE LY e R e Ra R

CCDCOE #t#y4in T L 3 & | % > 0 il 24 OiFT e
B q 5wy T40F ) (Exercise Locked Shield) "3 2 ® i 52
FH4dehTff, (RedTeam) o % CCDCOE #3127 » ko ff

\\‘

=t

- A 5= S E%E o) e (client-side attack sub-team) ~
J&* 4238 s & -] = (web-application attack sub-team ) fr i g3z 0]

s (network attack and exploit development sub-team ) - %% ¥ - B
ERLN R ReBSARIDHFRERFEL LI FHA ¢
Pl & Hprfedl & o 4o P2 pERGE el RRan T ol g o

(7
!
I
pony
o
L
o
¥
!
_?i]\
(s
o
3
EE

-
.
&
>
L
_’1#‘
,3;;3\
5
3
NI
B
/r«}
o

SRR o AR R f i Rl A s &
a4 EE AR E > L RABRES TR RY PR

3~ ARF Y]

2 “Exercise Crossed Swords 2020 Reached New Levels of Multinational and Interdisciplinary
Cooperation,” NATO CCDCOE, January 26, 2020, https://ccdcoe.org/mews/2020/exercise-crossed-
swords-2020-reached-new-levels-of-multinational-and-interdisciplinary-cooperation/.
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