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4 Sebastien Roblin, “Israel Kamikaze Drones are Destroying Syria’s Air Defenses,” National Interest,
January 26, 2019, https://nationalinterest.org/blog/buzz/isracl-kamikaze-drones-are-destroying-
syria%E2%80%99s-air-defenses-42592.

5 Chris Martin, “The US Army Wants a Missile Filled With Drones,” Defense News, January 19, 2017,
https://www.defensenews.com/industry/techwatch/2017/01/19/the-us-army-wants-a-missile-filled-
with-drones/.

20



B % 2573 ik 3F
ﬁ%@mﬁA%%%AE*BE%%’@&§¥ﬁ4%ﬁﬁw
PG FERE G HP s e MR - Ay el
oA - R o B a g FlRE R F LS R
B4 D I @A A Al An TR g Feg s il
HFE > BT B TP Fhf o f @rfEAs 4 LA ©
i\gﬂ%;wgﬂ' ] J'ji;g’4t_ﬁ’rbﬁil:}i¥ﬁlﬂ$\l o = HikArE 1 2 ‘gﬂi@é@ﬁ@l )
FERAEDLPRRETES S G 0 PR RPN EFAR o 2 41
# & (Artificial Intelligence, Al) it A 8 p 2L ki p &
Foeni@ ¥ o Gl E AR E PR BIRE A RFEER
HEE > A A i TR % (Loyal Wingman) % o w § & 3 B
FoAli AR g R G A TR A P DRI 2 BT
4 o
Z HETEYPRAPEERETAFZIGFR
pPamp L EfERe R d Al AP > By B RFED
TBERA - A kg AR pH B EL M S INHFRA - N
S B R A R f B bldcE BRI A [2017-2042 & 4
¥ B /2, (Unmanned Systems Integrated Roadmap 2017-2042)
2 12018 + 1 Ewei 4 & | (Summary of the 2018 Department of
Defense Artificial Intelligence Strategy ) > Z #83% g # 2 % B =
v EEAPARFEFEIRS G 0 FE L 5 - BRSO HAeR
B A I lE‘rT‘JE%‘qj’Z» CEREFRET A RABRER E
FPEE AR AR T I RE AR ﬁﬁ%‘:;b%f{ » 2 EFF‘« A R
Wi ir2toeFEZirahng A o RQ-45 2 F Mg A i~ | 4~
Bz B FAAYR A HBEFARGRLEFT A Bipen
BEIHR BFe 3 A% PPFTROBEFE >N TERETE A

21



R % 277 s

PFiEAE o6

FREEIAABFEZEY H  NEL BROIEHAL > B L F
BEREITREE > LIEF* TRhEFLE > bl qla 4
EEPRRFTR A BHG %Mﬂgﬁ%%%?ﬂ LS B

T
ETE S PR RAPE T RABEERARE TR ] A

A

fRT S B iEar o R ABRTSY ~ < Alm A
%ﬁ%ﬁ%%ﬁﬁﬁ??iﬁﬁ’ﬂﬁ%%ﬁi B i g
7 2 BRI F LT AAEY TR
il xiv‘?réf?"‘éiﬁl_fﬁié%& CE R AR H B SGLE R AP
P FIR o FREY B R RPN E
SR o TRREGTFE O MAFRPEAPAT B A
R WAL T G 4 o

fah

(FERHE25T)

6 “Air Force Plans for 100 Airman Drone Pilots,” Fighter Sweep.com, July 7, 2016,
https://fightersweep.com/5687/air-force-plans-100-enlisted-drone-pilots/.

22



R % 27 7 IR

HEE 2019 "THEp i, B
4 M43 % b 3 chph
it
e [ )

i HMELR

23 2019 # e T3 iefs i 0 M4t A#H R % e | (Defend
Forward: Critical Infrastructure Cyber Wargame ) & 3.5 » »t £ R /%
BRLFREFT L5 AQWE 100 tkp 2RES - 2 B frE =
(FBIDHS..)~ 84 M2 S B HEAHXTSFEF L F
rpA AR T eE TR HT A B RN
SRR ETFEFR > TRERZCER LA PBERF - 2 RARAD
RE R AT M A AR L (critical infrastructure
protection, CIP) 1% & k> % &3 21 A fF & (F2 3 o1
A 3
- CHENRFAF ARSI LI TRES

bﬁﬁﬁ%ma%%iﬁ%ﬁ&%ﬁﬁﬁﬁﬁﬁ?%ﬁ%%%
FAL FIARDAAT R F W EF RGP FF TE MR 2

g

6

7 @*’ﬁﬁﬁwﬁﬂﬁ%ﬁfmwﬁé@ﬁy Y
LEE S AER > A FRFEHDEY Lo d AN J

iﬁ%%ﬁi#%%ﬁ%ﬁﬁ’iﬁ%j B R N B 4
FENAHBKGNRIE > T BAY LA E 2R RMFEL A
“%“$’14 *BEERHFORF o bldo o TILF F-22 2 F-
5 BB AEDFHEH  THFHE G LA (CUSR) dipr
EEFFHERPE > - L AR FETWE AT 4 K R Rt

1 Sydney Freedeberg, Jr., “A Secure Network Is Not Enough, Cyber Wargames Show,” Breaking
Defense, August 7, 2019, https://breakingdefense.com/2019/08/a-secure-network-is-not-enough-
cyber-wargames-show/.

23



B % 2573 ik 3F

=t

Bk > dpiLp BB R BA FE I FIRERE W RBEP
FREET 2w g TR T fe BFE T o
8 TIRTERE ) AREARDT RE S EAF

"3 74w, (Operation Technology, OT) iLdp "1 #4741 k& W/

Iy

TR 2 T 4 % 3 ) (Industrial Control Systems / Supervisory
Control And Data Acquisition,-ICS / SCADA ) » 34k 4 ~ 74 X 28
TS LU R AR A o L e AL
Pos o d 3 OT e (TR B HP-F WIRHL7 F b pdpig 2 2 J I HE
o BRRELX 2T EFEH . 7Ry S A o Flg o 0
OT:h% 2L MM R 25 T Eﬁ% 4 ; (information
technology, IT) jisek Ferprinie » » 32 OT X 2B F -2

ﬁﬁﬂ%ﬁﬁﬁ@%ﬁﬁm’liiﬁﬁﬂﬁﬁ%ﬁﬁ’iﬁ
PP MEARARSP ENIFCPBRESBELERTFT %HE > & OT
FRE R EL o f ABEAP FEERREAT A
E 5y dz i,gm,\}&o hik 7 E;%%‘é}_fr' L OT & ﬁmfwﬁéf T
#5 %ﬁiﬁjﬁﬂi DRAR R IR HEAOT o St o) it 7 18 3 i
o EE SR AT ARATRE B LW Eh % o

Pl m g R IR 0 B2 2K ICS / SCADA E_R 4 L #2836 chfh i

Wﬁﬁm%ﬁé@ﬁﬁﬁpﬁﬁnﬁ’%éiﬁﬂﬁiﬁﬁi
P RATAETETNTMEF AT FR 27, (North American
Electric Reliability, NAER ) » i 4 #-ICS / SCADA } » H 2% %5 |5 2 13
2 AMREDER Bt FF Y NBE L AR FARE
BAENME I A K A I nEF EAAARN ARG ICS/
SCADA /i > m » iEd E D) » BE RMERAFK G TP ho LR

U?E}é;ﬁ‘»{i’%ﬁiélﬁj‘ SR e fd'me?f;\r@ TP #

2 IT4p & 3 0Pt o el 80 Seen i o

24



R % 27 7 IR
(' Yokogawa Electric Corporation ) » ** 2014 2 2019 # 7§ i % # &2 »
Zad e BBt A DRSS @R E | ( pressure
transmitters ) iz iE oo d NP A AR R F AN £ R G
TR L ER%E > FLEHEY CERCGEFEEZY T
A F XenF R o 0T a3 M AR A HGK W E (Fenik L &N B R o
WEH S ERAEN > B3 ICS/SCADA BT i 5 » 25 ki M4tk

-~ EFEREFFH R LATAHFR S HE LS

EEVIUT A EARMER S E AR ERAFF LD
)= AURESH R %?:Kﬂ/{f‘j‘ﬁ“##f“* AT AXBEFTHERRER
# £ 3% (USCYBERCOM ) > 4 E & & & & §]5f » 477 0%k ~
FTHREE ~ A48 AMEAFXR T TRRPH > FIFRRPF
AHEd o RANERAEHINE AP RPERH > AR
BArRPNEE Flpt > FEHENAFAHFX SRR E
PHRETEAFEAT LR FDL S U RN R AR
SPRREN ¥

LR R T 1 L INER S ¥ E= TN S )
B A #H R - LT EERHRALAZ PR E R ELE
AR ESNT 2 EN A 0 EFE S AT ARRAR L TR

FARRAL o 1 BB P8 (2018 & B R gL Ros ) (2018
Department of Defense Cyber Strategy ) #t#a7+ e [ % igf i | (defend
forward) ¥£4 > T & % IE%—E@H‘?{“/}% 3N s dpppra LY
g IE DREERAD EARP R BT k2 M A AR

>
™

477.

W E M E SRR o

™

.l'a

3 “Caution: Beware of Counterfeit Yokogawa Products,” Yokogawa, December 8, 2014,
https://www.yokogawa.com/news/notices/2014/2014-12-08/; “Yokogawa warns of fakes posing
serious safety risk,” Security Industry, June 10, 2019, https://is.gd/6QgkMb.

25



R % 287 7 Fuik 4

5 A ¥ A e et 2 & 5L (those networks and systems operated by
non-DoD-owned defense critical infrastructure and defense industrial
base) - * T & 2 FF ¢ &%ﬁé@ﬁ*m% BRFELSFLLBRH
fmend d - BGER TP E ) BRHREAEREXTEHF )1 F
RS SN T
Z N ERApETRY ﬁ:&%iﬁﬁﬁﬁiﬁﬁiﬁﬁ

g F R 2018 & o F 2 (B RE B g ) (National Cyber
Strategy ) Faw 1 % W B I (FTREA T EFF R (persistent
engagement ) > T X R (THRE R ARSI F ORI REFY
i A7 ST gk fHRP o RS P AR

?515%3)\];7&& et iF 2 & R o

R TS Kk E
GOHR AL o HRILIE - B B o 2R A BRI T R LY
dRFE S § ERE A CIP FHARS » LI R4F & 0 g T
SERR B e @ E MR T R - 2017 E BB F = Taagh i
L FEAQAERI L E RPN 3R OMREEREAP > o) £
AT c BEER KGR @ NEHE LR E 2P M
AR E 2 PG E et TEFRE L PRE -
(FEff: §7d)

4 Ry F WA P Rk > “Defense critical infrastructure”;‘i};;] EPtist s 2L aIFEF >
HERIRELOMEERAHAR S > ¢ FJ FHAFE TR RPN HS L8 o “Summary of
Department of Defense Cyber Strategy 2018,” U.S. Department of Defense, September 18, 2018.
https://ppt.cc/fR1xPx.

26



W% 287 IR dF
FRAHAEB TFEY | AL anT R
ER S
BRI

i OAFLR
Ak TF#EY S A B AR ERy (LRER) B2 B E
SR EAMET AR EFLF 2019880 11p - 248 TE
FP o Ebenk PR E S F REFY L
(L pR) MEEY ATHENA PR
”°%B’ﬂW@ﬁ&%£iﬁﬁazﬁ,§%<

7 —"ﬁmf';ﬁ; A
SHAKRER PR IBRLNRBB LRGSR 0 FEE T3

PEF T EAGH o FRAVSRRAFE 6 Pk
TEEY  RE A F o R FEALEFREERNDED (4%
% 1) 2 MR+ 35 4 B 4427 (Mortan Ortagus ) ~ » 4 & > %
Frudl THY AAELAEFEERORELFFPHL -8
13 p » 2 WL RE (Mike Pompeo ) fle @ £ ¥ 4 grjp
AR ~P NI RL B EMAENT AT R EER 214 p 0 3
R (Donald Trump) “de4F# 2 %2 § 5 WAL T >
T R ARE SRR LW P AR A EEHERR ] o A2
Bg 4T 2o TR P Aaamw o MR AT e
Fo%2dim

- ~EFERA B Dy

M7 03008 ¢ BT A ES L ey 64 B

VORIl Ry T AR B R ok AR D ER B R AT
REBYESF 02019 £ 8 7 12 B https:/tinyurl.com/y2jtfq64 °
“Secretary Michael R. Pompeo’s Meeting with Director Yang Jiechi,” U.S. State Department, August 13, 2019,
https://www.state.gov/secretary-michael-r-pompeos-meeting-with-director-yang-jiechil/.

Yo ¥ MRARE

27


https://www.state.gov/secretary-michael-r-pompeos-meeting-with-director-yang-jiechi/

R % 27 7 IR
FE - B UivgR,)  FPE3G%2%L 5,81 2p812p >
EFEPRATCTEARE- LTS RRIT HP T 4R LB OF
BAzF] 7 224 Hehie® b TR ER T2 TR IFBLIFETR 2
Wig b F P Bpr o8 7 8P 0 Ak (X 23F) TNET - K 6P
pPlenE REE LA e § B (Julie Eadeh) & T 48
AT A - A ?i&&é%m@g&%%’ﬁﬁ%ﬁ{é%ﬁ
REFNTRELEEE o p o ¢ RIS R AP
st E e ERE D rﬁgu— T e

8% 8P AL 2RMIALE T A B oFicdri @rggg@ga
Bl ehdp iy 0 2 %E?réﬁwwtjgmaﬁmﬁﬂizn} Thf e ®
THHBZR G LF BAZ RAFTHEILT A K B (thugg1sh

regime) 75 o X P > BEAEARE IR AP WY HAH
AP EE R r R B g EF| Bk M o ime JE

N

%%inE13B’”%&ﬁ%ﬂ®@’?%&£é%ﬁ&f;ﬁ
FRAGTEEER T A2 Bl s P A -2 T FEd
AR N R e PRI E (N F TP L
22)o
S AP AT RAYRAAL A BRUE

7029 pEREL T ABFROFEE SEREMAET T- R
Bl PRAAR BHINLFL 80 12 p 0 BBy E £k
HF - BL - BERRAE AL NETS T GREAIERE RS PR
TR LR DOTE o 140 0 BIEMAL AT AW LR
Eaxidf ¥ ThaL D THBAET B L KDL T B
qﬁf’ﬂlm?iﬁ’%"‘J"S/ﬁzf?@Fﬁ' FE e (T B A& ) G 508

PO(REAMRE RS T ARG B R ok MBI M ERE S LERRT ) Y RRBRE
BEAPESF 02019 & 8 7 12 p o hitps://tinyurl.com/y2jtfq64 ; ( RisFuig iR yEm e 4 8
’b&*i;ﬁg:f_f?"f;ifi>’“’@]@]§$l‘%?ﬁ‘§$i§$ﬁé\i’2019-@I- 8§ » 14 p >

28



RF % 28 7 Ik sF
R%A e 3 AEMAI-87 12p (A AP

EIGAFIESOPEL > THREPENGFRE (P FLA LT
B A X F ;itﬁr;s.,z>>,x4 ol kPR }‘;’L\Eg:g“%?:z;zaﬁkifi\’u
BREFTEHsA e 2T E kP > 2RBER 8 (Maxar
Technologles) BhFEERY B P R SRR TAEN BRI
Bigmo13p ML R HEREFE R T REE v g

BEBEERIG o FBAREZEFLFEL > o
871 13 p EMBELLNEYFRLE G » RBFfifF > iy
B %R 22 ¥ % %L (had an extended exchange of views on U.S.-China
relations ) » & (P 4F) A 45dph > T2HE FF 5 R B PHFER
ELEMP » BV H A A BN
Mo 2R AL BFETRniEd o L Ef TIEp A B
WM E e PREEAT G ELMR A e TR AABEIF X
Pt g Aon o P WE A NRRLE R w R R F

BN /}J l“Fﬁ:?;fch rﬂ@]gﬂ’ttig\'pri"ww Jfap{ﬁé‘gé/\i%%‘l—
T

R . s v 2 g
7R ;‘%—; s 1) zE ){\ﬂs}\ EIC|

FRE o B Ey-pliEe o TIFER YT A4 A
PAERRAAERIE > T "TMpP § L, (personal meeting) £
B R o °
3 g4
SRR L RRERY AL F Y | s

G20 %% ¢ 12 ((éiﬁ:ﬂ:ﬁﬁfﬂi}} ( Financial Times) % #4851 % =

http /Iwww.hmo.gov.cn/xwzx/zwyw/201908/t20190814 21136.html -

P REE (Y RAER PSS A ERBEAE ) (M) 2019 £ 8 7 15 p o
https.//reurl.cc/KVySR

S g 52019 # 87 14 p - https:/twitter.com/realDonald Trump/status/1161767691646115840
12 2 https://pse.is/K9SZ2 o =t p "' ¥ &% F #4541 > H personal meeting €472 &~ § & £ 4 E
M B ¢ 6 (meet directly and personally with the protesters ) » 32 "' # 422 > 2019 # 8 ¥ 15
P https://twitter.com/realdonaldtrump/status/1162002141172633600 -

29


http://www.hmo.gov.cn/xwzx/zwyw/201908/t20190814_21136.html
https://reurl.cc/KVy5R
https://twitter.com/realDonaldTrump/status/1161767691646115840
https://twitter.com/realDonaldTrump/status/1161767691646115840
https://twitter.com/realdonaldtrump/status/1162002141172633600

W% 287 IR dF

BegEwE o R 6 P RAK G20 3RS 0§ R RFEYITT

TECSAHAE o A B RN e TR A B
ﬁﬂ’“% ERAMTENAE R FERAL £ s ARG
RAIEF BRI 8 Y 14 p 0 EA AdEEAT TR R

Brdga 4 g g“ﬂé%W%J”ﬂﬂﬁﬁﬁiéﬁﬁﬁ’ﬁ
BPEARZAEFEESAE ! 18 p 0 N A ET WAL P
RMEHAETFE? | T8EIREAFEF T XX PV R
BT AP S WL FDFT S 19 p > 2R RE 2T (Mike
Pence) » AR WE LA B2E > 2E IR HEEGTRE A
SR FRELHEEY HES T 5k

NE e EE T o FAKMAE TFEY ey R TG
FEFF ROV R o SRR )T Fr - 2 g Bl
FROGHEHWRATIRDEERR > V- P ks &Y T TP
B S
S AR F G0 MRS HELS TF P fl

BARAET AR EFAFFFRARR > FESYRLK
RS ARG E AL ER T REALR ) o s NP ET g
BBEE o8 7 12 P FRAKARICRAFLEP AR
TOHABEFTEA TR R WY R HABEDR RS EREE
%@Wﬁ%%ﬁé%%#ﬁég%’%€A4@8g149@@%6
FAE LB ERFRREDFoH L 25000 27 KFE > L
?'*éiﬁfﬁ?#‘fr?fiﬁ o872 123 13 P » L RARA & 454 & & BT
&3¢ (Justin Trudeau ) ~ % B 5 4p 5 & (Boris Johnson ) ~ ;8 312 5
2 % (Scott Morrison ) % » » 4B TP 4 T 2R FB R > & R
P REE R FIEARSL > TR R R T R R TR -

MY R B YT ivhE > R RY B EFGRA Ke o

-

30



BB % 27§ ik dr
A BoE G ARG o P WP FRABRLEIFTHE O
ERAEREY FEXHE  BlAcp HHF 300 FEFEAFEF ERRK
% ;& ¢ 3 P (British National Overseas Passport) » 30 @ 4c £ < £ ~ 8.5
FERA B LG 230 152 PREP TVATKR B> F2
kp 2IRKHS0VBEADFT A fiby AEFPR DT 4
peeh s mRESLERARE AR B ane % (Simon Cheng) 8 * 8 p
pRFEEMEY g o BRI AIE 19 p B LT
PRETRCERE TFEY AR ERE %
HF M LD TRERSE T FRA S0 S F R L
ﬁa’}émﬁﬁv P &R AR IR BN AR T R
BEFEAMBHE  GAYRAEEI L, LB TrEd | F
fi«fri;‘g%ﬁjg’;%}‘go
ZFERFERETRORER
THHEMFEA PR ERTHMABTRIERIEL LB 8 2
17 0> 4% () HLE > 2F SRR PERY P X F k-
Fo TR Ed | TR RLEEY L0 ko d F o 7 E R
Wifen T 26,0 81 19 p (FHEA) FERH L A
P VT TEIR- FR AL A B o e P HPE S BBV E
é%ﬁ&@érﬁﬁﬁﬁzﬁjﬁ&$%ﬁoﬁﬁ 818 ~ ¥%{7 7
Thdl B e A ERATIRS M 28 7 20 P 0 A EFE RN &
;}#’—lﬁgﬁff*ﬁ“”miﬁg RIT R 33T (W pEiEs) %
PR R R HE S PP F kA2 TE LR ER R
o HHET CEE SR o AL AMLEE Rk

FL"E“HI—, @L?’ i’?‘-’" B 1% 2 i REN

oD N

31



R % 257 f ik sF
i L ERRAERAH AP adB TFEY | chll o 2 &
o #3 R N
VR A B R FHiE R g
FRFHRA R B2 b i m 3 R BET o i g ¥
14 p | (MarcoRubio; £4c | EFFEAE P infrR L iEg o B P57
¥ mRTE) ML T NERERPE o BB PEL
jﬁij‘fﬁgﬁ{’%,o
Y REE T RA KRBT FERE T
FRIGRIRPLER | HER Y RELFSRDEF SR
g 1 Wm%ﬁ(ﬂm g Rl T 2 IR AT el enfs & oo ot
) 14 p Engel ; X 2 % > & | AR B2 EBFBDA L MR DER
4>‘%&ﬁ§%ﬁ 42 AR A ARk AR o LG kR
( Michael McCaul ; |%# &3 L - FF* 2% hBF LA E
Ll ) i R en- b F o BfAE R A
ComeSpiE | 7 5 o
FRAHR Py | HEALARFATHFLEAP >8R
" 14 p | (Cory G ardner:i Ak s MELEREKERL* > ¢ E R
el o FREZY) | s o
FRIGRIRGRE K2 | g3 A A ENBEERFRY 5
7 13 p | & (Nancy Pelosi ; & | & » Fds fizg 3 Bph b T & 4 ‘MGJ ik
iﬁ’4(-1~]<'> %\:“";{:&%:GO
FRARA A7 B WA EREE AREE R
13 p | (Ben Cardin ; £ 4r | § HBFd > B ARZ-F 2 2 5 7
BB LRHY) BenFIREE o
. , Py A REBRERR B sop d BF
Y ETRY = TR A
R EEY R S E TS LN E i A
A ¥ & 2§ (Mitch N )
P12y , i AR (48) A2 2 TR
McConnell ; * Ar DR LRIAEE P iE o (£ %
° s Rt BN 2R3 ’ A 7
%o FEAN) L /
hifin) 22 Rty e
AEfRTERER > ¢S XA BRE
FRRRA R | BEMF > T AETER RN
112 p ( Ted Yoho ; % v | & > * R A5 EE g+ > a2 &

# o BB

Ay T fod ML AR SF Re g R
B e o

LYK

P RFEE SRR -

32




B % 2573 ik 3F

£ 22019 F 83 7V g E Y S HABET IR

B # o~ pF
E A bt’i]?]%‘ﬁ?; ;T;:I';,:*]_az]"’;;g* FE Ky - BEARESR
PSP | (R cRAEFFINT LAY R FRMEE S ERA
(R &) -
15 p | FYTTHLEARLERIRFT 0 0 FERNTRT UG - RS
BP gk o %7 M4 o
AZF B ME TR Y TT . ,'{— FEAaEEA s AFEEH
PA4p | AR o B H - B TRERAEAE A o 2V AR B R PE o~ A K R
B AP B RS c MFEEER € L7
FPAMATH G Werdd g L o WA PRBISE L VR E R M
Faarimr i ki M e 40 (RAMM) Pl H2 RGP
b oaap |FERF ORGP RUEBI120 kg o fRA L 2R B
B CUHAR) L5 RS EER A NHA R F
TR R SO G MR AR O B T e 94 g

R WMy RERE SR i PR LA AT 4 ik R AT |

A e B AL tEsd o 2P B mp&k,_m_ frh o F R4 XA
i%’iﬁﬁTﬁoﬁiwﬁiﬂW%{W&’%@é£»» EI
fee SR § o (f15) P55 RE
7 *%*’ﬂ%ﬁwﬁiﬁmﬁgw“*%ﬁg’ﬁ%WCW
Powell) LI I AR E H B S R R AL = SR o
A EHEE AR AP ES "g"ii’l‘?%}g:ﬁan’li
e oo AN R MR o

A entrdR E 2 RS 0 BSURL R AL EER S Rk
f-'/ 'E“‘I’—$ l‘ia-bti:é’ JS_» °

‘;;51»‘ ﬁélﬁ\;},}.ﬁlmg?rx\(uai@z}ogug%ggg}g{ﬂo

—de L P REE P TS ERERN S B gL BR
WF] o 4 FBXE G AR |

Eﬁ(ﬂ@>E“’W%ﬁikﬂiﬁfaﬁwﬂmm%’iwmﬁw
KN l‘ﬁn‘iif"lﬁ'{”—ﬁfp FE A o %l ko o4 R 1§ W o E\ A
afw'I'Jff’”’“ PRRER F R 5 oo e R BATH !t-rﬂ?ﬁ‘ﬁ'?? gHRFTL -

710 p

Y RRE N AR o B F P P S MR AR Y R
]FB'»/P]%”’S‘E’/& I~/” OFE’E&C; ]_Eil'jﬁ‘biﬂj{p_l_'ﬁinw"lt"ﬁ*’gﬂwﬂb
B FAAE R TP F R DT £ -

FARR G R REILE

33




34

R % 257 f ik sF



B % 2573 ik 3F

Observations on Taiwan’s Intelligence
Community
Catherine Kai-ping Lin
Division of National Defense Strategies and Policies

I. News Focus

Taiwan’s intelligence chief, head of the National Security Bureau
(NSB), Peng Sheng-chu (#2% ) resigned on July 22, 2019, after an agent
accompanying Taiwan’s President Tsai Ing-wen on a state visit to the
Caribbean was discovered attempting to smuggle nearly USD 200,000
worth of tax-free cigarettes. On July 24, 2019, the Presidential Office
announced Chiu Kuo-cheng (#% I i+ ) as the replacement for the NSB
director-general. On August 10, 2019, Chiu meted out some “heavy
disciplinary measures” and demoted twenty personnel from the Yonghe
Guard Unit to new postings, in the first wave of disciplinary measures that
are believed to involve 76 personnel. Chiu with his military experience is
known for instilling discipline as a leader, and the appointment of Chiu has
continued the unspoken tradition of appointing military leaders, rather than
civilians, as the NSB director.®
I1. Security Implications
1. Integrated command chain

According to Taiwan’s National Intelligence Work Act (NIWA B F_

6 Adela Lin, “Taiwan Spy Chief Quits Over $200,000 Tax-Free Cigarettes Scandal,” Bloomberg, July
23, 2019, https://reurl.cc/q9RxXE; Milo Hsieh, “Opinion: Cigarette Smuggling Scandal Reveals
Problems in Taiwan’s Bureaucracy, Not Politics,” The News Lens, https:/reurl.cc/z2av0; Matthew
Strong, “Taiwan Intelligence Agency Chief Moves 20 Officers in Cigarette Smuggling Scandal,”
Taiwan News, August 10, 2019, https://www.taiwannews.com.tw/en/news/3761546; Jason Pan,
“Bureau Punishes 76 Personnel over Smuggling Scandal,” Taipei Times, August 12, 2019,
http://www.taipeitimes.com/News/taiwan/archives/2019/08/12/2003720353.
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#3F 1 1%;%) last amended in 2005, which is similar to the US National
Security Act of 1947 and Executive Order 12333 issued in 1981, there are
four main intelligence agencies in Taiwan: National Security Bureau ( B e
% 2 k); Military Intelligence Bureau (MIB), General Staff Headquarters
(GSH), Ministry of National Defense (MND) (& [# % & & 538 & );
Communication Development Office (CDO), MND-GSH (& f# 3% & 3
B %); and Military Security Brigade (MSB) (B }# 3% & £ & > & 1}).
Within the scope of relevant national intelligence matters of various
ministries of the Taiwan government, the following agencies within the
ministries are also regarded as intelligence agencies: The Coast Guard
Administration, Ocean Affairs Council, Executive Yuan ({7 5zFuis X% R
¢ /& i ¥ ); the Political Warfare Bureau of the MND (& 7 $8zi s (T §
Jr); the Military Police Command of the MND (& f# $% & & 45 #£31%); the
National Police Agency of the Ministry of the Interior (MOI) (P #c3% ¥ 5z
% ); the National Immigration Agency of the MOI (p #<$84 X % ); and
the Investigation Bureau of the Ministry of Justice (MJIB) (i 73" &
& ). As the competent authority of the NIWA is the NSB, the head of NSB
is head of Taiwan’s intelligence community.’

With the appointment of Chiu after the cigarette smuggling scandal
and change in leadership style, it is expected that Chiu, in accordance with
Article 15 of the NIWA, as the director-general of NSB and head of
Taiwan’s intelligence community, would try to integrate the commands of
the various intelligence agencies to form a more unified command chain to

lead the entire intelligence community to eradicate scandals and corruption,

7 National Intelligence Work Act () R4#4F 1 1%/%), Laws and Regulations Database of The Republic
of China, https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0020041.
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so that energy can be completely spent on countering infiltration from
China and strengthening intelligence operations.

2. Adjustments in organizational culture

The appointment of Chiu will facilitate adjustments in the
organizational culture of each intelligence agency in the hope that all of the
agencies will work together better as a community. With a long history of
its own organizational culture, each intelligence agency within Taiwan’s
intelligence community usually does not trust one another. Only has the
scandal of cigarette smuggling aggravated the distrust among different
agencies, especially between the NSB and the MIJIB, as it was the MJIB
that received a tip-off from an opposition lawmaker, leading to the
uncovering of the scandal.® After the scandal, more efforts are expected to
be put in to adjust organizational culture for different agencies, so that they
will trust one another better.
3. Reinforcement in human intelligence

Human intelligence, which has still been regarded as the most
important kind of intelligence even since the advent of electronic
intelligence and information technology for cyber warfare, will be
reinforced as more new recruits will be enlisted into the human intelligence
field. The cigarette smuggling scandal only reveals that some intelligence
staff members have deep-rooted bad habits passed down from long past
and such misconduct need to be rectified. Moreover, human intelligence
has never been popular as a career in Taiwan and thus the field is lacking

in human resources and in need of new recruits. At the same time, as

8 Adela Lin, “Taiwan Spy Chief Quits Over $200,000 Tax-Free Cigarettes Scandal;” Milo Hsieh,
“Opinion: Cigarette Smuggling Scandal Reveals Problems in Taiwan’s Bureaucracy, Not Politics.”
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Taiwan’s Legislative Yuan has recently passed amendments to the
Classified National Security Information Act and National Security Act
which aim to protect information from leaking to China and to prevent
Chinese agents from gathering intelligence in Taiwan, it is expected that
more Taiwanese human intelligence personnel are to be hired to join force
in countering Chinese infiltration.’
I11. Trend Analysis
1. Intelligence community and system will be more strengthened

After the cigarette smuggling scandal, the appointment of Chiu as the
new director-general of NSB, and the recent passage of the five
amendments to the national security laws by Taiwan’s Legislative Yuan, it
1s highly expected that in the long run, Taiwan’s intelligence community
will have a more integrated command chain, a more harmonized
organizational culture, and a more reinforced human intelligence. In sum,
the system is expected to be greatly strengthened.
2. Counter-intelligence against China and strategic intelligence

cooperation with the US will be emphasized

As Taiwan’s next presidential election is coming up in January 2020,
and China will be accelerating its intelligence and infiltration work to
influence Taiwan’s election, it is thus a top priority for Taiwan’s
intelligence community to boost up its counter-intelligence work against
China in both near and distant future. At the same time, Taiwan will also

cooperate with the US in strategic intelligence for forming policy and

9 Kuei-Hsiang Wen, “After the Completion of the Five Amendments to the National Security Laws,
President: We Will Work on Amending Laws to Restrict the PRC’s Agents in the Next Session,” Central
News Agency, July 5, 2019, https://www.cna.com.tw/news/firstnews/201907050134.aspx; Hsin-Po
Huang, “Ker Chien-Ming: The Last Puzzle to the Five Amendments to the National Security Laws Is
Completed,” Liberty Times, July 4, 2019, https://reurl.cc/oONMWv.
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military plans.?
3. Better protection of classified security information

As Taiwan’s intelligence community will become more strengthened,
its ability to protect classified security information will be also
significantly enhanced. This enhanced ability to protect classified security
information will assist in Taiwan’s intelligence-sharing work with like-
minded security partners such as the US.

(F ER$E K 2)

10 In the National Security Strategy of the United States of America released in December 2017, in the
section of “Intelligence,” it states that the US intelligence community “must continuously pursue
strategic intelligence” and harness all information at the US disposal by working in concert with allies
and partners. Donald J. Trump, National Security Strategy of the United States of America, December
2017, p. 32, https://reurl.cc/DN2Ge.
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