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The U.S. Critical Technology and

Defense Supply Chain Security

Hsiao-Huang, Shu
Division of Chinese Politics, Military and Warfighting Concepts

Abstract

The US defense supply chain has faced huge challenges recently.
Apart from COVID-19 and the Russia-Ukraine War’s impact on the world
economy, US-China competition also highlights the weakness in the US
supply chain and affects US ability to develop and procure the weapons
and equipment needed to maintain its warfighting capability. The US
defense industrial base includes tens of thousands of technology,
manufacturing and service suppliers around the world that produce defense
equipment and technology. To enhance the defense supply chain security
of the US, the Biden government has requested each department to carry
out comprehensive review of the supply chain and put forward concrete
measures. The White House has also made a list of critical technology and
new technology to provide information to increase US competitiveness and
set national security strategy. The State of Competition within the Defense
Industrial Base report warned that the defense industry is overly integrated,
leading to the Department of Defense relying on an increasingly small
number of suppliers, losing innovation ability and the meaning of fair
competition. Cyber security has also become an important factor for

maintaining defense industrial base and supply chain security; the US

14



Department of Defense has demanded that defense contractors enhance
their cyber security validation to protect supply chain and defense

industrial base security and ensure the superiority of US military power.

Keywords: Defense Industry, Supply Chain, Cyber Security Maturity
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The Global Semiconductor Supply Chain:
Current Situation and Challenges Faced
Amidst the Russian-Ukrainian War
Chia-Yi, Lin
Division of National Security Research
Abstract

The semi-conductor supply chain problem has become a global geo-
political and national security crisis. In recent years, as well as being
affected by the US-China trade war and coronavirus, the Russia-Ukraine
War that broke out in early 2022 added to the variables of the supply chain.

The industry predicts that there will be a chip shortage for another two
years, however, market reversal is extremely fast and, with supply chain
information lacking transparency, information time differences have
caused supply of some mature manufacturing process chips to exceed
demand and inventories to rise, while demand still exceeds supply for
advanced manufacturing process chips. The countries of European and
North America realize that semiconductor technology development will
dictate future increase or decline in national power and have successively
introduced chip acts, attempting to use subsidies to attract semiconductor
companies to establish a presence to increase domestic semiconductor
industry competitiveness. However, due to variables such as geo-politics
and regional tension, the restructuring of the semi-conductor industry
supply chain will probably continue for a few years.

Keywords: Russia-Ukraine War, Semiconductors, TSMC, Geopolitics, US
Chip Act, European Chip Act, Coronavirus
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The Software Supply Chain Under the
Shadow of the Russian-Ukrainian War
Tsung-Han, Wu
Division of Cyber Security and Decision-Making Simulation
Abstract

With Russia launching its “special military operations” against
Ukraine in 2022, bringing about a Cold War-like confrontation between
states, the issue of software supply chain security has drawn much attention
internationally. Though termed as supply chain, the software supply chain
shares distinctly different features to “normal” supply chains which have
clear nodes of raw materials originally from manufacturers and customers.
Instead, in the Software Development Life Cycle process, developers often
refer to and quote the framework and source code. As a result, there exists
a large number of gaps for a malign attacker to invade the software supply
chain that are difficult to defend.

To prevent such scenarios, governments around the world and
industry highlight cybersecurity, reflect trust and open source security.
This article analyzes the US’s and EU’s policy measures and industry’s
solutions for related challenges. It argues that in order to secure the supply
chain, regrouping should be forged, solutions diversified, and close source
adopted more in software development.

Keywords: Software Supply Chain, Open-Source Software,

Cybersecurity, Russia-Ukraine War
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Space Supply Chain Security of
the “New Space” Era
Jyh-Shyang, Sheu
Juo-Min, Chou
Division of Chinese Politics, Military and Warfighting Concepts
Abstract

Since the end of the Cold War, space has been an area of power
competition for the main powers. As all-new “new space” develops, the
pattern of the supply chain has undergone massive changes. In the past, the
space industry was mainly supported by the needs of big power national
space agencies and the military, however, after entering the “new space”
era, the space starts up industry has changed the supply chain from
intermittent order receipt to, starting from upstream, needing to continually
provide various raw materials and services right up to launch. However,
new space doesn’t only bring changes in industry and technology
development, the pronounced military and civil dual use characteristic of
space technology has brought changes to military warfighting and even
national security. These changes have appeared only more important with
recent changes in international geopolitics in recent years, making supply
chain security an important national security issue. Western countries are
gradually attaching importance to supply chain security due to big power
competition and even stressing the “value chain” of the democratic
alliance; for Taiwan, which is just starting out, this is an opportunity for
industrial development and a key period for the realization of the “space

dream.”
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On the government level, “new space” is similar to technology
industries such as information and communications and the Internet;
private startups will be more efficient and agile than government
institutions. Amidst fierce competition, the government can provide private
enterprises assistance in terms of certification, or, while enhancing key
parts and component supply ability, with building system integration
capability, nurturing talent and entering the international supply chain to
allow the relatively young space industry continue to enhance

competitiveness and find its own position.

Keywords: New Space, Space Industry, Supply Chain Security
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The Conventional Energy Supply Chain
in Northeast Asia Amidst
the Russia-Ukraine War

Yen-Lin, Wang
Division of National Security Research
Abstract

After the outbreak of the Ukraine crisis, the international energy
supply chain faced an enormous impact. The rise and flow and changes of
the energy supply chains of China, Russia, Japan, South Korea and other
major countries reflect the security situation in Northeast Asia to a certain
degree. Examining the related effects of level of interdependence,
diplomatic and political factors, alternative options and other factors, this
article has reached the following conclusions:

First, the China-Russia energy supply relationship continues to
deepen, however, to avoid overreliance on the China market, Russia will
look for ways to maintain the Japan-Russia and South Korea-Russia supply
chains to disperse export markets.

Second, Japan and South Korea are still highly reliant on Middle
Eastern energy. If energy imports from Russia are reduced (or halted) by
the two under international pressure, perhaps they will pay more attention
to the security situation in the South China Sea and Taiwan Strait.

Third, the return to nuclear power route of Japan and South Korea is,
to a great extent, a risk avoidance measure in face of supply chain chaos.
If the tense market situation does not ease for a long period, to a certain
extent nuclear power will replace the trade share of the cross-border energy

supply chain.

Keywords: Energy Security, Energy Supply Chain, Conventional Energy
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Clean Energy Supply Chain Cooperation of
the Quad
Ling-Tuan, Liu
Institute for National Defense and Security Research
Abstract

The Quadrilateral Security Dialogue ( QUAD ) was held by the US,
Japan, Australia and India on May 24, 2022. One key point was enhancing
energy supply chain cooperation for clean hydrogen and ammonia in the
Indo-Pacific region. China at present leads the world in the solar power and
wind power industry industries and wants to use this advantage to produce
green hydrogen. Quad plans, on the basis of bilateral of multilateral
cooperation between members on clean energy, for example combining the
relatively advanced manufacturing technology of the US, Japan and
Australia with India’s competitive labor and land costs and other
advantages, then expanding to include the participation of other Indo-
Pacific countries or EU countries to create an innovative substitute energy
supply chain and thus take a decarbonization path that is detached from
China. Even though at the present time there are price and technical
problems to be overcome for the manufacture of clean hydrogen and
ammonia, there is hope that, in future, this cooperation model will provide
the Indo-Pacific region with more diverse energy choices and help increase
regional energy security.

Keywords: Quad, Clean Energy, Supply Chain
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Current Situation of Taiwan’s
Unmanned Aerial Vehicle Supply Chain and
Security Inventory

Bo-Hong, Chen
Division of National Defense and Resources
Abstract

This article analyzes the current situation of the industry chain of the
main systems of Unmanned Aerial Vehicles (UAV) that are produced in
Taiwan to understand which UAV supply chains Taiwan might enter in the
midst of the US-China trade war and, through this inventory, allow related
units to understand the weak points of the entire supply chain at present
and how they can be reinforced and to assess whether purely indigenous
UAV are feasible. It is also suggested that micro-adjustments are made to
regulations to facilitate the development of the civil UAV industry. Only
with sufficient civil capability can sufficient technological power be stored
up, allowing civil power to be used by the state.
Keywords: Unmanned Aerial Vehicles (UAV), US-China Trade War,

Supply Chain
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