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1. News Highlights

On February 2 and 8, 2023, two
submarine communication cables
connecting Taiwan and Matsu were
severed and damaged respectively by
CCP fishing vessels and unidentified ships
(as shown in Figure 1). This incident
resulted in local landlines, mobile
communication, broadband Internet, and
Multimedia on Demand (MOD) services
being blocked, rendering communication
impossible. After the cable disruption,
the operation of government agencies,
financial transactions, medical services,
and transportation were affected.

The cable repair vessel entrusted by

Chunghwa Telecom completed the repair
in the Matsu sea area by the end of
March, restoring normal communication
between Taiwan and Matsu.' In this age of
advanced internet information, the use of
mobile phones and the internet is essential
in people’s lives. The disruption of the
submarine cable between Taiwan and
Matsu not only caused inconvenience to
the public but also affected the operation
of government agencies. Particularly, it
caused damage to military communication
resilience, affecting combat readiness
training, highlighting the crucial role that
the stability of submarine cables plays in

the operation of offshore islands.

1. Chiang Ming-Yen, “One Taiwan-Matsu Undersea Cable Was Repaired Earlier than Expected. Chunghwa Telecom

Says Taiwan-Matsu Communications are Back to Normal,” Central News Agency, March 31, 2023, https://www.

cna.com.tw/news/afe/202303310279.aspx.
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Figure 1: Schematic diagram of the undersea cables disruption between

Taiwan and Matsu

Schematic diagram of the disruption of the undersea cables between Taiwan and Matsu
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Source: Drawn by Tsai Yao-Chin with reference to the following information. Yang Chao-Yen, “U.S.
Expert: Disruption of Taiwan-Matsu Undersea Cable Suspected to be Harassment or Blockade Exercise by
China,” Central News Agency, February 23, 2023, https://www.cna.com.tw/news/aipl/202302220339.aspx.

2. Security Implications 14 submarine cables at these four landing

stations. These cables link Taiwan to

Currently, Taiwan has four submarine
cable landing stations located respectively
in Touchen, Yilan, Tamsui and Bali
in Taipei, and Fangshan, Pingtung.
Taiwan must connect to the global

telecommunications network through the

Europe, America, Japan, Hong Kong, and
Singapore, further connecting to the global
network and offshore islands of Kinmen,
Matsu, and Penghu.” Submarine cables are
Taiwan’s primary communication network

for the internet, information transmission,

2. Chung Li-Hua, “Taiwan Connects 14 International Submarine Cables. Officials: China's Network Attacks Make

Them Enemies of Other Countries,”
breakingnews/4271671.

The Liberty Times, April 15, 2023, https://news.ltn.com.tw/news/politics/
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and international financial trade with the
international community. If Taiwan’s
submarine cables are damaged by natural
disasters or deliberate human actions,
even though it won't affect Taiwan’s
internet connection with other countries,
the impact on Taiwan would still be
substantial. Therefore, comprehensive

backup measures should be established.

2-1. Impact of Internet Cutoff on
Offshore Island Operations
“Combat relies on command, and
command relies on communication.” If the
CCP were to launch an attack on Taiwan,
it would undoubtedly first use cyber
troops, electronic warfare, and missiles
to target Taiwan’s military airports, ports,
high mountain, coastal radar stations,
missile positions, communication stations,
command centers, and other critical
facilities. The aim would be to paralyze
Taiwan’s command-and-control system,
rendering Taiwan’s military unable to
fully deploy its capabilities. Although the
Republic of China Armed Forces have
microwave and radio communications

to take over command communication,
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manage enemy situations, and command
troops, these methods cannot provide
comprehensive coverage and their
effectiveness is limited.” Submarine fiber-
optic cables from Chunghwa Telecom
remain one of the primary communication
means for offshore islands. Apart from
wireless internet, the operation mechanism
of combat command also heavily relies on
satellite networks. The ability to respond
to major incidents, establish an effective
backup system, and support military
operations is a crucial aspect of cyber

resilience.

2-2. Impact of Internet Cutoff on
Social Functioning and Morale

This incident rendered island
residents unable to access the internet.
In addition, if government operations,
financial transactions, and immigration
police checks were affected, the
severity would escalate to a level of
national security concern. From the
news, we can see that the operation of
government systems was not significantly
impacted, but people reported their

inability to receive messages on their

3. Lu Chiung-Chang, “Matsu Submarine Cable Disruption: Chiu Kuo-Cheng Admits It’s A National Security Crisis,”

NOWnews, https://www.nownews.com/news/6056957.
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phones. Considering that most people
nowadays use mobile internet for online
shopping, financial payments, stock
market transactions, and withdrawing
cash from ATMs, the security impact
on financial transactions cannot be
underestimated. Currently, the Mini
Three-Link Transportation mechanism is
in effect on the offshore islands, where
police and customs officers have to check
personnel entries and exits through the
Ministry of Interior’s police system to
prevent potentially dangerous individuals
or entities from entering the country
opportunistically. With the interruption
of internet communications, only manual
systems can be implemented, which
significantly reduces efficiency and could

potentially create security loopholes.

3. Trend Analysis

3-1. The CCP will continue to
use similar means to undermine
Taiwan’s cyber resilience

In recent years, the CCP has been

taking gray zone actions to test Taiwan’s
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air defense measures and increase the
burden on Taiwan’s air defense readiness.
Since September 2020, the CCP has
regularly dispatched aircraft and ships to
intrude into Taiwan’s sea and airspace.
The number of intrusions by the CCP
aircraft into the Taiwan Strait multiplied
in 2021 and 2022. In 2022, the CCP
frequently harassed the offshore islands
with drones, posing severe challenges and
threats to the front-line combat troops.
The CCP’s gray zone operations also
include the use of civilian resources.
Since 2019, Chinese sand dredgers have
been entering the surrounding sea areas
of Matsu and Kinmen illegally for sand
dredging. According to the Coast Guard
Administration, the number of expulsions
of sand dredgers violating the border
soared from 600 times in 2019 to nearly
4000 times in 2020." The massive illegal
sand dredging by Chinese sand dredgers
around the offshore islands has exposed
cables buried two meters under the sea,
increasing the risk of cable damage.

If the CCP were to employ various
methods to cut off our international

submarine cables, it would force Taiwan

4. Tseng I-Hsuan, “Reuters: China’s Sand Dredgers Entered Taiwan Waters, Starting A New Type of Warfare,”

Central News Agency, February 6, 2021, https://www.cna.com.tw/news/firstnews/202102060091.aspx.



The Influence of Matsu Undersea Cable Interruption on Taiwan’s National Defense Security

to lose international communication in
the short term, preventing important
international messages from being
transmitted and tracked, causing
speculation and panic among the public.’
Although this incident occurred in the
offshore islands, the two consecutive
submarine cable interruptions in February
have already affected the lives of military
personnel and civilians on the island. The
CCP is testing Taiwan’s cyber resilience
by using various gray zone tactics, and
future developments are worth continuous

observation.

3-2. Establishing Backup Mechanisms
and Strengthening Network Resilience

Protecting key infrastructure is
paramount for national security. Taiwan
should proactively strengthen the
means of protecting vital targets and
perfect various backup mechanisms. In
addition to continuing the construction
of the fourth and fifth submarine cables

between Taiwan and Matsu, Taiwan’s
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ST-2 Commercial Satellite is expected
to serve until 2029.° Furthermore, the
domestic internet, including fiber optic
lines and nearly 110,000 privately-owned
base stations, is fully established.” The
government can integrate the information
technology capabilities of both military
and civilians to develop low-orbit
communication satellites. On the other
hand, in recent years, many advanced
countries have used drones not only as
a means of attack and reconnaissance
during war but also as communication
relay stations. In 2022, Taiwan established
the Asia UAV Al Innovation Application
R&D Center, combining the capabilities
of industry, government, and academia
to promote the drone industry, making
drone communication relay stations a
focus of research and development. Given
that submarine cable disruptions had no
impact on the communication network
of the main island, drone communication
relays can be used for disaster relief

(such as during the 921 earthquake)

5. Lee Hsi-Ming, How Taiwan Can Win (Linking Publishing Company, New Taipei City, September 2022, P. 207.
6. Lin Shu-Hui, “CHT and SingTel to Launch A Third Satellite,” Commercial Times, February 7, 2023, https://

wantrich.chinatimes.com/news/20230227900003-420101.

7. “Statistics on Mobile Communication Business Base Stations,” National Communications Commission, March 2

,2023, https://www.ncc.gov.tw/chinese/opendata_item.aspx?menu_function_sn=208.
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and interconnection between military
operational units, thereby enhancing the
resilience of Taiwan’s communication

system.

3. Learning from the Russo-Ukrainian
War and Developing Low-Orbit
Satellites

Due to different transmission
bandwidths, submarine fiber-optic cables
are the primary means of communication
for outlying islands, with microwaves
serving as the first backup and satellites as
the second. Additionally, affected by the
weather, cable bandwidths are transmitted
in TB, microwave communications in
GB, and satellite in MB. Although the
bandwidth of currently developed low-
orbit satellites is not wide enough, they
can ensure that communication will
not be completely disrupted.® During
the Russo-Ukrainian war, Ukraine's

important communication infrastructure
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was attacked by Russian military
forces, affecting operational command.
Ultimately, through Starlink, a low-
orbit satellite network provided by the
American space service company SpaceX,
the Ukrainian government and military
could carry out command operations
and maintain government operations.
Ukrainian forces could resist continuous
Russian offensives during the war, and on
the deadlocked eastern Ukrainian front,
they could obtain enemy targets and
positions and launch attacks with drones.’

The government of Taiwan has
planned to set up more than 700 locations
domestically and three foreign sites,
installing geostationary satellite equipment
to verify the feasibility of geostationary
satellite communication services.'’ Also,
in response to future trends, Taiwan Space
Agency (TASA) will develop low-orbit
communication satellites to strengthen

Taiwan’s network resilience with the plan

8. Chiang Ming-Yen and Su Ssu-Yun, “CHT Strengthens Network Resilience with Sea Cable, Microwave, and

Satellite as A Backup for Each Other,” Central News Agency, April 9, 2023, https://www.cna.com.tw/news/

afe/202304090016.aspx.

9. Alan Chen, “Starlink Application in the Russo-Ukrainian War Highlights the Importance of Low Orbit Satellites,
What are the Implications for Taiwan?” TechNews, July 27, 2022, https://technews.tw/2022/07/27/1eo-satellites-
could-be-vital-for-taiwan-in-potential-conflict-with-china/.

10.Chiang Ming-Yen and Su Ssu-Yun, “The Landing of the Low Earth Orbit Satellite Proof of Concept (PoC) is
Expected. The Industry Says Local-foreign Cooperation Has A Tacit Understanding,” Central News Agency,
October 22, 2022, https://www.cna.com.tw/news/afe/202210220026.aspx.
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to launch a communication experimental
satellite in 2025 and 2026 respectively."
In the private sector, Foxconn Technology
Group has joined hands with domestic
technology industries and completed its
first self-developed low-orbit satellite,
Pearl, which is expected to be launched in
2023."” As the industry, government, and
academia actively research and develop
low-orbit satellites, the government
should take the lead in integrating relevant
departments to include low-orbit satellites

in Taiwan’s defense operations.

Given insufficient numbers of low-
orbit satellites, Taiwan can also consider
how to maintain network smoothness
by relaying satellite signals via Japanese
cables through international cooperation.
If the US military assists Taiwan’s military
in connecting to the Starlink low-orbit
satellite network, Taiwan’s military has
to be well-prepared in terms of personnel

training and hardware facilities.

11. Wu Po-Hsuan, “Taiwan’s First Low-orbit Communication Satellite Aims to be Ready for Launch in 2025,” The
Liberty Times, February 26, 2023, https://news.ltn.com.tw/news/life/paper/1569091.

12.Chung Jung-Feng, “Foxconn Technology Group’s Low-orbit Satellites to be Launched in the 4th Quarter, Al

Server Revenue Share is Expected to Rise,” Central News Agency, May 11, 2023, https://www.cna.com.tw/news/

afe/202305110200.aspx.
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1. News Highlights

On April 15, 2023, Sudan in Africa
erupted in domestic military conflict. The
two factions involved in the coup, the
Rapid Support Forces and the Sudanese
Armed Forces, engaged in a civil war
as they fought for power. Due to the
incident, many countries evacuated their
citizens in response to the situation. The
US stated that the Rapid Support Forces
and the Sudanese Armed Forces would
begin a 72-hour ceasefire on April 25 for
humanitarian evacuation. According to
the WeChat public account postings of
the Chinese Embassy in Ethiopia on April

25, Chinese citizens had been evacuating

on their own even before the situation
in Sudan rapidly deteriorated. They
mainly left Sudan by land and entered
Ethiopia’s northern border along the
highway to Gondar and the Metema Port
in northwestern Ethiopia in preparation to

s
evacuate and return to China.

2. Security Implications

2-1. PLA transport plane did not
participate in the evacuation from
Sudan

Because the capital of Sudan,
Khartoum, is in the center of the country,

another group of Chinese citizens were

1. “Ministry of Foreign Affairs: Embassies Will Always be the Last to Evacuate when There’s A Danger,” The
Bastille Post, April 26, 2023, https://www.bastillepost.com/hongkong/article/12694235- 4353« 75 &l e Bl

R (E R K B IR R
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evacuated by land to the Sudan Port and
then transferred to Jeddah port in Saudi
Arabia by PLA navy ships.

In summary, the Chinese government
completed the mission of evacuating its
citizens on April 29th. Whereas over a
thousand Chinese people were evacuated
from Sudan mainly by land and sea
transportation, heavy air force transporters

were not dispatched. Compared to the

evacuation actions of other countries, the

Chinese military took the most winding
evacuation route (as shown in the diagram
below), highlighting the gap in force
projection capabilities between China and
US as well as other Western countries; in
that concern, China is even behind less
powerful countries such as Jordan and

Thailand.

Figure: Route Map of China’s Evacuation from Sudan
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at safe locations and then send them to
nearby countries for returning flights
on civilian airliners. The US started
planning the evacuation of its nationals on
April 15. For security reasons, embassy
personnel were evacuated by helicopters
and transporters, while the remaining
Americans were gathered at designated
locations and evacuated in batches by
convoy or air. In addition to military
aircraft and escort troops, the US has also
deployed the Navy fast transport ship
“USNS Brunswick” to Sudan Port for
assistance in the evacuation work.”

There were 4,000 UK citizens in
Sudan, and at least 2,000 requested
assistances. More than 1,200 UK troops
from the 16th Air Assault Brigade,
Royal Marines, and the Air Force were
dispatched to Sudan. Their transporter
planes landed directly at the Khartoum
International Airport for the armed soldiers
to protect British nationals boarding the
planes at the airport. The evacuation of
UK expatriates was successful.

Since Sudan is very far from China,

No.28 July 2023

the fastest way to evacuate Chinese
citizens was to dispatch PLA’s Y-20
transport aircraft and land them quickly
at Khartoum International Airport in
the capital of Sudan and bring out the
embassy personnel along. However, the
PLA Air Force did not deploy transport
planes. The Chinese Ministry of Foreign
Affairs arranged evacuation for their
nationals with delays, and most people
took the most circuitous route. They first
rushed from Khartoum, the capital, to the
Sudan Port on the Red Sea by land and
then to Saudi Arabia’s Jeddah Port on the
other side of the sea for temporary flights
back to China.

2-2. China’s evacuation was
inefficient compared to other
countries

CCP media highly praised the PLA
Navy for successfully completing the
evacuation and dispatching the warships
“Nanning” ( 7§ %% ) and “Weishanhu”
( f# LI Yfrom April 26 to 29 to evacuate

940 Chinese citizens from Sudan Port

2. China has been heavily criticizing the evacuation method used by the US, aiming to highlight the insistence of

the Chinese embassy to be the last to evacuate. See “Hua Chunying Defames the US, but Her Lies Revealed:
American Media Offers Details about Sudan Evacuation,” NTDTV, May 4, 2023, https://www.ntdtv.com/

b5/2023/05/03/a103704315.html.
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to Jeddah of Saudi Arabia. In fact,
“Nanning” and “Weishanhu” (as shown
in the table below) were two of the three
warships that carried out the 43rd anti-
piracy mission; some media have pointed
out that “Sanya” also participated in the
evacuation mission, but it did not.’ It is
speculated that the reason for “Sanya” to
continue its anti-piracy mission without
participating in the evacuation might be
its low personnel carrying capacity as a
4,000-ton missile escort. On the other
hand, “Nanning” participated in the
“Peace 23 Exercise” with the Pakistani
Navy in Karachi in February and only
joined the evacuation mission after the
exercise ended.

Since China only arranged for
warships to undertake maritime
transportation of approximately 100
kilometers, Chinese citizens in Sudan
must travel from Khartoum to Sudan Port
via land routes on their own, during which
the Chinese government did not provide

any protection or assistance. That means
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China only sent two vessels carrying anti-
piracy missions to sail from Sudan Port
to Jeddah. As the trip from Khartoum
to Sudan Port must be done by land
transportation, it not only called for many
vehicles but also posed high risks on the
way.

According to the Chinese Ministry
of Foreign Affairs statement on April
27, more than 1,300 Chinese citizens
have been safely evacuated. Some have
left Sudan by PLA Navy ships and other
vessels, while over 300 have traveled to
neighboring countries of Sudan by land.*
Approximately three-quarters of Chinese
citizens left Sudan on PLA Navy ships,
while the remaining one-quarter did
not do so. Because Khartoum is in the
central part of the country and it is a long
journey to reach Sudan Port by land, some
choose to travel by road to Ethiopia. The
Chinese Ministry of National Defense
spokesperson stated that two military
ships were deployed in a coordinated

manner. This implies that even for short-

3. “Evacuation from Sudan: on the Three Ships of Navy’s 43rd Escort Fleet Tasked with Evacuation,” Sing Tao
Daily, April 26, 2023, https://www.singtaousa.com/2023-04-26/ Bk FHEUE | — X B IBIEERBERIEES 43

&R 4R /4479740#page6.

4. “Ministry of Foreign Affairs: more than 1,300 Chinese Citizens Have Been Safely Evacuated from Sudan,” Wen
Wei Po, April 27, 2023, https://www.wenweipo.com/a/202304/27/AP644a2b33e4b08b8491474a3d.html.
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ower Projection

distance maritime transportation, it must travel to arrive in the region, China had no
be approved by Xi Jinping, which affects  choice but to use anti-piracy warships for
efficiency. Due to the long distance that transportation.

South Sea Fleet vessels would have to

Table: Performance of Nanning and Weishanhu

Fleet of LGS

Name Tonnage Type Crew entered Main weapons

Affiliation

service

HHQ-9B mediuny/long-range air

defense missiles, YJ-18 anti-ship

“Nanning”  [South Sea . missiles, CJ-10 long-range cruise
7500 052D |280  |April 2021 .

Destroyer  |Fleet pri missiles, 24-cell HQ-10 missile

launch systems, etc. Z-20F shipborne

helicopters
“Weishanhu” [South S Either Z-8 or Z-9 shipb
CIshaniu \SOUSEd —oos30 |903 (130 |April 2004 [ oer47® OF £ stupbome
Support Ship (Fleet helicopters.

Source: Compiled by Ming-Shih Shen.
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3. Trend Observation

The evacuation exposed PLA’s need
for better long-range projection

capabilities

Although some Chinese media
have exaggerated China’s evacuation
speed as superior to the US,’ the Chinese
operation in Sudan was not only slow in
response but also poorly planned. China
used military resources for the first time
to participate in the evacuation of its
citizens from Libya. In the operation, as
many as 91 Chinese civilian flights, 35
foreign charter flights, 12 military flights,
11 rental foreign cruise ships, five state-
owned merchant ships, and one Navy
ship were employed to evacuate 35,860
Chinese nationals from Libya in 12 days;
° but only two Navy ships were involved
in the Sudan incident, covering 100
kilometers from Sudan Port to Jeddah,
missing the opportunity to conduct a long-
range force projection exercise through a

rescue mission.
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China’s Y-20, touted as a strategic
transport aircraft with a range of 7800
kilometers, should be capable of long-
distance flights to Sudan or neighboring
countries; however, it was not utilized
to provide heavy transport capabilities
to evacuate the Chinese nationals,
suggesting that the PLA’s air power
projection capability is probably even
inferior to Thailand’s. After the outbreak
of conflict in Sudan on April 15, it
was not until April 26th that Chinese
naval ships arrived at Sudan Port and
transported some citizens to Jeddah via
the Red Sea. This proves that China’s
rapid response and long-range force
projection capabilities are inadequate, as it
did not even coordinate with neighboring
countries for transit flights. Before
arriving at the Sudan Port, Nanning
had participated in military exercises
in Pakistan and needed maintenance,
which could have delayed the timing of
evacuation; and Y-20, the Chinese heavy
transporter, might not be available due to

other missions or reliability issues. Since

5. Huang Jie, “China Performed Citizen Evacuation in Sudan better than the US, Eastern Africa Experiencing A
‘Libya-like’ Refugee Crisis,” Asia Weekly, May 8, 2023, Issue 19, https://reurl.cc/YegX5o.

6. “First Military-assisted Citizen Evacuation: the 2011 Libyan Evacuation,” Xinhua News Agency, August 15, 2017,
http://big5.xinhuanet.com/gate/big5/m.xinhuanet.com/2017-08/15/c_1121487719.htm.
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the transport aircraft was unavailable,
China was therefore unable to deliver
special operation units to Sudan to escort
and evacuate nationals through long-
range aerial ferry. It is also unimaginable
that China did not dispatch a security unit
from the nearby Djibouti military base to

assist in the evacuation.

(Originally published in the 82" “National
Defense and Security Biweekly”, June
23, 2023, by the Institute for National

Defense and Security Research.)

(The contents and views in the
assessments are the personal opinions
of the author, and do not represent the
position of the Institute for National

Defense and Security Research.)
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