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Spectrum Management and Electronic
Operations

Yisuo Tzeng

Division of Cybersecurity and Decision-making Simulation

Abstract

Electronic operations, whether electronic attack, protection or
support, require secure and clear command, control and communication
systems that depend on effective spectrum management to prevent mutual
interference as well as adversarial jamming. Spectrum managers manage
electromagnetic spectrum resources to ensure their availability.

On the battlefield, commanders of electronic operations must focus
on the dynamics of changing electromagnetic waves and electromagnetic
spectrum resources, taking into account adversarial electronic combat
order, signal operations directives, joint list of limiting frequency, as well
as prediction and reporting of electromagnetic interference. Adversarial
radiation sources can be located through such electronic support measures
as situational awareness and target acquisition; once located, commanders
issue lethal strike orders through electronic attack and kinetic means. In
terms of electronic protection, electro-cyber combat commanders and
communications units must take into account electromagnetic hardening,
electronic masking, radiation control, electromagnetic spectrum
management, combat-ready module, as well as electromagnetic
compatibility.

To prepare for multi-domain joint operations in the future, complex
and real-time decision-making support requiring spectrum management
represents a growing challenge. With the support and application of cloud

computing and artificial intelligence in cognitive spectrum management,



spectrum planning apparatus can move towards significantly more

powerful dynamic battle spectrum management.

Keywords: Spectrum Management, Electronic Operations, Battle

Spectrum Management
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Electronic Warfare in the U.S. Army’s
Multi-Domain Operations

Hsiao-Huang, Shu
Division of Chinese Politics, Military and Warfighting Concepts
Abstract

After the Cold War ended, the United States achieved overwhelming
victories in various military operations. In addition to relying on military
technological advantages, it also used innovative warfare concepts such as
joint operations, precision strike, joint C4ISR, and effective joint fire.
However, in recent years, new technologies have gradually been applied in
the military, which may, once again, change the combat pattern. The
United States is worried that its military advantage will be challenged.
Potential U.S. adversaries seek to employ multi-domain means, including
sea, air, land, space, cyber, and Electromagnetic Spectrum, to defeat their
enemies or deprive U.S. joint forces of operational superiority and freedom
of intervention in other parts of the globe.

The U.S. Army has long neglected the development of electronic
warfare. In the face of threats from China and Russia, in order to maintain
its operational advantages, the Pentagon must seek revolutionary, step-
across technologies and capabilities to gain advantage in the complex
electromagnetic environment of the future, develop agile and integrated
electromagnetic ~ spectrum  infrastructure,  establish  effective
electromagnetic spectrum control, etc., and ensure that all personnel
receive education and training on the electromagnetic spectrum concept. In
addition, the United States also needs to develop Al and other technologies
to assist electronic warfare reactive attacks.

On the future electronic battlefield, the U.S. Army will apply new
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technologies to manage the electronic battlefield and provide commanders
with a visual view. Under the multi-domain operation concept framework,
the five major combat domains of land, sea, air, space, cyber and
electromagnetic will be integrated, strengthening the combat effectiveness
of joint operations to meet the challenges of the future combat

environment.

Keywords: Electronic Warfare, Multi-Domain Operations,

Electromagnetic Spectrum
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US Navy Electronic Warfare: Current
Development and Future Perspectives

Wen-Chung, Chai

Division of Defense Strategy and Resources

Abstract

Electronic warfare refers to the use of electromagnetic energy to
exploit, deceive, or attack enemy forces and equipment. Electronic warfare
aims to disrupt, disable or neutralize enemy radar systems, command and
control nodes, and intelligence, surveillance and reconnaissance
capabilities through various electronic measures and means. Strictly
speaking, the origins of electronic warfare can be traced to World War I
when direction-finding equipment was employed. During World War 11,
electronic warfare made notable progress, with new techniques introduced
to the naval warfare domain, including radar jamming, noise jammers, and
aluminum foil, etc. In the Cold War era, as the US Navy stood up to the
Soviet military threat, more sophisticated equipment appeared and was
deployed, such as deception jammers, chaff and flare dispersers, radar
homing and warning receivers, anti-radiation missiles, and IR warning
receivers and IR jammers. In the foreseeable future, as naval operations
face a contested electronic environment, the US Navy will focus on
cyberspace operations. Through artificial intelligence and machine
learning assistance, US Navy electronic warfare capabilities will reshape
and transform traditional electronic warfare into a new concept and
domain, that is “Cognitive Electronic Warfare.” Consequently, the US
Navy will be better able to respond to emerging threats and gain the

advantage in electronic competition.
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Electronic Warfare Support in the Context
of Joint Air-Defense Operations

Chih-Jung, Kao and Siong-Ui, Tsiam
Division of Cyber Security and Decision-Making Simulation

Abstract

The Gulf War of 1991 in which the US and its allies were the main
protagonists, has become a paradigm for modern warfare, further
validating the vital importance of "air supremacy" in overall ground
operations. Air supremacy is also a critical prerequisite for dominating the
battlefield. Integrating air assets, such as fighter jets, drones, missiles, and
air defense systems, is the focal point in the fight for air supremacy.
Consequently, joint air defense has become a crucial defensive measure
emphasized by various countries in joint military operations today.

Electronic Warfare (EW) has become a decisive factor in the fight for
modern air supremacy. The side with the advantage in EW will win the
battlefield initiative, seize the initiative from the enemy, and be likely to
achieve victory. Currently, EW can be roughly divided into electronic
protection, electronic attack, and electronic warfare support.

Electronic Warfare Support (EWS) measures can be further divided
into pre-battle, in-battle, and post-battle electronic warfare attack and
electronic warfare protection. This study includes parameter collection
required for various operations, development of EW versions for different
platforms and equipment, and provision of standard information for threat
localization and battlefield management. The aim is to enhance the armed
forces' overall combat capabilities through EW capabilities.

The study discusses the role, principles, and application of EWS in

the context of "joint air defense operations." It aims to provide a thoughtful
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approach in response to increasing military threats and the rapid
development of electronic equipment. Taking the EW developments of the
leading country, the US, as an example, including aspects such as
electromagnetic  spectrum, electronic equipment characteristics,
development and application status, and operational trends, encourages
EWS measure oriented reflection and planning within the framework of

joint military operations.

Keywords: Electronic Warfare, Air Supremacy, Joint Air-Defense

Operations
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Electronic Warfare Program and Tactical
Application Concept of Naval Fleet Group
Level Operation

Han-Ching, Chang

Secretary General

Taiwan Strategic Research Institute

Abstract

In recent years, with the development of missile weapon systems,
surface combat ships over the 2,000-ton frigate level have the capability to
conduct cross-sea long-distance strikes. As a result, the naval task group
has become the basic combat unit of the Navy, just as the Army Joint
Battalion has become the basic combat unit of land operations. The word
“task” in the naval term naval task group, may refer to “attack”, “escort”,
“blockade”, etc., based on different mission requirements of the task.

In terms of the formation of a task combat group, the main purpose of
appointing the captain of a sub-component group as the electronic warfare
coordination officer is to reconcile the group’s intelligence acquisition
needs with secrecy. Excessive or prolonged radar surveillance and the
collection of naval and air intelligence may not only expose the location of
the group but may also lead to the leakage of electronic parameter data on
the battlefield. Therefore, the group electronic warfare coordinator plays a
key coordinating role in the operations of the task group. Through spectrum
management, the formulation of electromagnetic emission control policies
and the formulation of electromagnetic emission control plans, the ability
of a naval task combat group to effectively operate covertly and obtain

early warning intelligence is ensured.

60



Keywords: Naval Task Combat Group, Electromagnetic Spectrum
Management, EMCOM police, EMCOM plan

61



REAMLRENRBRETHEFELZEN

x5

B 7 g &2 FRFT G AT

FWF
- fkm 3 0 AR sty 5 IR (Coastal Anti-Ship Missiles
Force » CASMF ) e%t/a 3= 8 50 4 4 2 ok 4 » 2 H T F %

(electronic warfare » EW ) %2 |7 3 (T% iy # ¥ g 255 5 'L < § 1%
2ot pRIER B ER AL E B - aﬁ&:%m—‘u‘é 2k {7
R AR F R A ET F 23 (electronic support ES) T

F #| (electronic countermeasures * ECM ) f=& &+ & & 4/ (electronic
counter-countermeasures ° ECCM ) in x5 L AR 7 SRR T RN TR

Bt

IR B s BN en T S 1 3 (electronic protection » EP)
ﬁ*i%?w%%ﬁi¥—’@ﬁ%%@iﬁ%@ﬂ’ﬁiﬁ%g
a2 B doae APz 5§ > BN iR i
@i%ﬁJ%ﬁJ’%ﬁﬁﬂﬁlﬁ’%ﬁﬁﬁﬁﬁ5%§$i’
HENMFETELE (7 BEINFT IR FE - o 4
ARk 5 o iy BRI R R R 4B A 4 o e an e X
(cruising ) il (homing) FF B & JE P 1 5 »scH o

AR BB LR T I ENS 0 F A rﬁsﬁi
> A ERA P 7 AR T F 52 (electronic attack » EA) & #1
FWEF T A | DITRoTE o Ft A2 U EL R sy R
T F g ST Hh B o FARP BB M T RA A
ik REAFBE (30 B BN
O MR O C L R R ST SR v 3 SRR SR R A
HHIMGFT I ER 4 PEERK -

62



ﬁ~ﬁﬁﬁﬁ%%ﬁ%%%ﬁ%$%%

T+ W E4 (EW Equipment) £ 3 1] ~ 447 ~ %z~ F 4§ ~
EHEE R FIRER (electromagnetlc waves * EM Waves ) 3 5503t
3 sT{'E} ;F::;' %‘H,’*II?’?F%H-F?FE‘BQ\ /,;{1‘7], ,_fﬁﬁ@

3

4
B B A AT PR o e AL R RT AR R
‘ﬁﬁtﬁﬁJiw#M?“*m%F%% R
B S B L5 A3 i

T Ae IR i’;l et jcj’if,f.,gé °

)&\

=
\4
X
o
b
s ]
= »
o

n ZI“ p::

THABIRB e TR EE G L > REGR
Aovmm v T BER RK o BE T EESE (electromagnetic
environment » EME ) = % » # & ¢ &£ % 3 § 3¢ ( electronic
intelligence > ELINT ) ~ i % - 3F ( communication intelligence °
COMINT ) % & .1F4F (signal intelligence » SIGINT ) A p 7 F B
T At WHENBRET AT REAT N BRI S
P AR RF FleniFEEEa T o HRT I FREE
L AR ORI R~ § 2 R kRl Rk T

—~EFAR

PEIRFR A A B s IR AR PR F e B P R R 5
CUEER B 51%‘55-‘”'31‘5\57?%%;: ol LR T RE BT
e A wFgE (R MR g s {o g RT HHE (radio
frequency RF) f B & ik ﬂ#’ oo SR RSN g

| (command and control » C2) k%t - & H 42 & p & jE ¥ (target

KR
ﬁ

‘é’y“—w 4

! Purabi Sharma, Kandarpa K. Sarma, and Nikos E. Mastorakis, “Artificial Intelligence Aided Electronic
Warfare Systems- Recent Trends and Evolving Applications,” IEEE Access, Vol. 8, 2020, p. 224762.

2 “Electronic Warfare (EW) Operations,” The Lightning Press, https://www.thelightningpress.com/
electronic-warfare-ew-operations/.

3 “Electronic Warfare: Bring the Storm,” BAE Systems, https://www.baesystems.com/en/productfamily/
electronic-warfare.

63



IS

acquisition) v P #sz# (targeted attack) it 4 o F & 7 AR5 T
F I R R f A SR AN > HRENRERRL G G
o TPt o ¥AIC IR P E 0 2 B AT F I HE o

13

—

=" %%Fff‘%ﬁ

BTy WEMG T TN R L0 AR KWL
? % 7 e M (electromagnetic spectrum © EMS ) iz e B2 5805
Bl 0 4o i{;ﬁ 27 gk K48 & (pulse repetition frequency »
PRF ) st &R T g F R % (frequency agility » FA) - #-%
B #a& EU%$ﬁﬁw;%%*4;ﬂ11 PR P B o sy R
MHEFTHEAERTF FlfeF S5 2 2T b (electro-optical/
infrared > EO/IR) % 7 & 4] » g A B ~ LS foEK & o F 2eeny
T L T A BN TRy 4 A AT A o Nl DR o

-~ TFARHAERBIN GO

TEFREFT R A S B Ao B (softkill and hard-kill

SK/HK) - ?41%%@&%%’??U#%ﬁﬁﬁ%$ﬁ%%¢
WE G R e M FF S RELA I 1 ¥ T4 oo
kFEHENLPDEEF R F §G S EE (high-speed anti-radiation
missile * HARM) Rl # T Bk f5 84k » e £ G P gd
(WAL g2 ) ~ b B2 (f4 THE2 ) 28T 2
2+ 3% (jammer) - v £ - &7 ## & (physical destruction)
AR A E 6

%R A E  F SRR A R R R

Chairman of the Chiefs of Staff, Electronic Warfare, JP 3-13.1 (Washington D.C.: Joint Doctrine
Publications Office, February 8, 2012), pp. viii, I-5, I-6 and GL-8.

Massimo Annulli, “Defensive Electronic Attack,” Emsopedia, https://www.emsopedia.org/entries/
defensive-electronic-attack/.

Maxwell Goldstein, “Electronic Warfare 101: Understanding the Basics and Applications,” Grey
Dynamics, April 6,2023, https://greydynamics.com/electronic-warfare-101-understanding-the-basics-
and-applications/.

64



(airborne EW system) ®_A. % scdy IR B x & § > T 7 A
e R B GBS R TR EEF > R PR R
BP#RP-— BIEROT T FHEEE o Fu 4 r 4 1 E (artificial
intelligence » Al) g * {8 > 'R F B ;i 0¥ TR p R
B3 Bl B A BG T3S 2 o TR R ARSI HAT S

PR F MM LR A S AE O BRI R A

THICHLE R EIEL R T ﬁ“ﬁﬁﬁvfrﬁﬂ“ﬂi =K
AR AT REAM R Y o PR A Ep e 87
HAERPE A TS 5 0 TFF e DG e L R
i BT B ﬁ’;ﬁﬁ,iﬁ o R A A EEMET S # 5 ( manipulative
electronic deception » MED ) ~ ¥4 3 3 ﬁth;Fn ( simulative electronic
deception » SED ) ™ %2 # 7 £ § F # E;Fn ( imitative electronic
deception > IED ) = fa#-5¢ o T AR sy BHEIANEL PIE T
G EEULE S SR . O el Rl S E R

F g s e 2 10

3

h
W

TR T LA

o U F {g bt It E P T kKo
-uaéﬁ%iﬂﬁg%ﬁgﬁﬁﬁo

AN FLEINE LIRS

o @ YA IEEA RS FEOFETE LR (VW GES A #
HiE)

CET FA N ES AT

John Keller, “Air Force eyes artificial intelligence (Al) and machine learning for cognitive electronic
warfare  (EW),”  Military +  Aerospace  Electronics, September 14, 2021,
https://www.militaryaerospace. com/computers/article/14210232/artificial-intelligence-ai-machine-
learning-electronic-warfare-ew.

Electromagnetic Warfare Divisions, Electromagnetic Warfare and Electromagnetic Spectrum
Operations, AFDP 3-51 (Montgomery, AL: Curtis E. Lemay Center, July 30, 2019), p. 20.
° Operational Terms and Graphics, FM 1-02; MCRP 5-124 (Washington DC: Headquarters Department

of the Army, September 21, 2004), p. 1-68.

10" Army Publishing Directorate, Electronic Warfare Techniques, ATP 3-12.3 (Pentagon, Arlington,
Virginia: Headquarter, Department of Army, July 2019), p. 6-1.

65



4.¢

BRI IR e gt A A I/ R S 5 I M
BEaZd o i TF ﬁﬂiﬁi%&ﬂ;?@il:}% ’
B LI HETRBAE & Pt
'% 0 (degrading ) # a¢ 2 B (neutralizing) %A@ P4 o
TRETHEOPITE D 0 A BRI S Y TET
ek R o R IIA AR sy BWEIR IR KSR EAR o
+ 4 E T

o jj“}l;@f};:i
E2NEELRTEL
B b oA J)a Rt 7

i M
MArk 1

1~ Tk TH MBS - F 2R B o

&

X *

32T

( standoff jamming >

AL TR 4R )

Fod BLIE ' K A EMSE (T
o £ qogmd] kB B PR K A 4R
HiFe 3SR ILL- PR
2B PR R o R AT
XM A RFE P AR
R A R MA PR
kﬁaﬁﬁ%rﬁﬁo

A-

B ty
ﬁﬁw%:@

i
&*@ﬁbﬁ
P M 4 3
Tl I
G § e

Er ) Bl EET SR & \J%z% T AL R
(escort jamming ) <A x Afer B —'%/T# oo g & | EREH N
AR BEAE S o AR o Ffod 3t s 3 5
ﬂiﬁ P % ,fi e

T o
ZLAE+ 3R FH- BETAESF o v AEAFE | RE R L
('spot jamming ) Bl et > 2 ¢ FHEZEP RS | H D SRR
c R ERFTOITF RPN AN | R BB

S HF A TR TR BB

¥4 iﬁ*rg o

AR+ TR &i‘::}-ﬁr}{;;%!\« BAE W | g s

( sweep jamming ) AR TRAFE S (44 F A0 qij
Mq}PLﬁ Q*ﬂ;ﬂ#“’bf["m‘ﬁ;ﬁ_r‘?a%]’ —r‘aﬂ-a};Fl’\%a[fr
FHEMSody TR 0 FRRF | R LHE Y
et o o

P+ FHEEHPE > b ¥ - BEER | T - S

( barrage jamming ° A PR R A BAS B A | 5 BAES o

A AETEETE D

BESIERE ECRE

%{kﬁlﬁﬁﬁﬁiﬁﬁﬁ
ﬁw¢ﬁ$o%i%%ﬂﬁ$*ﬁ
TR RS FlEH T HE DK
BRI TR SFFFESN

66




BLF R BAR Y o e R W R
REW 3R & { 4217 P g fid o
RIS FAALRPII S PR | Ve e
(follower jamming ) Yot BHAERFHE B FIF B
R BT ® Y B~ P
FfrdF g+ 4R EW A B RS @

TR P AR ‘f“iﬁfé * e

o

i

w

#EF lﬁfﬁ‘lﬁﬁ; rﬁ“;&:%ﬁa%_ » 1
T LR 1
3% P RO R 0 d R
T2 A et bk 0 B B
VR 3 K U S
R TR TR PR TR T
488 % LR o

L kR ¢ Army Publishing Directorate, Electronic Warfare Techniques, ATP 3-
12.3, pp. 6-8~6-10.

BE-REIRBIGTEBDERE

ArB T RGN T IR R BRI BB RS
B e KEOPRL 2 L GF 2o f P4 S R
ﬁﬁl%ﬁi;uagy%iﬁﬁ%ﬁﬁﬁiz%%@%gﬂﬁﬁ

by WS R g 4 o
— - RBIM BB

BB osTAy WA 2 B E Y AR E D o R4 R
A o B E B iR L EF AR G IR IS
MRRCCE L SRR LR AU S
Fla 5 P w A LEART I PEA A FI R F e ni0R
FEEUE AR B BEES 4 0 LR A B

%gﬁﬁﬁg§¢H;4,—%ﬁjﬁﬁiﬁﬂ%%#ﬁmiﬁ°

1

S REBERERT RN

THAFI - RO RAEHTEAE DT ) A B

67



hiFds o gt — oy A F R o T 0 AR s BRIV N L F
EARR Pl T S ae a4 o B R B T
gi*ﬂﬁi%Oﬁﬁgw%ﬁﬁgﬁﬁﬁ*”%m+ﬁéj/
FoRuafmiedmpd st IpEyR o R 23 pEREF &
%%W?ﬁﬁﬁéiﬁ%ﬁJ

"ﬁ

= -ETHEFTpHE=ALE

TAPEHAY AR IR Py s XA o7 ie
?%{%%%%§é£%%°uﬁ{@ﬁ?@ﬁ%3ﬁ’ﬂ“?@ﬁ
REEERRA L A AR R R TRAREPE G

/// -

R AR sy e el B AR EmE T "g;#”:jﬂ T

-

FIUERS o 57 RER F P EIOTE 0 AR sy BENRRERER TS
iz < 4 W o> i & > kAL ——
3o

@

R PR 2 AR ME 2o S HET R R
BIEREE S MRS R TLS F AR R }_{L@‘-i?‘#pﬁ:"t’
Flae 4 R AR BEe PG RE T g 4 o o FEEH
Vi LS ALl E R S N LR R

,.3

<

ﬁr

% -~ T B M # ¢ = ( electromagnetic spectrum management >
EMSM) -~ T &k % %4 4] (emission control - EMCON) ~ T & &
#z ( electromagnetic shielding ) ™ % & F 3® &% ( vulnerability

assessment ) % o
w >~ BB TRES

Fehy QB S 0 SN el e IP L § A DI ROH P R
Fﬁ‘J%%@’glgﬁaﬁ*mé’a’l%gé ’_E"};‘Z Eiﬁ\iil/‘?‘??i

""" Electronic Warfare Fundamentals (North Virginia: Nellis AFB, November 2000), p. A-15.

12 “Electronic Warfare,” Microwaves 101, https://www.microwaves101.com/encyclopedias/electronic-
warfare.

68



PSR L e SR PTS. PR N AT o) TR S £ Ay
Bz % md* 5 FHE (multi-mode seeker) 143 1t FF A
Poon kDRSOG4 S g I T L g e M
4 AS A B gE s BEE ke P EROERLE > Ha A
(Benefit-Cost Ratio» BCR) # % » 2% @ F 4 F

Sk
N

oA RREEIDHE

d 2 E R sy BENMF AL R LIt e F B
4 M,’E,‘f‘%‘é S AR EL O E o B Y sy HEIN R
ZERY ZHE (BAfeAA) iR a2 ™ > urikp 3
P BRPHS s m AR T oo pleh s BB sy
BHENBE D RFRETHRETIRAGEE R EFTIRATTRE
RpF i+ BT oy L I RIE -

E~%F

AR #oip (distributed kill) ehpg g @ 2 F 130 2 #0iE 2en
P fode 2L )75 (sea control ) enp &> Ma a1 T A4t &
B eha 4 g o 2R /75{?3 & % 58 P-4 (fast attack craft, guided
missile » FACG ) B s 5 ¥ 52 e T & 4gfe & | ( distributed
deployments ) v " 4~ & & # | (splitting attacks) - p#* it 47 8 65 12
Fgp x> bR () FIEL 0 g
S ALE WP rT ) A RNFR o

d s g 2 mﬁ&miiﬁ%’%ﬁﬁﬂii§%iﬁiﬂ’
%ﬁﬁ{ﬁﬁﬁﬁﬁﬂﬁﬁwﬂﬁ L RERL B o e
T NN {aﬁﬁﬁmwwﬁwm%%x/mﬁ FRT
TFE T ESA ) iEr > B E AR ST BN ppaE 2 RgE

13 Global Data Thematic Intelligence, “Electronic warfare: technology trends,” Army Technology,
January 6, 2022, https://www.army-technology.com/comment/electronic-warfare-technology-trends/.

4 T.S. Rowden, Surface Force Strategy: Return to Sea Control (Pearl Harbor, HI: Naval Surface Forces,
U.S. Pacific Fleet), p. 9.

69



S ER O F T A AR ST R b RF AR
BPiar 4 R BR A E B s ZMGFI T B {o¥ES 102 185 2
#;ﬁ%@mﬁﬁiﬁﬁ’fﬁ L RDEMR T FIRAIFES

B o8B B KT ) TR A R B s WAEIN R R A R
LA R B g R BRI e RFR G RES AR ER
feb B KR I diE AP TR -

iéﬁ%m%ﬁé%ﬂ%%@%iﬁﬁ%%ﬁi%ﬁi@ﬁ"ﬁé%@%4

R % 2F 3 RBAPRGEFTRA T TRy B oo A R FARE S

| s
5 /4

ik PEEERE Rk s BB 2R S ATA A ER S ¢ £ E T

70



Analysis of the Electronic Protection
Capability of the Coastal Anti-Ship Missile
Force

Hsin-Biao, Jiang
Division of Defense Strategy and Resources
Abstract

The lack of an effective electronic protection capability of the Coastal
Anti-Ship Missile Force (CASMF) may affect its strike power due to signal
jamming by the enemy. Therefore, as a sharp tool for coastal attack,
electronic protection capability should be given more importance. CASMF
should first understand the basic electronic warfare protection practices
related to the characteristics of the force, be fully cognizant of the threat
posed by electronic attacks on missile forces so as to understand the
inadequacies of its own protection capabilities, and then look for ways to
strengthen electronic protection capabilities. Possible measures include
improving mobility and utilizing hit-and-run tactics to ensure strike power
and increase survivability; improving the electronic protection capability
of the force by fully utilizing the capabilities of its own equipment and
through friendly support and cover; strengthening physical security,
communication security and system technology planning capability to
provide electronic protection; improving the anti-jamming capability of
missiles to increase the effectiveness of missile attacks. It also provides
soft and hard kill security protection through sea-based and land-based air

defense forces.

Keywords: Coastal Anti-Ship Missiles Force (CASMF), Electronic

Protection, Electronic Attack
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