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31



FRETE > FITFLIRABRIE A BB EFER

ARELORBHEIRNDGIZTIPF AL > 2T A ERE S
fiEie (o] » L FEES FRG HARE { ol R B

31
SR ARRPHEEF RS KT g RO

AT+
BE% e G TS FRERGE 20 LEDS CRER > X H
# & L E $ k5 (Jonathan Greenert) F #-ik4t 17 T T i

# | (electromagnetic maneuver warfare » EMW ) e 37iTHR{L 4 ©
2014 & 3 " > He fRBREHNLRE ETREAP ) 2L R §
( Subcommittee on Defense Senate Committee on Appropriations ) #F 2
Phd o TREPER ) GHEE R AT R T pd B
Booo fo PR R A gt p R e OBR AR  Z R E A AP TR
BAE R O R E e g B d AR BamikE Y 2 i
PITRMARRF R A SR PE* TRFRI-ER 2 F L2
R F R T S ok g4 g I@%}?ﬁvﬁn v R EHTE
P2 F TREFERFESEA R = > il 71
ﬁ%ﬁﬁﬁﬁ%ﬁﬁéiﬁﬁﬁgi?4ﬁ%2 éﬂ%ﬁ

v [e]

e
1

11

E-ARABET TR Em EER

MET G TS EE 72 YTRE FRBEP v G [R0R
+ER PR EBA RS w0 7 T4 F (wider frequency
bands) ~ M# FEE v F LB (frequency diversity ) ~ 4§ fe e
WHEHERTER TBETRIE o HTE P FETHR ERA
BT E BT F ER AR RY > FREF R MATHT S

S A #0707 F+ % ) o ( ¥ & F F#F ) -
https://www.baike.com/wikiid/40399755008959592617view_id=1vhbser85aww00 o

10 «Statement of Admiral Jonathan Greenert U.S. Navy Chief of Naval Operations before the
Subcommittee on Defense Senate Committee on Appropriations on FY 2015 Department of the Navy
Posture,” Subcommittee on Defense Senate Committee on Appropriation, March 26, 2014,
https://www.appropriations.senate.gov/imo/media/doc/hearings/Adm%?20Greenert.pdf.

W E e E T I3 R P EFiE )  (HFEyp)y»209 &# 1 2 25 p >
https://www.sohu.com/a/291523484 465915 -

32



FRMAS Y BFAT Y BT I ERES - TP 8

7

A M B TR R R
— ~ E2D {7 ¥4 ANALQ-217 TF 2 #3fh etk it 5

AN/ALQ-217 2 & BRI B A R 7o B FHp 0 5
F R oL =52 0N B B2D % BRI LF R 0 122020
E 17 FRBEARS A F RS T &7 (Lockheed Martin) £ %7
4300 5 £ ~ & % > % %% ok ke M3 w ( combat
identification » CID ) % #1212 X &2 Fn /w4 H < (active front
ends * AFEs) &7 &2 > %’ﬁ i E-2D AR BT S aurd @ 7 e A
FAETRT RSB R IREFRPEPLET IR

IE'J o 13

s~k mfEST FAERB KL FE (Surface Electronic Warfare
Improvement Program, SEWIP )

o4

LLL"\“:"L% AN N A S R P AN (blOCk) ERTY
AN/SLQ-32 § 5 e j subic » M 2 B4 { # T 5 TARS 5

4 o P ez R uiz,@ﬁ%Amﬂmwzé
SIS AL (Iw’“ﬂ“aﬁﬁ CE R R 4R
W) LA (A R ERUEE B RARM L R

R(FE AT IRAA XA (F 2PN 4) 2020 & 11 2 p o
https://www.secrss.com/articles/26679 -

13 «U.S. Navy Awards Lockheed Martin $ 43 Million Contract Modification For E-2D AN/ALQ-217
Electronic ~ Support  Measures  Upgrade,” Lockheed  Martin, January 14, 2020,
https://news.lockheedmartin.com/us-navy-awards-lockheed-martin-43-million-contract-
modification-e-2d-an-alq-217-electronic-support-measures-upgrade;  “AN/ALQ-217  Electronic
Support  Measures:  Unparallel  Support for the  Warfighter,” Lockheed  Martin,
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/electronic-
warfare/AN-ALQ-217-brochure.pdf.

4 AN/SLQ-32 T F (T8 4330 1970 # A AW L EWBEHET > AR+ 0 GHRESH R -G
LAt~ R AR E R R oy fET o gt SR E g REPR G TR Y > TS ERE S
BiFA ? IP T e (T > 2§ d ﬁe"g\ﬁ%f’rﬁ‘?ﬁ'_ FEFLpdS 2P BT

15" Sally Cole, “U.S. Navy’s electronic warfare modernization effort centers on COTS,” Military
Embedded  Systems, September 3, 2015, https://militaryembedded.com/radar-ew/sigint/u-
modernization-effort-centers-cots.

33



B) BRI AN R PR F R R P

B A ARk B e bR T R 4 o 16

B R THHELRB RS v i@ ibiEE | (Netted

Emulation of Multi-Element Signature Against Integrated Sensors,

NEMESIS ; f# T4 thddd ) 3+&"

j‘ui RiaE 33 TR > THRAAH | HEGERE RS 2PN
bRk 1 > H#a E L N ;u i f%ﬁ%@ﬂi\‘.gj‘j@%ﬁ%i;;
FPHEEFE BEFFEIRBE IR ARBEOPBEI I H - HHIK
A R P LR PR P TR A S g e 8T
RAd | fMEFHRE KRBT I IRESL B EL TS
EHR L P SR N B R TFEOBE S ARSI ¥
Fe A SEPR PR P B > hoseHF o Pl 2 o )b kMR BET ST
BeerEr d Bren T A AR THA R TARL TRT -

ERPEL E R o

NS -

Tralli}'gjxif:r\% E‘f’l)é.]fé‘g‘"% vk iﬁ],@ﬁﬂ BIJ”TjF ’}7}_};5]15 r;,:‘l—ﬁ:"
A g Tarad] ) 23 PR kS bldos R F-18 Risiemen T p
#REE EF 4], (adaptive radar countermeasures * ARC) 203 %8 B

16 “Surface Electronic Warfare Improvement Program, U.S. Navy Office of Information, September 20,
2021, https://www.navy.mil/Resources/Fact-Files/Display-FactFiles/Article/2167559/surface-
electronic-warfare-improvement-program-sewip/.

TR ARAIRASIERFLFEAP Y > R B RDNERGF FHAEEE > N
1 ¥+3 ¢ (National Defense Industrial Association, NDIA ) #y#i0% 15 B & & f 582 1 42 i
€k Tt E A~ B s B #23 (Disruptive Naval Technologies) &7 ff $F3.p - 4 2
Bob Smith, Director of Disruptive Technologies, “Disruptive Naval Technologies,” in NDIA 15%
Annual Science and Engineering Technology Conference, College Park, Maryland, April 9, 2014,
https://defenseinnovationmarketplace.dtic.mil/wp-
content/uploads/2018/02/NavyDisruptiveNavalTechnologies.pdf.

18 “The U.S. Navy completes the “UxS IBP 21 exercise at the San Diego Naval Base in California,”
MINNEWS, https://min.news/en/military/6bb333fe02c47dd7ac85ca5cfd09ea98.html.

19 Brett Tingley, “The Navy’s Secretive And Revolutionary Program To Project False Fleets From Drone
Swarms,” THE DRIVE, November 7, 2019, https://www.thedrive.com/the-war-zone/29505/the-navys-
secretive-nemesis-electronic-warfare-capability-will-change-naval-combat-forever.

20 John Keller, “Leidos to develop electronic warfare (EW) adaptive radar countermeasures software to
protect F/A-18 aircraft,” Military +  Aerospace  Electronics, August 28, 2020,
https://www.militaryaerospace.com/computers/article/14182542/electronic-warfare-ew-adaptive-
radar-countermeasures-fal8.

34



BHRAEBA-ISCGE F BRI RE LS 3 EN T 7+ (TR
7 % 8% | (Behavioral Learning for Adaptive Electronic Warfare -
BLADE) g 7 a2z TE g3+ II%t:P‘ %5 | (Reactive
Electronic Attack Measures * REAM ) 2% 45 - ff85" % 5887 ¥ » £
Rt IRt 8P EFYE A 2FEFRE2HFERTL ST TR
( Cognitive Electronic Warfare ) it # » Zig#-4c -7 F (TR G £ &7

el Fdlaow BERF o R BET T ITR- BT R

.ﬁﬁa%’téﬁﬁwmﬁafafsa

3
FAF L GERTBAR Y U TS TR

W
'J%ﬁﬁﬁa@tW@mxﬁﬁﬂorrt?*%Jﬁ:’é@
AWE g s > 23 TR F2 B L EFH~ I
f B TR R ﬁ%i@ﬁ%ﬁ%%lﬁ?&:%,’i*nﬁw

o ksd MEFNEP L2y 3+ 4 % (Defense Advanced Research Projects Agency, DARPA )

BB ea 2R Charlotte Adams, “Cognitive Electronic Warfare: Radio Frequency Spectrum
Meets Machine Learning,” Avionics, https://interactive.aviationtoday.com/avionicsmagazine/august-
september-2018/cognitive-electronic-warfare-radio-frequency-spectrum-meets-machine-learning/;
“Behavioral Learning for Adaptive Electronic Warfare (BLADE),” Defense Advanced Research
Projects  Agency, https://www.darpa.mil/program/behavioral-learning-for-adaptive-electronic-
warfare; Mark Pomerleau, “AFRL seeks cognitive electronic warfare research,” Jul 12, 2016,
C4ISRNET, https://www.c4isrnet.com/c2-comms/2016/07/11/afrl-seeks-cognitive-electronic-warfare-
research/.

22 Gerard Frawley, “Upgrading Electronic Attack Capabilities on the Growler,” Defense.info, July 10,
2019, https://defense.info/defense- systems/upgrading electronic-attack- capabilities-on the-growler/.
B oA 3 IrReab A AR A "‘alp iR AR R mlé ¥ g 3 EEEE T p B s ug o B 1S

L‘ﬁggggn BALIFEREZRT > wit- HhgFE F#J?%FF?FJ#V" %2 @ Joseph
Trevithick, and Tyler Rogoway, “Cognitive Electronic Warfare Could Revolutionize How America
Wages War With Radio Waves,” THE WARZONE, July 7, 2020, https://www.thedrive.com/the-war-

zone/34606/cognitive-electronic-warfare-could-revolutionize-how-america-wages-war-with-radio-
waves; and “Cognitive electronic warfare,” Australian Government Department of Defence Science
and Technology,
https://www.dst.defence.gov.au/sites/default/files/publications/documents/DSC%202035%20CogEW
%20Fact%20Sheet%20PRO.pdf.

35



AN

CALE R - BEBE . RPN M R S BH 2 SRR 0 T

FAERBPIRFTALT > Fht BRREHRTIE S
TEF RS PRERS S E LS CRMATE R R WA R S
P Ak

J

T3 (rgken ik SRR F , (game changers) ° %z
%ﬁﬁ%%ﬁﬁ@%’%ﬂﬁﬁ?é-% LA Rl S
tERF P A o A 5 R TR fef B iR o

A EHEY Y S A FREFHERGE AL AL RIHBE AR X
PETRRAPRE S TR THEET R - ARFEFAR S P RES R

B e s B L

36



US Navy Electronic Warfare: Current
Development and Future Perspectives

Wen-Chung, Chai

Division of Defense Strategy and Resources

Abstract

Electronic warfare refers to the use of electromagnetic energy to
exploit, deceive, or attack enemy forces and equipment. Electronic warfare
aims to disrupt, disable or neutralize enemy radar systems, command and
control nodes, and intelligence, surveillance and reconnaissance
capabilities through various electronic measures and means. Strictly
speaking, the origins of electronic warfare can be traced to World War I
when direction-finding equipment was employed. During World War 11,
electronic warfare made notable progress, with new techniques introduced
to the naval warfare domain, including radar jamming, noise jammers, and
aluminum foil, etc. In the Cold War era, as the US Navy stood up to the
Soviet military threat, more sophisticated equipment appeared and was
deployed, such as deception jammers, chaff and flare dispersers, radar
homing and warning receivers, anti-radiation missiles, and IR warning
receivers and IR jammers. In the foreseeable future, as naval operations
face a contested electronic environment, the US Navy will focus on
cyberspace operations. Through artificial intelligence and machine
learning assistance, US Navy electronic warfare capabilities will reshape
and transform traditional electronic warfare into a new concept and
domain, that is “Cognitive Electronic Warfare.” Consequently, the US
Navy will be better able to respond to emerging threats and gain the

advantage in electronic competition.
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