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Rz E CMMC 403 & p %> RIP B ER K TR &bk 'k
FRAIREA - OF T RFPAE S & RA KT S22 EREP
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FIFTA > RRF RO FRAEFEANBRE B E - T

P AR 0% 2 BRI R PR T JR S T 05T
FrERPPLER > #HPRAFELPFTIEE - LAF - E 2w
WP LEZFTIEORET XIS -
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¥ HR P & ss CMMC #4103 B > = 2 4 - Bd sefpddd
(Government Driven) 3 #rc il P R TE RN Fhfa . £F
+ > & SolarWinds s E 21 p o gk a4 Aid & F RER

I “SolarWinds Cyberattack Demands Significant Federal and Private-Sector Response (infographic),”
Government Accountability Office, April 22, 2021, https://www.gao.gov/blog/solarwinds-cyberattack-
demands-significant-federal-and-private-sector-response-infographic; (£~ F% ¥ & — % RRX 2
& PING ?f%a‘ﬁ VAN 1 ]‘\E’rﬁfﬂﬁﬁf#: T AL ~ A B 0 SolarWinds % st ) » (Art of Cyber
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FREFE - 15#EH (Flrst fully articulated strategy in 15 years)
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% CMMC 3ad> 1 (F2 4ok de B BB 2023 £ 3 1 5 BAILE D

+H TR < > K% | (National Cybersecurity Strategy ) °
Lit- A4 0 RPN RO RS 2l RE e
g+ o3

23 LT Z o @ SolarWinds »+ 2020 # 4 ~ % 0 51 B
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&‘W%@ﬁﬁiﬁ%iﬁﬁﬁ’%ﬁ*iw“*+4éﬁi
1yiﬁiWﬁfﬁt R R st > 0 A H R J%ﬁﬁ“%
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Investigations » FBI) % & ;* % (Department of Justice > DoJ) % F¢ F
B Efr- B g4h@ 0 OF BT & R E o s

R ¥ & ¥ (state-owned enterprises) -~ § 4

(intelligence services )
o @ ( private companies ) % % % 3 ( researchers and graduate

students) % 4 f - RAE HERLABBRAHAAMEN  2FXE

War) » 2020 & 12 * 18 p - https://www.acw.org.tw/News/Detail.aspx?id=1164 -

2 “National Cyber Strategy of the United States of America,” The White House, September 2018,
https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf;
Terri Moon Cronk, “White House Releases First National Cyber Strategy in 15 Years,” DoD News,
September 18, 2018, https://www.jcs.mil/Media/News/News-Display/Article/1643010/white-house-
releases-first-national-cyber-strategy-in-15-years/.

3 “Biden-Harris Administration Announces National Cybersecurity Strategy,” The White House, March
2, 2023, https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-
2023.pdf; and https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-
biden-harris-administration-announces-national-cybersecurity-strategy/

4 “SolarWinds Cyberattack Demands Significant Federal and Private-Sector Response (infographic),”
Government Accountability Office; (& +* FXF 2 —ZRFI X 230 F %f %;}F, Lo B R
iz TR AL ~ A B 0 SolarWinds ¢ 5t) > (Art of Cyber War) «

5 Catalin Cimpanu, “FBI is investigating more than 1,000 cases of Chinese theft of US technology,”
ZDNet, February 8, 2020, https://www.zdnet.com/article/fbi-is-investigating-more-than-1000-cases-
of-chinese-theft-of-us-technology/; “China Initiative Conference,” CSIS, February 6, 2020,
https://www.youtube.com/watch?v=M1dtxt82HFE&ab channel=CenterforStrategic%?26International
Studies.
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ﬁ’Jﬂ#%ﬁ*ﬁima’@%fJﬂ#%%ﬁ%%%@?%%
g s g

Ft 0 B A 2 0 F RO 0 CMMC #4158 1 & ehif:
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21
(unclassified ) - i iz H & 2 4 & A3 pofoe X 0 3 g 3 2L =R

*ﬂ%

% & J= 3 (nonfederal systems & organizations ) i 17 78 < F| ¢ 43

¢ “The Department of Defense released the Fiscal Year 2020 Industrial Capabilities Report,” Office of
Under Secretary of Defense for Acquisition & Sustainment, Department of Defense, January 15, 2021,
https://www.acq.osd.mil/news/office-news/indpol/202 1/dod-releases-industrial-capabilities-
report.html.

12



(identified as needing safeguarding ) 4p B T3 > M EE T MG £ RE
sz % ExecutiveOrder 13556 H 7 ér 4 » PAr T & 5 T K42t e o4
%% % % 7 3 (Controlled Unclassified Information > CUI) - 7% 12 B~
RFC IR A h T rUp 3 @ % (For Official Use Only >
FOUO ) | & T &z g fe 2L B & 4 % % % % ( Sensitive but
Unclassified > SBU) | & F 2 ¢ 243> 3% (marking) ; - &
Lo CUL 4 ¢ B A B frakou §
information > PIl ) ~ % ¥ & 4 1

information > PBI ) ~ 2L & & #f % % & % B ¥ F 3 (unclassified

2t ( personally identifiable

| ¥ 3 ( proprietary business

technical information > UCTI) > 12 2 E & &5 4|3 (7 chag g F

(law enforcement sensitive » LES) %

Bt %7 CMMC #4]60p 0 A G 5 1 BB =R
g > FEREF RE e o TS T, (Federal
Contract Information » FCI) > ' #F 3 3R] P & 0 (BB 2R 4R PR

1) (Federal Acquisition Regulations > FAR, under Title 48 CFR) %
52204-21 & » SRR L K (TIEAT 0 B9 KO T R &
R A + 2 4 Fefy (provided by or generated for the government
under a contract) CEFTEAEHEHASERI DTN e PR
Fiz 2 445 (R&D requirements and product specifications ) ~ & &
10 B ¥ 5% (Products or business activities) ~ 473 F 3 (Financial

information) ~ fL k% < ¥ 2 743+ 3% (Client lists and marketing

TEREREHE TR L s g EaT N, (CUI) S FREE FHRE 7 2T 0T X
FlenE b 4 1 % YL Executive Order 13556 Frch L (https.//obamawhitehouse.archives.gov/the-
press -office/2010/11/04/executive-order-13556-controlled-unclassified-information ) ~ & 34 % &

% 4F =k (NARA ISOO National CUI Registry, https://www.archives.gov/cui ) ~ % 2872 2 (32
CFR Part 2002, https://www.ecfr.gov/current/title-32/subtitle-B/chapter-XX/part-2002 ) ~ & F# ¥% 4p
B F 2 £ p (DOD CUI Registry, https://www.dodcui.mil/Home/DoD-CUI-Registry/, DoDI
5200.48, https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520048p.PDF and DoD
Manual 5200.01, Volume 4, https://www.dodig.mil/Portals/48/Documents/Policy/520001 vol4.pdf)
F o

S PSR (I ng p R R] (Federal Acquisition Regulation, FAR )) 48 CFR 52.204-21 “Basic
Safeguardlng of Covered Contractor Information Systems,” ACQUISITION.GOV, General Services
Administration, https://www.acquisition.gov/far/52.204-21
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BiEiE- @ ¢ W42 % (National Defense Authorization Acts >
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% , ( Office of Under Secretary of Defense for Acquisition and
Sustainment * OUSD/A&S ) | % H #7/§ %}31‘# RIS R R
£ | (Defense Contract Management Agency » DCMA) {1 B 38
"F 3£ | (Chief Information Officer » CIO) 7%= % f # # 4] 2 &
Pl ind o

RFFIRX fpfs > ETAET LT idad o h (TN
Al — R I» 3 47 . %) ( Defense Federal Acquisition Regulation
Supplement » DFARS ) 4p M % &5~ dug * 2,2 7% B
DFARS % 252.204-7000 & "m0 & g F4h@E , (Disclosure of
Information) % 252.204-7012 & > %>+ 2019 # 12 * & S WA 2375
B TR TR TR ¥ ®waR ) (Safeguarding Covered Defense

-ﬂ\i\«

Information and Cyber Incident Reporting ) g+ p 7 » 020w (% %

EERE S A IR kst iR A 4o TR RAR N EREE

O FE ¢ Jad 2 CMMC #8418 (T4p b 0 E & 7 324802 %% % ¢ 35 FY20 NDAA, Section 1648
“Develop a Comprehensive Framework to Enhance the Cybersecurity,” FY21 NDAA, Section 1738
“Communicate with and Provide Assistance for Manufacturers in the Defense Industrial Supply
Chain,” FY21 NDAA, Section 1742 “Cyber Security Practices (CMMC) Capabilities”.

10" “Safeguarding Covered Defense Information and Cyber Incident Reporting,” 48 CFR § 252.204-7012,
eCFR, https://www.ecfr.gov/current/title-48/chapter-2/subchapter-H/part-252/subpart-252.2/section-
252.204-7012 (new); https://www.govinfo.gov/content/pkg/CFR-2018-title48-vol3/pdf/CFR-2018-
title48-vol3-sec252-204-7012.pdf (old).
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# )

TEARRAREETHEME T RF T2 T2 B0 ReEaFT  (CUL) WH2 2t 27
R e w4 & NIST 800-171, 172 & 5] # 4% : NIST SP 800-171 Revision 2 “Protecting Controlled
Unclassified Information in Nonfederal Systems and Organizations,” NIST, February 21, 2020
(includes updates as of January 28, 2021), https://csrc.nist.gov/pubs/sp/800/171/r2/upd1/final; NIST
SP 800-171A “Assessing Security Requirements for Controlled Unclassified Information,” June 13,
2018, NIST, https://csrc.nist.gov/pubs/sp/800/171/a/final, NIST SP 800-172 “Enhanced Security
Requirements for Protecting Controlled Unclassified Information: a Supplement to NIST Special
Publication 800-171,” NIST, Updated February 10, 2021,
https://csrc.nist.gov/publications/detail/sp/800-172/final; NIST SP  800-171B(draft)“Protecting
Controlled Unclassified Information in Nonfederal Systems & Organizations: Enhanced Security
Requirements for Critical Programs and High Value Assets,” NIST, August 2, 2019,
https://csrc.nist.gov/Pubs/sp/800/171/b/IPD.

12 “Strategic Direction for Cybersecurity Maturity Model Certification Program,” Chief Information
Officer, U.S. Department of Defense, November 4, 2021, https://dodcio.defense.gov/CMMC/about/;
https://www.defense.gov/News/Releases/Release/Article/2833006/strategic-direction-for-
cybersecurity-maturity-model-certification-cmme-program/.

B2 RFE CMMC #4122t (BN B — R 348 2 2. (DFARS)) #73 i% chif > &
3% 1 “Notice of NIST SP 800-171 DoD Assessment Requirements,” https://www.ecfr.gov/current/title-
48/chapter-2/subchapter-H/part-252/subpart-252.2/section-252.204-7019; “NIST SP 800-171 DOD
Assessment  Requirements,”  https://www.ecfr.gov/current/title-48/chapter-2/subchapter-H/part-
252/subpart-252.2/section-252.204-7020; “Contractor Compliance With the Cybersecurity Maturity
Model Certification Level Requirement,” https://www.ecfr.gov/current/title-48/chapter-2/subchapter-
H/part-252/subpart-252.2/section-252.204-7021.

4 “CMMC FAQS,” Chief Information Officer, DoD, https://dodcio.defense.gov/CMMC/About/ and
https://dodcio.defense.gov/CMMC/FAQ/
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15 “FAR 52.204-21 - Basic Safeguarding of Covered Contractor Information Systems,” Acquisition. Gov,
General Services Administration, https://www.acquisition.gov/far/52.204-21
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16 “Welcome to the Defense Industrial Base Cybersecurity Assessment Center Contractor Resource
Page,” DCMA, DoD, https://www.dcma.mil/About-Us/; https://www.dcma.mil/DIBCAC/

17 “The Cyber AB, About Us,” Cybersecurity Maturity Model Certification Accreditation Body, Inc.,
https://cyberab.org/About-Us/Overview; “Ecosystem Professions, Assessing and Certification,”
Cybersecurity Maturity Model Certification Accreditation Body, Inc., https://cyberab.org/CMMC-
Ecosystem/Ecosystem-Roles/Assessing-and-Certification
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18 “Gain a Competitive Edge with a Joint Surveillance Voluntary Assessment,” KLC Consulting,
https://klcconsulting.net/joint-surveillance-voluntary-assessment/; Sara Friedman, “First CMMC
voluntary assessment scheduled for August as DOD ‘joint surveillance’ program begins,” Inside
Cybersecurity, July 28, 2022, https://insidecybersecurity.com/share/13748

19 “Current DoD DIB Cybersecurity Efforts,” Office of Prepublication and Security Review, DoD,
November 15, 2021, https://cmmctraining.academy/wp-content/uploads/2022/07/DIB-Cybersecurity-
Activities-Placemat.pdf
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20 “Defense Industrial Base Cybersecurity Program,” Chief Infomation Officer, Department of Defense,
https://dodcio.defense.gov/Portals/0/Documents/DIB%20Fact%20Sheet.pdf; “DCISE Fact Sheet and
Overview,” DoD Cyber Crime Center- DC3, https://www.dc3.mil/Missions/DIB-Cybersecurity/DIB-
Cybersecurity-DCISE/;  “DCISE ~ Fact  Sheet,” DoD  Cyber Crime Center- DC3,
https://www.dc3.mil/Portals/100/Documents/DC3/Products/Factsheets/DCISE/DC3-DCISE-FactSheet-
4JAN2023.pdf?ver=qUFUSGuVSAu0j Y CkDMK2Q%3d%3d&timestamp=1673446156286.

2l “DoD DIB Cybersecurity-as-a-Service (CSaaS) and Support,” Inside Cybersecurity, June 5, 2023,
https://insidecybersecurity.com/sites/insidecybersecurity.com/files/documents/2023/jun/cs2023_0124.pdf; Jacob
Livesay, “Pentagon highlights free cyber services to defense industrial base partners as CMMC rulemaking
looms,” Inside Cybersecurity, June 26, 2023, https://insidecybersecurity.com/daily-news/pentagon-highlights-
free-cyber-services-defense-industrial-base-partners-cmme-rulemaking.
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The Evolution and Progress of
Implementation of the U.S. Defense Supply
Chain CMMC Initiative

Raymond H.J. Huang

Division of Cyber Security and Decision-Making Simulation

Abstract

In response to global security threats and strategic competition
between the U.S. and China, the U.S. government is committed to
safeguarding its overall national economic interests and reinforcing the
critical capabilities and security of its defense industrial base. In recent
years, the promotion of Cybersecurity Maturity Model Certification
(CMMC) has been driven by a unified goal established by federal
government executive and legislative bodies. Its progress encompassed
various efforts, starting from the U.S. President's announcement of the
National Cybersecurity Strategy, then passage of congressional
authorization, delineation of clear roles & responsibilities for different
departments, formulation of cybersecurity standards, review & revision of
current administrative regulations, and intensive communication with
industry. They culminated with the introduction of an entirely new
framework and plan by the Department of Defense. The overall
implementation process holds valuable lessons. However, comparing the
scale of Taiwan's defense industry supply chain and suppliers with the huge
defense industrial base of the United States, collective exploration of how
to establish a constructive mechanism similar to the CMMC that aligns
with Taiwan’s industrial environment and national security needs requires

the collaborative efforts of diverse stakeholders.
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