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Geopolitical Factors Affecting Supply
Chain Security

Yisuo Tzeng

Division of Cyber Security and Decision-Making Simulation
Abstract

After the Trump Administration launched a trade war against China,
decoupling and de-risking through export control over high technology and
the Clean Network closely followed, making supply chain security a key
national security concern. Cybersecurity therefore became the top priority
in supply chain security, into which geopolitics jumped and became one of
the core concerns. As far as supply chain security is concerned, data
transmission, storage and computation must take account of related
persons, hardware, software, and locations.

US defense industrial base core enterprises have encountered
malicious cyberattacks and espionage aiming to steal commercial secrets,
thereby compromising the US high-tech edge. With China making no
disguise of its desire to copy US weapons through incremental piecemeal
intelligence collection, controlled unclassified information (CUI)
generated, transmitted, processed, and stored by federal agencies and
defense industrial base (DIB) enterprises has naturally been given high
priority in China’s intelligence collection.

Layered cybersecurity risk control rests on physical and virtual
locations of CUI generation, transmission, processing and storage.
Following the direction of strategy of denial, US DoD DIBCAC has
introduced Cybersecurity Maturity Model Certification, or CMMC, which
will require DIB enterprises to satisfy requirements for managing CUI

before bidding for and signing procurement contracts.



Keywords: Strategy of Denial, Supply Chain Security, Tech Decoupling,
CMMC
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Al — R I» 3 47 . %) ( Defense Federal Acquisition Regulation
Supplement » DFARS ) 4p M % &5~ dug * 2,2 7% B
DFARS % 252.204-7000 & "m0 & g F4h@E , (Disclosure of
Information) % 252.204-7012 & > %>+ 2019 # 12 * & S WA 2375
B TR TR TR ¥ ®waR ) (Safeguarding Covered Defense

-ﬂ\i\«

Information and Cyber Incident Reporting ) g+ p 7 » 020w (% %

EERE S A IR kst iR A 4o TR RAR N EREE

O FE ¢ Jad 2 CMMC #8418 (T4p b 0 E & 7 324802 %% % ¢ 35 FY20 NDAA, Section 1648
“Develop a Comprehensive Framework to Enhance the Cybersecurity,” FY21 NDAA, Section 1738
“Communicate with and Provide Assistance for Manufacturers in the Defense Industrial Supply
Chain,” FY21 NDAA, Section 1742 “Cyber Security Practices (CMMC) Capabilities”.

10" “Safeguarding Covered Defense Information and Cyber Incident Reporting,” 48 CFR § 252.204-7012,
eCFR, https://www.ecfr.gov/current/title-48/chapter-2/subchapter-H/part-252/subpart-252.2/section-
252.204-7012 (new); https://www.govinfo.gov/content/pkg/CFR-2018-title48-vol3/pdf/CFR-2018-
title48-vol3-sec252-204-7012.pdf (old).
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# )

TEARRAREETHEME T RF T2 T2 B0 ReEaFT  (CUL) WH2 2t 27
R e w4 & NIST 800-171, 172 & 5] # 4% : NIST SP 800-171 Revision 2 “Protecting Controlled
Unclassified Information in Nonfederal Systems and Organizations,” NIST, February 21, 2020
(includes updates as of January 28, 2021), https://csrc.nist.gov/pubs/sp/800/171/r2/upd1/final; NIST
SP 800-171A “Assessing Security Requirements for Controlled Unclassified Information,” June 13,
2018, NIST, https://csrc.nist.gov/pubs/sp/800/171/a/final, NIST SP 800-172 “Enhanced Security
Requirements for Protecting Controlled Unclassified Information: a Supplement to NIST Special
Publication 800-171,” NIST, Updated February 10, 2021,
https://csrc.nist.gov/publications/detail/sp/800-172/final; NIST SP  800-171B(draft)“Protecting
Controlled Unclassified Information in Nonfederal Systems & Organizations: Enhanced Security
Requirements for Critical Programs and High Value Assets,” NIST, August 2, 2019,
https://csrc.nist.gov/Pubs/sp/800/171/b/IPD.

12 “Strategic Direction for Cybersecurity Maturity Model Certification Program,” Chief Information
Officer, U.S. Department of Defense, November 4, 2021, https://dodcio.defense.gov/CMMC/about/;
https://www.defense.gov/News/Releases/Release/Article/2833006/strategic-direction-for-
cybersecurity-maturity-model-certification-cmme-program/.

B2 RFE CMMC #4122t (BN B — R 348 2 2. (DFARS)) #73 i% chif > &
3% 1 “Notice of NIST SP 800-171 DoD Assessment Requirements,” https://www.ecfr.gov/current/title-
48/chapter-2/subchapter-H/part-252/subpart-252.2/section-252.204-7019; “NIST SP 800-171 DOD
Assessment  Requirements,”  https://www.ecfr.gov/current/title-48/chapter-2/subchapter-H/part-
252/subpart-252.2/section-252.204-7020; “Contractor Compliance With the Cybersecurity Maturity
Model Certification Level Requirement,” https://www.ecfr.gov/current/title-48/chapter-2/subchapter-
H/part-252/subpart-252.2/section-252.204-7021.

4 “CMMC FAQS,” Chief Information Officer, DoD, https://dodcio.defense.gov/CMMC/About/ and
https://dodcio.defense.gov/CMMC/FAQ/
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P R Rt & FRIEEL - o
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2R3 B FAR 52.204-21 & #$7] FCI ¢ 15 % > #2438 »
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PE~d 5= ;;u;;v_%éﬁ’f#’l'-ﬁ"i ( C3PAO assessment ) » B/’
+ & NIST SP 800-171 % 22 INE £ » sug@»ah R 5 =

15 “FAR 52.204-21 - Basic Safeguarding of Covered Contractor Information Systems,” Acquisition. Gov,
General Services Administration, https://www.acquisition.gov/far/52.204-21
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T2 o AHEREP LI ERE DT RRE 2F REE ETERE
#1 ;  (cybersecurity requirements and assessment mechanisms ) § %
5 R4 AP EOFEEE R 2L Tk A KREEEL 7 3
TR o TR L R A#HRR L 238 < | (Defense Industrial
Base Cybersecurity Assessment Center » DIBCAC) - 012 2 d R 28
BREEGZLY 2 b E = TR T 2RFEWHE L (Cyber
Accreditation Body » Cyber AB ) 2 SR FH e % = & 77 & £
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R &5 ’g BhLERBPIE BT %ﬁkﬁﬁ (implementing agency )
RIFELFEISVEADRAF LY ERL T B g
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16 “Welcome to the Defense Industrial Base Cybersecurity Assessment Center Contractor Resource
Page,” DCMA, DoD, https://www.dcma.mil/About-Us/; https://www.dcma.mil/DIBCAC/

17 “The Cyber AB, About Us,” Cybersecurity Maturity Model Certification Accreditation Body, Inc.,
https://cyberab.org/About-Us/Overview; “Ecosystem Professions, Assessing and Certification,”
Cybersecurity Maturity Model Certification Accreditation Body, Inc., https://cyberab.org/CMMC-
Ecosystem/Ecosystem-Roles/Assessing-and-Certification
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PEEY P E T pEERMET F - F& (Joint
Surveillance Voluntary Assessment > JSVA program ) > 18)}* CILFE BB
FEfted § 2 3% mak (C3PAOs) FF L3 74p % * CMMC % =
B (Level 2) ® 2 AR ERPUPBFTHEELES > d AP 1 EAH®
B 2Py T2 Ep o0 LRI E Lﬁ‘ﬂ%ﬂ}% e xR
FBVFERDERTLITE P FHHE24p k2 R (DFARS
252204-7021) %8 B BT RFp T AF > T 5 REH D LG
BT ET G P2 &2 CMMC % - & (Level 2) % >
WET R

Hi o ppad PHFriavdEisdladiss g (Cyber
Threat Information/Intelligence Sharing and Incident Reporting ) > R/ -&_
d WIFIRF L L (DoD CISO) ~ RIF Rt = % i 4] ¢ = (DoD
Cyber Crime Center » DC3 ) % B # & #3F % > A ( Defense
Counter-intelligence and Security Agency * DCSA) » {2 F R 7E > A
(National Security Agency » NSA) & & 38 * B 2Rpc frer A IR G 4p
BE R SHREP EREE 2V AL PIEE T B S
ﬁ%%&ﬁéﬁ@’@%ﬁ&ﬁiﬁiﬁﬁiiwﬁﬁﬁ%%‘ﬁ
N1 ELAZT L PR e MP1IEAAFTALTIHELER
(DoD-DIB Collaborative Information Sharing Environment » DCISE )
2RI ¥ A#ARERE >3 F (Defense Industrial Base Cybersecurity

18 “Gain a Competitive Edge with a Joint Surveillance Voluntary Assessment,” KLC Consulting,
https://klcconsulting.net/joint-surveillance-voluntary-assessment/; Sara Friedman, “First CMMC
voluntary assessment scheduled for August as DOD ‘joint surveillance’ program begins,” Inside
Cybersecurity, July 28, 2022, https://insidecybersecurity.com/share/13748

19 “Current DoD DIB Cybersecurity Efforts,” Office of Prepublication and Security Review, DoD,
November 15, 2021, https://cmmctraining.academy/wp-content/uploads/2022/07/DIB-Cybersecurity-
Activities-Placemat.pdf
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S AE 4R CMMC i > B3 £ R R RE 4w E RRP A
HPEwR R AP M L TRAERNRD S Raps, it
PR rmmaT I RER L FROBEAVEER A ERRF R
TREFEDORFARSIM S PR ERE P VTR T A
2RPEEITE R B0 R 2 ORIOFS > A2 AR
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20 “Defense Industrial Base Cybersecurity Program,” Chief Infomation Officer, Department of Defense,
https://dodcio.defense.gov/Portals/0/Documents/DIB%20Fact%20Sheet.pdf; “DCISE Fact Sheet and
Overview,” DoD Cyber Crime Center- DC3, https://www.dc3.mil/Missions/DIB-Cybersecurity/DIB-
Cybersecurity-DCISE/;  “DCISE ~ Fact  Sheet,” DoD  Cyber Crime Center- DC3,
https://www.dc3.mil/Portals/100/Documents/DC3/Products/Factsheets/DCISE/DC3-DCISE-FactSheet-
4JAN2023.pdf?ver=qUFUSGuVSAu0j Y CkDMK2Q%3d%3d&timestamp=1673446156286.

2l “DoD DIB Cybersecurity-as-a-Service (CSaaS) and Support,” Inside Cybersecurity, June 5, 2023,
https://insidecybersecurity.com/sites/insidecybersecurity.com/files/documents/2023/jun/cs2023_0124.pdf; Jacob
Livesay, “Pentagon highlights free cyber services to defense industrial base partners as CMMC rulemaking
looms,” Inside Cybersecurity, June 26, 2023, https://insidecybersecurity.com/daily-news/pentagon-highlights-
free-cyber-services-defense-industrial-base-partners-cmme-rulemaking.
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The Evolution and Progress of
Implementation of the U.S. Defense Supply
Chain CMMC Initiative

Raymond H.J. Huang

Division of Cyber Security and Decision-Making Simulation

Abstract

In response to global security threats and strategic competition
between the U.S. and China, the U.S. government is committed to
safeguarding its overall national economic interests and reinforcing the
critical capabilities and security of its defense industrial base. In recent
years, the promotion of Cybersecurity Maturity Model Certification
(CMMC) has been driven by a unified goal established by federal
government executive and legislative bodies. Its progress encompassed
various efforts, starting from the U.S. President's announcement of the
National Cybersecurity Strategy, then passage of congressional
authorization, delineation of clear roles & responsibilities for different
departments, formulation of cybersecurity standards, review & revision of
current administrative regulations, and intensive communication with
industry. They culminated with the introduction of an entirely new
framework and plan by the Department of Defense. The overall
implementation process holds valuable lessons. However, comparing the
scale of Taiwan's defense industry supply chain and suppliers with the huge
defense industrial base of the United States, collective exploration of how
to establish a constructive mechanism similar to the CMMC that aligns
with Taiwan’s industrial environment and national security needs requires

the collaborative efforts of diverse stakeholders.
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The interim rule became
effective, establishing a
five-year phase-in
period.

2020/9

Y

2021/03 irAVhh]

Updated CMMC 2.0

The DoD announced the release of
CMMC 2.0 which updated CMMC’s
structure and requirements to
achieve the program’s goals more
easily. The final version will be
further refined, published, and
required for DIB suppliers within
the next nine to twenty-four months
into 2023.

|

T

2022/06

CCP Exam

The Cybersecurity Assessor and
Instructor Certification Organization
( CAICO ) today announced the
formal launch of the Certified
CMMC Professional (CCP) exam
that is now available to qualified
candidates within the Cybersecurity
Maturity ~ Model  Certification
(CMMC) Ecosystem.

J

2022/10

T

2023/01

CMMC Become Law?

CMMC 2.0 will become law in
May 2023 as part of the Code
of Federal Regulations (CFR)

Titles 32 and 48.

|

2023/05

Draft

The DoD published an interim rule
to the DFARS in the Federal
Register (DFARS Case 2019-D041),
which implemented the DoD’s
initial vision for the CMMC
program (“CMMC 1.0") and
outlined the basic features of the
framework.

The DoD initiated an
internal review  of
CMMC’s implementation,
informed by more than
850 public comments in
response to the interim
DFARS rule.

Rebranding

CMMC  Accreditation ~ Body
rebranding a new logo, name, and
public-facing website. The Cyber
AB acts as the only non-
governmental party of the DoD in
the oversight and implementation of
the CMMC standard, acting as an
independent organization and in

Deliberative Process

There are three rules in process —

NIST Special Publication 800-
171 requirements ~ Title 32 of

the Code of Federal Regulations ~

Title 48 of the CFR.

All Pentagon contracts were
expected to include CMMC
requirements. The rules would
have affected more than 300,000
contractors in the vast defense
industrial base.

accordance with the DoD.

® 1~ CMMC % 2 B4z
PR KRR TR T2 CyberAB Fivp g W -

CMMC *jeehi 8 =8 2 FR PN o1 “,% K S
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Cyber AB % ¢ =@ # (C3PAOs) ~ 57 2 F 67 2" Ui
(CAICAO) -~ 3=f f* (Independent Assessors) - iz it 4/ < I
FL CyberAB ehfhPisngg KAEiF a2 4 chd £ 2 § 22l
TRl 2% CMMC ,E’_%‘« FHE LK A
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DoD-DoD CIO CMMC Program Management Office
u S + Develops and maintains the CMMC Model and Assessment Guides
\ DE PT O = Provides CMMC-AB and the CMMC Program Oversight
= Scheme Owner for ISO/IEC Requirements
DE FE NSE « Establishes DoD requirements of C3PAOs, CAICO, Assessors, and Instructors

OO, Cyber-AB-Non-Profit Org
’-’l;», « Managed by Board of Directors
&3 = { - ISO/IEC 17011 Compliant
|| « Accredits C3PAOs using ISO/IEC 17020
L

DoD - DCMA DIBCAC
+ Conducts CMMC Level 2 Assessments on C3PAOs
+  Advises CMMC Program Management Office

= Conducts CMMC Level 3 Assessments Co““ac\S

/\ C3PAOS

== ISO/IEC 17020
s - Conducts CMMC Assessments on DIB
(@]
o
=
(=g
k=
o

* Accredits CAICO using ISO/IEC 17024 CMMC Assessor and Instructor Certification

Organization (CAICO)
« ISO/IEC 17024
”Irdc’ /\. + Certifies CMMC Assessors/Instructors
/ + Develops Exam Objectives
e ) ° !
e

COntract

Licensed CMMC
Exam Org

. « Develops and
» > administers
WSS  cMMCExams
« Issus CMMC certificate to DIB contractor |
& ! % Licensed Training
Independent Assessors % LN ; Z=mn 5 Providers (LTPs)
(supporting Cyber-AB) L s : > « Trains Assessors

9]
o
B
g
3
[}
g
@

+ Employs CMMC Assessors
+  Submits Assessment Report

penuo)

+ 'Cettihed by CAICO Educational Quality Control Licensed Partner “ Trins Instructors
Independent Assessors = Cannot augment C3PAOs org (EQCO) Publishers (LPPs)
(Supporting C3PAOs) « Performs QC on = Develops
+ -Certified by CAILD Curriculum developed Training
* “Gannotaugment CMMC-AB by LPPs and taught by Materials
LTPs

ISO/IEC 17011: Conformity Assessment — Requirements for Accreditation Bodies Accrediting Conformity Assessment Bodies
ISO/IEC 17020: Conformity Assessment — Requirements for the Operation of Various Types of Bodies Performing Inspection
ISO/IEC 17024: Conformity Assessment — General Requirements for Bodies Operating Certification of Persons
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https://www.acq.osd.mil/cmmc/about-us.html °

2 Jim Goepel, “Are Contractors Authorized to Mark Legacy Information or Unmarked Information as
CUI?,” CMMC Information Institute, October 10, 2022, https://cmmcinfo.org/2022/10/10/are-
contractors-authorized-to-mark-legacy-information-or-unmarked-information-as-cui/.
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The Latest Development of CMMC 2.0
Chia-Ling, Hung
Division of Cyber Security and Decision-Making Simulation

Abstract

CMMC centers on defense contracts, and controlled unclassified
information, or CUI, 1is scoped by defense contractor-generated
information, with the rest co-defined by demand side agencies together
with DIBCAC. From October 25, 2022, the three certification levels of the
CMMCco have no longer been divided into Fundamental, Advanced and
Expertise. Instead, Level 1 may be self-assessment, Level 2 may
incorporate self-assessment with third-party certification, and Level 3
requires government certification.

Other countries often faced the following issues upon their adoption
of CMMC: absence of guidelines for CMMC compliance, unclear scope of
CUI, uncertainty as to where to go to enquire about domestic CMMC
compliance consultation and certification, unaffordability of compliance
cost for SME, compatibility of domestic compliance consultation with the
issuance requirements imposed by the US Cyber AB and C3PAO, as well
as how CMMC-certified enterprises make US defense contracts

To promote and implement CMMC in Taiwan, the following three
dimensions require attention. First, the institutional framework needs to
clarify primary responsible actor, faciliatory actors, and ecosystem,
including certification party, consulting agency, and training agency.
Secondly, the adoption of regulations shall cover supply chain security,
acquisition, records and filing, defense industrial base development, as
well as defense acquisition contracts. Finally, promotion strategies may

take into consideration self-built compatibility, import and introduction,
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enterprise subsidy, as well as best-practice certification.

Keywords: Supply Chain Cybersecurity Certification, CMMC, Defense

Contract Management
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Security Implications of Controlled
Unclassified Information

Yisuo Tzeng

Division of Cyber Security and Decision-Making Simulation
Abstract

This article explicates that, in the US, Controlled Unclassified
Information, or CUI, began with a President Executive Order, then
NARA'’s classification guidelines, going all the way to NIST SP 800-171,
DFARS and DoD’s DIBCAC certification practices.

The US determination to manage CUI delivers a message to the world
that CUI in and of itself is so valuable that it is worth protecting from
adversaries’ dot-connecting. In that sense, the prime factor for protecting
CUI is confidentiality, rather than all three foci of information security,
namely confidentiality, integrity, and availability.

Completion of the scoping of CUI is to identify and map CUI flow
after confirming the extent to which the defense contractor is involved in
generating, processing, storing and transmitting CUI. The software,
firmware, hardware, locations, communication link, human operators and
their own mobile device along the pathway the CUI goes through must
meet NIST SP 80-171 or 172°s control requirements to ensure the

contractor is certified.

Keywords: Supply Chain Security, CUI, Counterintelligence, CMMC
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Strategies for Implementing CMMUC in
Taiwan

Raymond H.J. Huang
Division of Cyber Security and Decision-Making Simulation

Alex Chiu
ChenFull Precision Co., Ltd.

Abstract

In this article, by observing the intentions of Taiwan’s defense
industry regarding the introduction and adoption of the U.S. defense
industry supply chain Cybersecurity Maturity Model Certification
(CMMC) and related information security standards, and using the
practical example of local company Chenfull Precision’s efforts to meet
the requirements of the prime contractor to maintain its status as a secure
supplier source for the U.S. defense industrial base, the challenges
encountered in preparing for CMMC certification and NIST’s standards
are highlighted. On the practical level of implementation, the
recommendations include establishing an official resource sharing
platform, forming a compliance expert support team, identifying potential
priority compliance goals, and formulating subsidy and incentive
measures. It is anticipated that, with proactive governmental integration
and support, Taiwan’s industry CMMC-related compliance and procedural
enhancement can be more cost-effective, resulting in increased
implementation efficiency. Additionally, considering the progression of the
U.S. CMMC initiative and similar mechanisms adopted by other nations,
from a strategic perspective, Taiwan’s government is urged to set a much

more ambitious goal and develop a “Taiwan version of CMMC” tailored

52



to the specific security needs of its own defense industry environment; the
aim of this is to safeguard the overall security of Taiwan’s defense
industry supply chain. Recommendations are also provided on matters
related to security conditions and industrial environment, the definition of
protected information assets, review of applicable regulations, cross-
departmental division of responsibilities, and integration of government-

private sector resources.

Keywords: CMMC, Supply Chain Security, Defense Industry, Cyber

Security, Information Security Threats
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