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Strategies for Implementing CMMUC in
Taiwan

Raymond H.J. Huang
Division of Cyber Security and Decision-Making Simulation

Alex Chiu
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Abstract

In this article, by observing the intentions of Taiwan’s defense
industry regarding the introduction and adoption of the U.S. defense
industry supply chain Cybersecurity Maturity Model Certification
(CMMC) and related information security standards, and using the
practical example of local company Chenfull Precision’s efforts to meet
the requirements of the prime contractor to maintain its status as a secure
supplier source for the U.S. defense industrial base, the challenges
encountered in preparing for CMMC certification and NIST’s standards
are highlighted. On the practical level of implementation, the
recommendations include establishing an official resource sharing
platform, forming a compliance expert support team, identifying potential
priority compliance goals, and formulating subsidy and incentive
measures. It is anticipated that, with proactive governmental integration
and support, Taiwan’s industry CMMC-related compliance and procedural
enhancement can be more cost-effective, resulting in increased
implementation efficiency. Additionally, considering the progression of the
U.S. CMMC initiative and similar mechanisms adopted by other nations,
from a strategic perspective, Taiwan’s government is urged to set a much

more ambitious goal and develop a “Taiwan version of CMMC” tailored
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to the specific security needs of its own defense industry environment; the
aim of this is to safeguard the overall security of Taiwan’s defense
industry supply chain. Recommendations are also provided on matters
related to security conditions and industrial environment, the definition of
protected information assets, review of applicable regulations, cross-
departmental division of responsibilities, and integration of government-

private sector resources.

Keywords: CMMC, Supply Chain Security, Defense Industry, Cyber

Security, Information Security Threats

53



