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Geopolitical Factors Affecting Supply
Chain Security

Yisuo Tzeng

Division of Cyber Security and Decision-Making Simulation
Abstract

After the Trump Administration launched a trade war against China,
decoupling and de-risking through export control over high technology and
the Clean Network closely followed, making supply chain security a key
national security concern. Cybersecurity therefore became the top priority
in supply chain security, into which geopolitics jumped and became one of
the core concerns. As far as supply chain security is concerned, data
transmission, storage and computation must take account of related
persons, hardware, software, and locations.

US defense industrial base core enterprises have encountered
malicious cyberattacks and espionage aiming to steal commercial secrets,
thereby compromising the US high-tech edge. With China making no
disguise of its desire to copy US weapons through incremental piecemeal
intelligence collection, controlled unclassified information (CUI)
generated, transmitted, processed, and stored by federal agencies and
defense industrial base (DIB) enterprises has naturally been given high
priority in China’s intelligence collection.

Layered cybersecurity risk control rests on physical and virtual
locations of CUI generation, transmission, processing and storage.
Following the direction of strategy of denial, US DoD DIBCAC has
introduced Cybersecurity Maturity Model Certification, or CMMC, which
will require DIB enterprises to satisfy requirements for managing CUI

before bidding for and signing procurement contracts.



Keywords: Strategy of Denial, Supply Chain Security, Tech Decoupling,
CMMC



