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Security Implications of Controlled
Unclassified Information

Yisuo Tzeng

Division of Cyber Security and Decision-Making Simulation
Abstract

This article explicates that, in the US, Controlled Unclassified
Information, or CUI, began with a President Executive Order, then
NARA'’s classification guidelines, going all the way to NIST SP 800-171,
DFARS and DoD’s DIBCAC certification practices.

The US determination to manage CUI delivers a message to the world
that CUI in and of itself is so valuable that it is worth protecting from
adversaries’ dot-connecting. In that sense, the prime factor for protecting
CUI is confidentiality, rather than all three foci of information security,
namely confidentiality, integrity, and availability.

Completion of the scoping of CUI is to identify and map CUI flow
after confirming the extent to which the defense contractor is involved in
generating, processing, storing and transmitting CUI. The software,
firmware, hardware, locations, communication link, human operators and
their own mobile device along the pathway the CUI goes through must
meet NIST SP 80-171 or 172°s control requirements to ensure the

contractor is certified.

Keywords: Supply Chain Security, CUI, Counterintelligence, CMMC
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