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The interim rule became
effective, establishing a
five-year phase-in
period.

2020/9

Y

2021/03 irAVhh]

Updated CMMC 2.0

The DoD announced the release of
CMMC 2.0 which updated CMMC’s
structure and requirements to
achieve the program’s goals more
easily. The final version will be
further refined, published, and
required for DIB suppliers within
the next nine to twenty-four months
into 2023.

|

T

2022/06

CCP Exam

The Cybersecurity Assessor and
Instructor Certification Organization
( CAICO ) today announced the
formal launch of the Certified
CMMC Professional (CCP) exam
that is now available to qualified
candidates within the Cybersecurity
Maturity ~ Model  Certification
(CMMC) Ecosystem.

J
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T

2023/01

CMMC Become Law?

CMMC 2.0 will become law in
May 2023 as part of the Code
of Federal Regulations (CFR)

Titles 32 and 48.

|

2023/05

Draft

The DoD published an interim rule
to the DFARS in the Federal
Register (DFARS Case 2019-D041),
which implemented the DoD’s
initial vision for the CMMC
program (“CMMC 1.0") and
outlined the basic features of the
framework.

The DoD initiated an
internal review  of
CMMC’s implementation,
informed by more than
850 public comments in
response to the interim
DFARS rule.

Rebranding

CMMC  Accreditation ~ Body
rebranding a new logo, name, and
public-facing website. The Cyber
AB acts as the only non-
governmental party of the DoD in
the oversight and implementation of
the CMMC standard, acting as an
independent organization and in

Deliberative Process

There are three rules in process —

NIST Special Publication 800-
171 requirements ~ Title 32 of

the Code of Federal Regulations ~

Title 48 of the CFR.

All Pentagon contracts were
expected to include CMMC
requirements. The rules would
have affected more than 300,000
contractors in the vast defense
industrial base.

accordance with the DoD.
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DoD-DoD CIO CMMC Program Management Office
u S + Develops and maintains the CMMC Model and Assessment Guides
\ DE PT O = Provides CMMC-AB and the CMMC Program Oversight
= Scheme Owner for ISO/IEC Requirements
DE FE NSE « Establishes DoD requirements of C3PAOs, CAICO, Assessors, and Instructors

OO, Cyber-AB-Non-Profit Org
’-’l;», « Managed by Board of Directors
&3 = { - ISO/IEC 17011 Compliant
|| « Accredits C3PAOs using ISO/IEC 17020
L

DoD - DCMA DIBCAC
+ Conducts CMMC Level 2 Assessments on C3PAOs
+  Advises CMMC Program Management Office

= Conducts CMMC Level 3 Assessments Co““ac\S

/\ C3PAOS

== ISO/IEC 17020
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o
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* Accredits CAICO using ISO/IEC 17024 CMMC Assessor and Instructor Certification

Organization (CAICO)
« ISO/IEC 17024
”Irdc’ /\. + Certifies CMMC Assessors/Instructors
/ + Develops Exam Objectives
e ) ° !
e

COntract

Licensed CMMC
Exam Org

. « Develops and
» > administers
WSS  cMMCExams
« Issus CMMC certificate to DIB contractor |
& ! % Licensed Training
Independent Assessors % LN ; Z=mn 5 Providers (LTPs)
(supporting Cyber-AB) L s : > « Trains Assessors
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+ Employs CMMC Assessors
+  Submits Assessment Report

penuo)

+ 'Cettihed by CAICO Educational Quality Control Licensed Partner “ Trins Instructors
Independent Assessors = Cannot augment C3PAOs org (EQCO) Publishers (LPPs)
(Supporting C3PAOs) « Performs QC on = Develops
+ -Certified by CAILD Curriculum developed Training
* “Gannotaugment CMMC-AB by LPPs and taught by Materials
LTPs

ISO/IEC 17011: Conformity Assessment — Requirements for Accreditation Bodies Accrediting Conformity Assessment Bodies
ISO/IEC 17020: Conformity Assessment — Requirements for the Operation of Various Types of Bodies Performing Inspection
ISO/IEC 17024: Conformity Assessment — General Requirements for Bodies Operating Certification of Persons
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2 Jim Goepel, “Are Contractors Authorized to Mark Legacy Information or Unmarked Information as
CUI?,” CMMC Information Institute, October 10, 2022, https://cmmcinfo.org/2022/10/10/are-
contractors-authorized-to-mark-legacy-information-or-unmarked-information-as-cui/.
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5 Soo-Hyang Choi, “Poland Buy S.Korean Rocket Launchers after Tank, Howitzer Sales,” Reuters,
October 19, 2022, https://www.reuters.com/world/europe/poland-expected-buy-skorean-rocket-
launchers-after-tank-howitzer-sales-2022-10-19/.

C Erigo(F 100X B! FHR  FHERSEE AT 4+ ®EF N0 K)o (Newtalk) »
2022 & 8 * 17 p - https://newtalk.tw/news/view/2022-08-17/803059 o

29



%ﬁﬁ%ﬁWCMMC%JJHZMWZH‘NK RS s dpalen
nE i‘ﬁ%@ ( CFR ~ DFARS ~ NIST SP800-171 -~ NIST SP800-172 ~
False Claims Act) > S#° | £ ¥£72 BicP aF <% > { * i 4o
FERERER® 2R R SRR EBEREF D CMMC bR #EE
P

B f CUL d 3l 2~ A3~ S s 4 h i 3E > & %

it st CUL R p 7B 4 b - 5ok § 45 % CUL
BRG] s SRR A AL LM -

By =

FZ e ARPEBE CMMC g R~ u%kwEm 2 B RE
3R AL 0 4 5 CMMC 22 BB {0537 Ten i Bt | 4 R 0 2%
EWREEFRE AZREP > B > 2 RRP SR FRF T
TELHEPN TRHEHRE > UEP EE A EE CMMC R#EF
‘ﬁ;o

gz o Fp SR ELTE F L F K Cyber AB 2 C3PAO i
%ﬁﬁﬁ(;i%ﬁ%ﬁﬁ)ﬁ%ﬁ’S%%ﬁ@aﬁﬂCMMcg

s E4s4] > BmR ~ F s P A Ml P 2 SRR
m@?%ﬁ%ﬁ%a%ﬁ—ﬁau@ii%mmgp,4 RN

v o R

FI PR FEERSAEEIENPR SFY L EET A
AR S FREAERAPEFT I 7 FEDEFIvr 4 &
P8 CMMC iR B AR M e & Fnde2 kgl g > F4F L 2t 4
2 e& o ¥ B~ FRRP ERAAD D P RE LB FfE -

-

Bofs > B8 CMMC sig 2 BH R F - i L2 FAP & 9 &
B B AT > 00 e 551 CMMC a2 2 RE o 5P
RO Ao mE LA A RLI L B SRR SRS
BLRFIPEIRERR LR E > BERERY o

30



e N

; Pg 'rW?mau

BE AFEER CMMC 234 & 2026 # 25 48 E 2 18 > B &
wiw”4%mr$mmﬁuﬁ%@mﬁ’£CMMcm£ﬁmﬁ&
TH O w RS - BAo Ve A fEd G R 0 5B RER T T
iz o - 2 R PR A RRETERMIER S A AP L4
PIRE WS Y - 2 R B R % 2 RS Ll
=R CANEESE N Wt S TRE 1 I

cAER R CMMC RIF g T =2 B e kLY - 54 &
R R ﬁﬁﬁ’%%% FHE BT s 2 R (GRREE
ﬁ #% DIRHE ) o HAE o AEREAG v 0 &3S
B EEN S AP HEEZ Y

i
£ o hfo BRBRG S H P ERET L F S 5l
#

iéﬁﬁ#%w%&@%éﬁﬁﬁmi’méH@%4WW$£F2%$&$
PEAREFALNLEMEFTE c ARFTHAEL L D ERRG - FTER

B BEE D S PARR  BATE  FA WA R

31



The Latest Development of CMMC 2.0
Chia-Ling, Hung
Division of Cyber Security and Decision-Making Simulation

Abstract

CMMC centers on defense contracts, and controlled unclassified
information, or CUI, 1is scoped by defense contractor-generated
information, with the rest co-defined by demand side agencies together
with DIBCAC. From October 25, 2022, the three certification levels of the
CMMCco have no longer been divided into Fundamental, Advanced and
Expertise. Instead, Level 1 may be self-assessment, Level 2 may
incorporate self-assessment with third-party certification, and Level 3
requires government certification.

Other countries often faced the following issues upon their adoption
of CMMC: absence of guidelines for CMMC compliance, unclear scope of
CUI, uncertainty as to where to go to enquire about domestic CMMC
compliance consultation and certification, unaffordability of compliance
cost for SME, compatibility of domestic compliance consultation with the
issuance requirements imposed by the US Cyber AB and C3PAO, as well
as how CMMC-certified enterprises make US defense contracts

To promote and implement CMMC in Taiwan, the following three
dimensions require attention. First, the institutional framework needs to
clarify primary responsible actor, faciliatory actors, and ecosystem,
including certification party, consulting agency, and training agency.
Secondly, the adoption of regulations shall cover supply chain security,
acquisition, records and filing, defense industrial base development, as
well as defense acquisition contracts. Finally, promotion strategies may

take into consideration self-built compatibility, import and introduction,
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enterprise subsidy, as well as best-practice certification.

Keywords: Supply Chain Cybersecurity Certification, CMMC, Defense

Contract Management
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