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The Impact of the Russia-Ukraine War on
OSINT and Military Simulation: Trends
in Intelligence Democratization

Chang-Ching Tu

Associate Professor, Graduate Institute of Strategic Studies, INDAC,

National Defense University
Abstract

On August 6, 2024, Ukraine executed a meticulously planned cross-
border incursion into Russia's Kursk region, penetrating 30 kilometers into
Russian territory and occupying a substantial area of land. Foreign media
attributed  Ukraine's successful operation to factors such as
"confidentiality," "accurate intelligence analysis," and "deployment of elite
units”. This military action was supported by comprehensive open-source
intelligence (OSINT) from various think tanks, including the British
International Institute for Strategic Studies (IISS) and the American
Institute for the Study of War (ISW). International media outlets like BBC
and CNN provided real-time supplementary reports using satellite imagery
and on-site photographs. Additionally, non-state actors and international
volunteers established platforms such as DeepStateMap.Live to present
interactive battle situations and disclose Russian troop movements. These
developments have gradually lifted the fog of war, demonstrating the
increasing diversification of OSINT sources since the outbreak of the
Russia-Ukraine conflict and highlighting the impact of intelligence
decentralization and democratization on traditional intelligence collection

and analysis models.
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This article examines the niches and challenges for state actors in
intelligence collection, analysis, and application amidst the changing trend
of intelligence democratization. Furthermore, it explores how OSINT,
which contains extensive physical and human information about the
ground combat environment, supports military intelligence preparation of
the battlefield, action plan development, war game/model simulations, and
comparative analysis of action plans, thereby enhancing the effectiveness
of military decision-making. Given these developments, this study
advocates for intelligence reform in Taiwan, proposing the establishment
of long-term cooperation frameworks with other nations. Additionally, it
suggests allocating budgets and forming flexible public-private
collaborative OSINT groups to effectively integrate the substantial
intelligence assistance capabilities of domestic and foreign non-state

actors.

Keywords: Intelligence  Democratization, OSINT, Intelligence
Preparation of the Battlefield (IPB), War Game, Modeling &
Simulation(M&S), Russia-Ukraine War
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