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Al Staff Officer: A Generative AI-Based
Local Wargaming Assistance System
Dr. Pei-Shiue Hsieh

Division of Cyber Security and Decision-Making Simulation
Abstract

This study aims to address the challenges of applying Large Language
Models in the military domain, including issues such as hallucination,
content restrictions, and the risk of sensitive data leakage. To this end, the
author has developed a wargaming assistance system based on an open-
source LLM, capable of operating locally and offline. This system
integrates Retrieval-Augmented Generation and Prompt Engineering
techniques to enhance the LLM's performance on specialized topics
without modifying the base model's parameters. Using a Taiwan invasion
scenario from the Chinese military magazine Naval and Merchant Ships as
a test case, this paper compares the capabilities of three configurations: the
base model alone, the base model with Prompt Engineering, and the base
model with both Prompt Engineering and RAG. The comparison assesses
performance in areas such as interpreting operational intent, supplementing
scenario details, and the effectiveness of counter-plans, utilizing computer
wargaming software for quantitative simulation and analysis. The results
indicate that the LLM configuration integrating both Prompt Engineering
and RAG achieved the best performance. This system will serve as an
auxiliary tool for the War Room team at the Institute for National Defense
and Security Research for wargaming tasks, with its performance to be
continually enhanced through database expansion and code optimization.
Keywords: LLM ~ Locally-deployed - RAG ~ Prompt ~ Scenario

Generation
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A Preliminary Study on the Integrated
Operational Concept of UAV-Based Anti-
Ship Warfare
Chuan-Kai Lin
Division of Cyber Security and Decision-Making Simulation
Cheng-Han Tsai

Division of Cyber Security and Decision-Making Simulation

Abstract

As unmanned aerial vehicle (UAV) technology continues to mature, its
roles on the battlefield have become increasingly diverse. In particular,
UAVs have demonstrated significant operational advantages in regional
conflicts, including low cost, high mobility, and precision strike
capabilities, making them a critical asset in asymmetric warfare. This study
aims to explore an integrated operational concept that combines UAVs
with anti-ship missiles. It employs the analysis-oriented computer
wargaming system Command: Modern Operations (CMO) to simulate the
operational effectiveness of Blue force UAVs coordinating with anti-ship
missiles to attack Red force surface vessels in a hypothetical anti-surface
warfare scenario.

The research adopts a three-factor, two-level experimental design to
evaluate and analyze four key measures of effectiveness (MOEs):
interception rate, penetration rate, damage rate, and mission success rate.
Simulation results demonstrate that, compared to the “saturation attack”
scheme, the “sequential attack” approach exhibits significant advantages
in both penetration and mission success rates. These findings indicate that
the appropriate employment of UAV strategies has a critical impact on the

effectiveness of anti-ship operations. The results of this study provide an
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important reference for the integration of unmanned systems and the
development of related tactics and operational concepts.

Keywords:

Unmanned Aerial Vehicles (UAVs), Anti-Ship Operations, Simulation
Modeling, Asymmetric Capabilities, Denial Strategy
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A Study on the Application of Mission
Engineering to Coastal Enemy Elimination

Tzeng-Yuan Heh

Division of Cyber Security and Decision-Making Simulation
Abstract

The U.S. Department of Defense promoted “Mission Engineering” in
2016 due to the increasing complexity of the battlefield environment and
the rapid advancement of artificial intelligence. It aims to evaluate mission
success through modeling simulation by way of different courses of action.

It is hoped that the discussion in this paper will enable readers to
understand that traditional system engineering is document-based, while
mission engineering utilizes modeling and simulation as a guide to evaluate
the best courses of action, and to utilize the verification of virtual-reality
integration to quickly achieve the required missions.

This paper attempts to explore the tank performance required by
armored soldiers in comparison with the existing tanks ( M1A2T,
M60A3, and ZTD-05) by using the house of quality form the Quality
Functional Deployment ( QFD ) and inputting the scenario concepts
into the CPE to review the differences among the three tanks.

It can be shown that the M1A2T has a lower level of battle damage by
utilizing the CPE. At the same time, we can find the position of the combat
vehicles also affects the outcome of engagement. This article introduces
mission engineering in general, and hopefully it will give the new thinking
for authors.

Keywords: Mission Engineering, Digital Threads, Digital Twins
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Applying Agent-Based Modeling to Whole-
of-Society Defense Resilience

Cheng-Han Tsai
Institute for Cyber Security and Decision-Making Simulations

Abstract

This article employs Agent-Based Modeling (ABM) to analyze the
contribution of battlefield medical systems—Tactical Combat Casualty
Care (TCCC), Tactical Emergency Casualty Care (TECC), and Emergency
Medical Technicians (EMT)—to Taiwan’s whole-of-society defense
resilience. In response to hybrid threats, Taiwan has integrated critical
infrastructure, healthcare, and civilian preparedness into national defense
exercises, notably the 2025 Han Kuang 41 drill. To evaluate medical
effectiveness under combat conditions, two simulation scenarios were
designed.

Scenario A assumes clearly divided hot, warm, and cold zones with
differentiated deployment of TCCC, TECC, and EMT personnel. Scenario
B assumes an indistinguishable high-risk environment where all
responders are concentrated in the hot zone. Results show that scenario A
enhances survival when personnel operate within their designated roles,
while scenario B reduces overall effectiveness, particularly under
intensified enemy fire. TCCC personnel consistently provide superior
outcomes in high-risk zones, achieving survival rates of up to 22%,
whereas TECC and EMT personnel exhibit diminished capacity under the
same conditions. These findings underscore the importance of prioritizing
TCCC training and deployment at the frontline, while preserving layered
TECC and EMT functions in support and evacuation roles. The study

demonstrates the value of ABM for testing deployment strategies and

"



highlights its policy relevance for building adaptive and resilient defense
systems.

Keywords: Agent-Based Modeling, Whole-of-Society Defense
Resilience, Han Kuang 41 drill
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Al and Modern Warfare: Strategic
Implications from the Ukrainian Frontlines
to a Potential Taiwan Strait Conflict

Chang-Ching Tu

Institute for Strategic Studies, College of International and National Defense

Affairs

National Defense University

Abstract

The landscape of modern warfare is undergoing a fundamental
transformation driven by the rapid evolution of technology, rendering
traditional weapons and tactics insufficient to meet contemporary complex
challenges. Following the outbreak of the Russo-Ukrainian War in 2022,
Ukraine, while facing shortages of ammunition and conventional
weaponry, has extensively employed Artificial Intelligence (Al), emerging
technologies, and novel weapon platforms to counter Russia, effectively
leveraging its asymmetric warfare capabilities. This demonstrates that new
technologies and concepts are reshaping the nature of warfare. Although
Ukraine's current Al deployment is localized and primarily serves to
enhance specific functions rather than achieve full system autonomy, the
conflict has already proven that Al is transitioning from an "enabling" to a
"decisive" tool. This shift is accelerating the iteration of operational
patterns, thereby establishing a new paradigm for combat applications.
This paper will draw from the practical applications on the Ukrainian
battlefield to examine the critical role of Al in modern military conflicts
and to analyze the strategic deployments and developmental trends of

China and the United States in the domain of defense Al. Finally, this paper
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will focus on the strategic implications of these experiences for our nation's
defense and military decision-making, providing relevant policy
recommendations and references.

Keywords: Al Applications, Russo-Ukrainian War, Wargaming,
Simulation Modeling, Military Decision-Making
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Figure 2. Signal Intelligence {SIGINT) Market Application Dynamics (USD Billien)
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The Application of Big Data Analytics in
Modern Warfare
Hung-Xin Li
Management College, National Defense University

Abstract

Big data analytics have become a pivotal force in reshaping modern
military operations, particularly in enhancing operational awareness,
decision-making precision, and multi-domain resource management. This
study investigates the integration of big data technologies within Taiwan’s
defense framework, focusing on real-time decision support, logistics
optimization, and battlefield simulations. While these applications
significantly strengthen strategic agility, they also introduce challenges
concerning data classification, system interoperability, and algorithmic
transparency. Through case-driven analysis and literature review, this
paper outlines the evolving role of Al-assisted wargaming and simulation
modeling in force deployment and mission planning. The findings
emphasize the urgent need to establish robust data governance mechanisms
and cross-domain validation protocols to ensure the reliability, security,
and ethical alignment of data-driven systems in complex threat
environments. As global powers increasingly adopt a "Data as a Weapon"
strategy, Taiwan must proactively align its digital transformation with
allied standards to sustain deterrence and enhance defense autonomy.
Keywords : Big Data Analytics; Military Decision-Making; Al-enabled
Wargaming; Simulation Modeling; Data Governance; Multi-Domain

Operations; Taiwan Defense Strategy
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