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Al Staff Officer: A Generative AI-Based
Local Wargaming Assistance System
Dr. Pei-Shiue Hsieh

Division of Cyber Security and Decision-Making Simulation

Abstract

This study aims to address the challenges of applying Large Language
Models in the military domain, including issues such as hallucination,
content restrictions, and the risk of sensitive data leakage. To this end, the
author has developed a wargaming assistance system based on an open-
source LLM, capable of operating locally and offline. This system
integrates Retrieval-Augmented Generation and Prompt Engineering
techniques to enhance the LLM's performance on specialized topics
without modifying the base model's parameters. Using a Taiwan invasion
scenario from the Chinese military magazine Naval and Merchant Ships as
a test case, this paper compares the capabilities of three configurations: the
base model alone, the base model with Prompt Engineering, and the base
model with both Prompt Engineering and RAG. The comparison assesses
performance in areas such as interpreting operational intent, supplementing
scenario details, and the effectiveness of counter-plans, utilizing computer
wargaming software for quantitative simulation and analysis. The results
indicate that the LLM configuration integrating both Prompt Engineering
and RAG achieved the best performance. This system will serve as an
auxiliary tool for the War Room team at the Institute for National Defense
and Security Research for wargaming tasks, with its performance to be
continually enhanced through database expansion and code optimization.
Keywords: LLM ~ Locally-deployed ~ RAG ~ Prompt ~ Scenario

Generation
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