bl
=k

RERL 2B s, ’ﬁﬁ%%ﬁﬁlﬁiﬁ’m%

=3

EEPLFIRENE EPFLEIRZRERARS AU LT
B s ka2 s Wm0 B H 2 LB e BiT- %
AlA & 2025 # 8 7 31 p % B4 ¢ (European Commission) i
546 % 2 (Ursulavonder Leyen) & % A% A4 {37 b 7 pF > 5218 &
BATFHEHE A >3k 2> % 5L (Global Positioning System, GPS) %
B B o

N E RO R A R B LT SR e
LRED T RRTES D o G B R0 5 TR b § et X

PF AR 97X o Laep R iidae e TR R T 2

st
&

"EHIITA L IRIEAN R RYGRE S M- HHH o TERH I T
&"*@ ﬁﬁ“‘&‘%‘{fh CAREFRTIREIL NPT A GG o DR R (2IRFL $H4
g PR ) (RBPE$ ) % 104 > 2021 # 7% 5p > https:/reurl.cc/ WOWjXy o

ak PN

15



S ST RN N EE SR T
2 [ e gl ek 11 2 R fe sk 5
B ey b 7 aaBe (uplink) foidith & 3 & o @ g lichy 0T (7 48R

5=

(downlink ) » gt 4apk A TR T AL F3E 7 0 B A FE 2 ¥ i
g

AL BRSO e ke FE

Bl g B 3 AL ERRS R ETHE (jamming)
R (spoofing) #p & o

+ 3 F = &E (Radio Frequency, RF ) 3t 5L Bl & T b i #F
DR gFe - Yot R BRI B 0 B AU R T BAE (T
WIRB o T IIHE G s o T R ¥ oAt T 3 B 2 B eh
FHO A LT ERE e 35 L E - IS nE g R s B
#E Boenadt L (Continuous Wave, CW ) F 4§ ~ ¥ S PF P so S 5 1
R BT S gk B o+ 48 (Chirp or Swept
Jamming ) ~ I PF A 5 B Lz + 4 (Noise Jamming ) 14 %

BB i £ R 7% 7+ 4§ (Pulsed Jamming )
R IR BB PRTARER ST S L F R g R H

2 Tim Fountain> ( = % ¥ + W @ ) » (% 3 $ H ) -2023 &# 7 * 14 p -
https://www.eagletek.com.tw/event-details/tai-kong-dian-zi-zhan-gai-guan °

3 Will Thornton » ( # A& 8_2> 2k $éxfErk & 5+ $E(GNSS Jamming) ? )@ (& & FH) 2025 & 7 7
11 p ’
https://www.gcomtw.com/mailshot/Spirent/GSS7000/2508 GNSSJamming/2508 GSS7000.html -

16



N FPF T EEDZ  M3FOFLZ AR EF TP E 2
kB E oA >R EELELE % 5 (Global Navigation Satellite System,
GNSS) 1225 F 337 & (7 ~ HcE sk R S8 v E B o

5@ﬁ%*@ﬁﬁﬂﬁ@%%&~ﬂﬁﬁiﬁ%&k&,Wﬁgg\

&S ﬁfi(;,éiljl%
Bfcsh b FAAE IR R T FARE D e B R F 00

f'mﬁséﬁlﬁ’W%‘l%ﬁk%iﬁ@;@ﬁﬁﬁﬁwﬁ
ks PARTEEE IR P RER R s Faufrs
e

FF o6

—\
<

A (spoofing ) B E_i% i 2 & 2% /1 » B 5L 1Y ,%@;gg oEe
L fi&:}j%;.éj’ﬁﬁg‘; —E‘ r—}?‘&[ﬂ o 4 —JL#q 2 ;}q.pl;[v&:@,g,j- EADN

L
AR R AT R S BB ] R R B ﬁ%m’&

4
Ao
i

=
o

I PGS PAGHRBEY G RERBE AR mrl o HFTREANZ &
BIBZE R DL o o S R R R B g L F AL
EFE-BF R RO BREER TSN RE SR L TRk FL%%‘&
”Iiﬁﬁ‘**%ft B hped > F AR e B R A ZHS L S HFL mﬁﬁéﬁﬁxﬁw EEL N0
PEENE AR R ek S L o B BRL - -H;n’}_l_p—%F"’;;‘i
3’— #‘g’.fg Ll‘”m—g FER lE?fé—' ‘/iféq"’/\g-ﬂm‘ o 39 P 4 55 -H‘_?‘% "jip;?lqié’?i)"

FEFAF D T R DR RIS o I Boi( >rh s kst (GNSS) % B 2 1 kag$ )
<<fﬁ£. s Bl TP )0 2025 # 2 % 15 p o hitps://www.ultrontek.com/news_detail/global-
navigation-satellite-system-trends °

SRLIETRIPN GPS (2zk e iz & 3u) Fpard f1* G %’?k‘}‘mm@‘iml PEmAEah e HEEE
FepE N o Tl (Gl4e £ 48) 1995 - 3E 0 ¢ Fh B Ll s & 7 A (time of
flight) &3+ 5 pEdt > €0 WAD] 2 o d M EE N EPFEA o R 3RS > R FF F 4
2o e E L 0 Vo R 300 DR h B AL o Ft o GPS RPALA WE 7 AR R AT

AOREE R - Bk AR EHIMLE TR 43‘F"f§’?5‘isbﬁ*/LGPS‘f§—?‘agl"
BYRE o eeeees b/ NP AR = Y] %‘"" 2 1 + & (Eindhoven University of Technology, TU/e) = i£
(Mireille Boutin) o4t B % £ 2.1 # + ¥ (Technische Universitit Miinchen, TUM) ¥ IR

(Gregor Kemper) M @ 1~ 41 MY gk bt 33 0 GPS aﬁ-ﬂnﬁ"‘ VERVTE 024
LR P E - B F 5 50% o353 (M) FEAT AR v’%"ﬁ 'r%;“tT ) ¥R
- FETARfCE o 51 p ol (BE REP T RFE A ) <<7fi§ L) 2024 & 12
17 B > https://www.scitw.cc/posts/20241217-17673 -

® 3 2-Tim Fountain> ( = 2 T F W@ ) > (3 3 3 )>2023 # 7 % 14 p >
https://www.eagletek.com.tw/event-details/tai-kong-dian-zi-zhan-gai-guan o

17



o

B Pk R T R ILETABL T R T L 0 R A5
(spoofing ) A% i3 &4 24 i » Bl 5L il Fefesh - # Bjugd
Tefhie v RGP T2 =Y > 2 TR EER SE RS EAR
jodo B g - HERERERE T o

$ o RS REFS T T AR ey TS P p
- rEFARLEPE

Lpw kA EET AN REIFET T R
ﬁf&% {E& {,&@%ﬁﬁﬁﬁﬁiéﬁi%’%ﬁﬁ%
RIp D HEI L <R

T e Flp 0 k2 i

N

r

S CREBEFRIIFTAH wp EopE
%%H?%&ﬁ*ﬂaﬁﬁmf’?&lﬁﬁi?évﬂ*ﬁ
PRSI R s B F R LTI R 2 0 > R AR
FERD P AT EFE R L EERS R L KA U
5 FE TR AR 0 R i Bl @ AU G LR RS A R AR
T Flpt A A F RS ABapis o B T RPN 4 A
%ﬁﬁﬁﬁﬁéﬁfﬂﬁﬁéﬁw’%%%ﬂw:1mn§ﬁ4%
BE Uy BEE R L LR et iEs g g
P43 M A 2R EaE P AR R R R R R R o Befs 0 — 2
KEFHETIHRABER > P F 2T A2 WAt high
BB S 2 NI B W A B B ey

s aed § sl oo

E:0y

7 Jakub Steiner > (#5345 AR 3¢ ¢ IGNSS Eig s Fpai) > (F B ALH) 2025280 197
https://www.gcomtw. com/mallshot/ Spirent/GSS7000/2509GNSS/2509GSS7000.html -
8 Jakub Steiner » (#F3t4ns 455 ¢ GIGNSS Z i scF B ) o

18



ZCRBFREIZTFTAHN L BITRL B

TRERTREH T T AP F ATV TS e
o NI TR A S o SRR AP RRIER TR E I H

FEPEP BB AEY 2 BRAENGFELE 0 PEBIAE Y I
MAFEA o FERKJAC NP TP S f el Ik 2 F A sh
BlREKE PR RTIIE REFEEAAFFIFENL A TR
GCRETRFFER o PP SR AR B R RR L AR
BPpEn 20 RPFEAFERE V- 25 Wk ETE L ek
P AAWREFTE ARBEBANIFEI B I TR R E LB
B LEPN P RER IR X UREP) L RREFTETLE E
TEEe > BRFEFRSTLGECRT @ o ek N g R
BTG <A@ A PR K%J%’ﬁ% J

Foowid §_h

\4

=z =

h='
E:0y
~
P S =

=H

dat

R T A H FIRTT L 2 g R E S TR
S H s TAL S

g

g 2
\ﬁﬁq‘

an

|
A
(w
/N\_
S
)4_\\
E
i
3w P
A
o
AN
s
i
e
-

ki
|
el
(s
|4

é_ifﬁ’ﬁ%’f?%i%éi%:}f:ﬁ
He Wi 4 L3 (T* anp 0o

R AR R 2 AR e
B3 'lad (ITDC) | t&4e > R F Uik Eis

LR S-S A R N TR

5
3%
e
\’ﬂ
. —\:‘.ﬁ
i
/\‘
A
V} -\4 \!
o

¥
-
E
.
(J@é
P
=
XS
i
-

—N\

=3
<

A
"
s
3| P =k e
St
:;Fj,: e
> i “
w5 —u
e
bl
=
N
e
s
‘\

j
=

O BEAR A o (B TirERk e ) (P AR RE)-2025 &£ 7 % 15 p >
https://tw.news.yahoo.com/%E7%83%8F%ES5%85%8B%E8%98%AD-
%E8%9C%98%E8%9B%IBY%E7%B6%B2-%E7%9A%84%ES5%AF%86%E6%8 A%80-
201000085.html °

19



Hogrenle B Cospas-Sarsat > o 3% 2 & % & L MAE b ~BL € 1
5

3N
F_&
1=
\4
=i
ff\
ETS
&,
E
}1
=
Ee
\
o3
A
A
E@g‘(
o

Yoo AU AFEE 5 8T X B Space-X ek 4B MR ‘o

ETTRS

"])’@E l&;i‘&‘.m%i},ﬁé’ ILI—»"’ -J-#E)}A % o p ;j\]x}-%—;_/" IS ﬁ‘zﬁ-i X
BB s Hon Ka Bk //J Bz th s B d

G
-
=
_
AN
e
\
A
=
-
&=
=

AvEERMERGe FERCFiod il RIMBEZ ARG X

PETIRERE 2O ARAFALTRAILE c AR LA L BB R

R EHEF RER Y R

O (Eup R Y BUE R I ROk AR RO R R SRR E ook deFoni ) (i
2R B B 2 ) 2002k 12 y 8 p .

https://www.motc.gov.tw/ch/app/data/view?module=news&id=14&serno=202212080003# -

BRicZ (P AWEAEEFE > ORITEF EF L) (FHEATH) 20252 5% 75>

https://technews.tw/2025/05/07/japans-satellite-industry-accelerates-development-to-meet-emerging-

commercial-needs/ °

20



Threats and Countermeasures of
Electromagnetic Interference and Satellite
Deception to Island Defence, Navigation,
and Communications

Yisuo Tzeng

Division of Cyber Security and Decision-Making Simulation
Abstract

The electromagnetic spectrum has evolved from a military support
function to the decisive battlespace of modern warfare. As commercial
5G/6G deployment and IoT proliferation saturate available frequencies, the
traditional assumption of exclusive military spectrum access has become
untenable. The Russia-Ukraine War demonstrates this reality: Ukraine’s
monthly loss of 10,000 drones due to jamming has catalyzed the
development of “spectral maneuver” concepts integrating emission
control, tactical coordination, and dynamic frequency management.

This article examines spectrum operations across three dimensions:
technological competition driven by Al-enabled spectrum management
outpacing military acquisition; operational innovation exemplified by U.S.
EMBM-J and NATO DIANA initiatives transforming spectrum
management from static allocation to dynamic maneuver; and geopolitical
contestation where China's spectrum standardization efforts systematically
challenge NATO interoperability.

Drawing on Ukraine’s battlefield experience and analyzing NATO
innovation mechanisms, the study argues that spectrum superiority
requires accelerated dual-use technology integration, coordinated allied
action in international regulatory forums, and investment in cognitive radio
and Al-driven management systems. In an era where electromagnetic

dominance determines operational capability, spectrum superiority has
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become the prerequisite for all-domain operations and the decisive factor

in strategic competition.

Keywords: Space Electronic Warfare, Island Blockade, Electromagnetic
Interference and Deception, Satellite Communications,

Navigation, Reconnaissance
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