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CCP’s Gray Zone Threat Assessment
Tzu-li Wu
Division of Defense Strategy and Resources
Abstract

“Gray zone” threats, due to their low intensity, high frequency, and
sustained nature, have become a primary means for major powers to
intervene 1in surrounding maritime and aerial domains through
asymmetrical warfare. The Chinese Communist Party’s (CCP) “gray zone”
threats are a systematic, long-term campaign rooted in its political
objectives and strategic thinking. For years, the CCP has continuously
blurred the lines between war and peace in the South China Sea, the Taiwan
Strait, and the East China Sea by deploying maritime militias, coast guard
vessels, and the People's Liberation Army, alongside various legal
instruments, to gradually alter the regional status quo. The CCP's “gray
zone” threats against Taiwan are fundamentally distinct from those against
other countries. This paper explores the patterns of the CCP's “gray zone
threats” against Taiwan versus other countries or regions, conducting a
comparison and analysis. By observing the combination of gray zone
threats the CCP employs in different contexts, one can investigate the
similarities and differences in its ultimate political goals. This paper begins
with a brief review of the fundamental concepts of “gray zone threats,”
followed by an examination of the characteristics of the CCP’s threat
models against Taiwan and other countries. By studying these threat
patterns, we seek to understand the key aspects of the CCP’s overall gray

zone strategy and find inspiration for countermeasures.

Keywords: gray zone threat; strategic thinking; China
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The PLA Navy’s Advancing Gray-Zone
Threats and Our Countermeasures

Chia-bin Kao
Division of National Security Research
Abstract

In recent years, the People’s Liberation Army (PLA) has leveraged
various military, political, and international events to conduct gray-zone
operations—including military exercises, international suppression, and
economic pressure—in an effort to progressively limit Taiwan’s strategic
maneuverability. Valuable insights can be derived from the visits of U.S.
officials to Taiwan. These visits indicate that the PLA has persistently
manipulated events and stealthily escalated the threat level, further
intensifying its activities under various pretexts.

In response to the People’s Liberation Army Navy (PLAN)
progressively escalating gray-zone military coercion, the following
countermeasures have been implemented. First, review and optimize naval
vessel combat readiness—ensure that the deployment levels of weapon
systems and equipment are sufficient to respond to contingencies. Second,
to strengthen surveillance and defense in critical maritime areas. Third,
appropriately adjust naval training seas while improving situational
awareness and responsive control across adjacent regions. Fourth, establish
a regional alliance for situational awareness along the island chain. Fifth,
reinforce anti-blockade capabilities to secure the safety and resilience of
SLOC:s. Lastly, continue to integrate social resources and enhance national
resilience.

For future policy recommendations, sustained efforts should be
directed along three principal axes. First, active force build-up by

continuously acquiring and strengthening pivotal defense capabilities.
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Second, develop long-range, highly agile surface combatants to maximize
the effectiveness of asymmetric warfare. Third, participate proactively in
joint exercises with allied partners to strengthen island-chain defense
capabilities. Ultimately, in the face of the increasingly severe cross-strait
security challenges, only by collective national will, continuously
enhancing defense capabilities and societal resilience, and demonstrating a
firm commitment to self-defense can Taiwan establish a robust and

enduring safeguard for its national security.

Keywords: PLAN; gray-zone threats; regional security; partners and

alliance cooperation
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Scarborough Shoal Incident — An
Escalation of China’s Gray Zone Intrusion

Chau-luen Lin

Division of Cyber Security and Decision-Making Simulation
Abstract

On August 11, 2025, in the Scarborough Shoal area, a collision
occurred between a Chinese People’s Liberation Army Navy (PLAN)
destroyer, the “Guilin,” and a China Coast Guard (CCQG) vessel, the 3104,
while they were in high-speed pursuit of the Philippine Coast Guard patrol
vessel, the BRP “Suluan.” The incident resulted in severe damage to the
CCG vessel and casualties among its personnel. This event is analyzed as
a critical sign that China’s “gray zone” harassment against the Philippines
is escalating from traditional “maritime law enforcement” to a *“quasi-
military operation,” marking the first direct intervention by the PLAN in a
frontline confrontation. The cause of the collision exposed serious multi-
vessel coordination failures within the Chinese forces-stemming from a
lack of cohesion in the command chain, communication protocols, and
operational understanding between the Navy and Coast Guard during the
high-risk “high-speed encirclement” tactic. Furthermore, it highlighted
China’s prioritization of “sovereignty” maintenance (the intercept mission)
over international maritime search and rescue obligations. The thesis
concludes with a warning to Taiwan, urging the reinforcement of
cooperation and response mechanisms between its own Coast Guard and
Navy to prepare for similar complex, escalated gray zone incursions jointly

launched by the CCG and PLAN in the future.

Keywords: gray zone; quasi-military operation; Scarborough Shoal;

maritime law enforcement; intelligence sharing
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The Role of the South China Sea Code of
Conduct Negotiation in China’s Related
Grey- Zone Strategy

Hsiu-an Hsiao
Institute of International Relations, National Chengchi University
Abstract

More than twenty years have passed since ASEAN and China signed
the milestone “Declaration on the Conduct of Parties in the South China
Sea” (DOC) on 4 November, 2002 in Phnom Penh, Cambodia. Point 10 of
the DOC reaffirms the parties’ shared commitment toward the eventual
conclusion, based on consensus, of a (binding) code of conduct (COC).
However, up until mid-2010’s there was little progress on COC, although
functional cooperation has taken place to implement the DOC. While
China had been blamed for the lack of progress on COC in the past, after
the emergence of the South China Sea Arbitral Award in July 2016, China’s
attitude seems to have become more proactive toward accelerating the
COC negotiation and conclusion. This article tries to illustrate how China’
negotiation tactics in relation to COC and the implementation of DOC have
been playing out vis-a-vis ASEAN and its members as well as US. It is
observed that China has been relatively successful in weakening ASEAN’s
ability to exercise unified pressure against China and the interference from
US and its allies in the COC negotiation. It also allows China to continue
to seek dominance through its grey-zone operations in the contested areas
in the South China Sea. That said, some regional claimants such as the
Philippines and Vietnam have developed active strategies to counter China.
This, plus the embedded disagreements among the negotiating parties with
regard to the COC, and the on-going competition between US and China,
add uncertainty to the conclusion of a binding COC in 2026 as the declared
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Sino-Russian Asia-Pacific Gray-Zone
Operations: An Interpretation of the Sino-
Russian Joint Strategic Air Patrols

Shiau-shyang Liou
Division of National Security Research
Abstract

The Sino-Russian joint strategic air patrols in the Asia-Pacific have
become a representative form of military operation carried out by the two
states in this region. In essence, they constitute a “gray zone” operation that
hovers between war and peace. By employing military provocations and
coercive measures that fall below the threshold of armed conflict, these
patrols send political signals and deterrent intentions to the United States
and its allies. Such operations are not only highly controllable and low-risk
but also capable of amplifying strategic effects, making them a preferred
tool for both China and Russia to cope with international pressure and

maintain geopolitical influence.

As the Sino-Russian joint air patrols in the Asia-Pacific become more
institutionalized and routine, the two states continually seek innovation in
route planning, aircraft combinations, training patterns, and tactical design
to prevent their signaling effect from being diluted through repetition and
to preserve the flexibility and political effectiveness of their strategic
operations. Compared with other military exercises constrained by
geopolitical circumstances or diplomatic pressure, the joint air patrols-
marked by high mobility, low cost, and minimal disruption-exhibit
significant sustainability and operational latitude. They have already
become an important means for China and Russia to deepen military

cooperation, send geopolitical signals, and constrain their adversaries.
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An Analysis of China’s “Gray-Zone”
Activities towards Diaoyutai Islands,
Japan’s Responses and the Impacts on
Taiwan

Tsun-yen Wang
Division of National Security Research
Abstract

Tension between Japan and China surrounding the Diaoyutai Islands
(known as “Senkaku Islands” in Japan and “Diaoyu Island” in China) has
been running high.

This paper aims to discuss China’s recent activities, political and
paramilitary, towards the Diaoyutai Islands. It argues that China resorts to
both soft and hard approaches to the Diaoyutai Islands issues. As the soft
approach, Beijing tries to spread the notion of “an independent Okinawa”
with a view to driving a wedge between Okinawa and Tokyo. In the regard
of hard-power approaches, it has been observed that China Coast Guard
(CCQ) vessels, which are considered to be a paramilitary apparatus, are
now keeping an increasingly enduring presence in Diaoyutai waters;
Beijing has enhanced the sizes and armament of CCG ships; CCG vessels
use Automatic Identification System (AIS) signals to demonstrate
internationally China’s presence in the area. Japan’s responses include
increasing budge for Japanese Coast Guard (JCG), enhancing cooperation
between JCG and Japan’s Maritimes Self-Defense Force (JMSDF),
building more and bigger-sized vessels, and confirmation of U.S.’s

commitment to any “Senkaku’ contingency.

Keywords: Diaoyutai/Senkaku; China Coast Guard; Japan Coast Guard
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Military Strategy in Response to the PLA’s
Gray-Zone Military Coercions: Conflict
Prevention and Effective Defense

Yung-sen Ko
Division of Chinese Politics, Military and Warfighting Concepts
Abstract

This article examines Taiwan’s military strategy and response to the
People’s Liberation Army’s (PLA) “gray-zone military coercion.” In
practice, China employs a composite threat approach that includes “three
warfares” along with cyberattacks, cognitive warfare, economic coercion,
and intelligence infiltration. These activities are shielded by maritime law
enforcement coast guard forces to cover illegal actions. Combined with the
PLA’s the incursions across the median line of the Taiwan Strait,
heightened combat-readiness patrols around the Taiwan Strait, and
expanding joint exercises, these gray-zone military intrusions convey a
strong message of unification intent. Taiwan’s national defense follows a
military strategy guided by “defense-in-depth consolidation and layered
deterrence,” implementing stringent surveillance and responsive measures.
However, whether these actions effectively achieve defense and deterrence
faces doubt and uncertainty.

Military strategy is the origin of force development and its planning
and design involve the dual concepts of “avoiding war” and “preparing for
war.” Given the current cross-strait situation, without crossing the war
threshold gray-zone military intrusions generate many complex and
uncertain factors, that constrain military strategic planning. Therefore, this
paper recommends incorporating the concepts of “risk management” and
“crisis management,” focusing on communication, prevention, control, and

development of regional alliances to achieve conflict prevention goals. In
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addition, it advocates measures such as “enhancing combat power through
technology and substituting firepower for manpower,” sustaining joint
operations and proactive measures to counter strong unification signaling,
and implementing “defense resilience” as part of war-preparation efforts to
realize defensive objectives. These measures send a clear message to
adversaries that attempting to seize Taiwan by force would exact

prohibitively high costs, rending such unwise decisions.

Keywords: military strategy; gray-zone military coercion; risk

management; crisis management; avoiding war; preparing for war
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