EHE A LD WA 0

Pazhz iy enEE L FE ! 2R 42k 9
TR T 2o s PR TR

WA G SRR RPE EEFE HEE 19
A Jend bk

HILR AT © M g AR Sl 31
£

PR (REB RN RSEZ) % > ffF S 37
hECEHPEHEFHEL LA

A A g S RPN 7P A R E 45
S 2 FCRT T A R

EILMEBEEE 172 97
TR (102) 2331-2360
BE (02) 2331-2361

2026 £ 9 H 4 HE1T

MELZABIFZ =K

nstitute for National Defense and Security Research



Contents

The Mobilization of U.S. Counterspace Electronic Warfare

JUOMIN CHOU aaaaaeneeeeannnneeeeeeeeeereeneeresreseessosssssssssssssssssssssssssssssssssssssssssossess

The Militarization of the “Global Brain”: Threats, Challenges, and
Responses under the All-Domain Awareness Network

CHAUIUCI LI auaannnnaaaannnneeeeaeneeerenneeeereeneesesssssesssssssssssssssssssosssssssssssssssssssans

Energy Pricing and Taiwanese Energy Resilience: De-risking
through Corporate Responsible Sharing

B 701 ) T E e B

Countering Authoritarian Narratives:Strategies and Trends in
Media Literacy

SHU-TING Lill eeueneeeeonnneeennneiisnenissnrissssercssnsncsssssesssssessssssssssssessssssssssssssssss

Security Spillovers of the CCP’s Law on Promoting Ethnic Unity
and Progress: Perspectives from Japan and India

KOUA KANCHIAKI aaeneaannnaaannnnannnanannnennererenneseesessecsessecsessessssesssssesssssssssssssasans

How Can Overseas Earnings Be Transformed into Domestic
Investment? Capital Flows under Japan's Economic Security
Policy

WU-HUA CRANG ..uuuennnnancnnnaencnnnerisnnnicsnnnncssssesssssnsssssssssssssssssssssssssssssssssns



¥ T
PR E B ITREAR T AT
gEhgel AP AL - PR
303

202667 > 2R 2 E TR S £ 2% (US. Space Force
Combat Forces Command, CFC) 7 # » % & [ Meadowlands | #%# &
EFE ASAOITRET PR E R T AR IRMP S £ IMehs
Z R BB 4 o ! Meadowlandsd L3Harrisi: i3 > 2 3t % 2 R4 0%
W & 4 ¥ReMission Delta 3 0 #_— 20 50 38 < &7
?%ﬁﬁﬁﬁiﬁﬂ%’ﬁ’ﬂ~%ﬁ\4ﬁiwﬁﬁ%%§w%
iv 3 0 H_F i3,k % (Counter Communications System, CCS) 10.2:0
TR A% 2

Meadowlands:Hl £ » F pp 2 F 2 L WX 2L FLEFEPD
el o m Eb G TR AR AT :Ei#%-%f%‘%ﬁ@

4 1 2 o Meadowlands#? & 34 ik f#h chde i & Fh &
WP R S U PR AR AT R o IR A
# A@i%ﬁiﬁﬁlT SR T o RS g 4 R R

© P iRdp o Big A 4 R o0 Meadowlands it H Y B 2 B

“p ETPNA  FR A ANEEV R AR EGRAD > ARG

1 “U.S. Space Force Grows Electromagnetic Warfare Capability with Meadowlands Operational
Acceptance,” USSF Combat Forces Command, June 26, 2026,
https://www.ssc.spaceforce.mil/Newsroom/Article/4529590/us-space-force-grows-electromagnetic-
warfare-capability-with-meadowlands-operat.

2 “Meadowlands,” Air & Space Forces Magazine, https://www.airandspaceforces.com/weapons/mead
owlands/.

3 Courtney Albon, “Space Force Approves New Satellite Jammer for Operational Use,” Air & Space
Forces Magazine, June 29, 2026, https://www.airandspaceforces.com/space-force-approves-
meadowlands-satellite-jammer-operational-use/.



gL A AT AR L R R G AT -

%2k
-~ FEF gt d AT A e P
Meadowlands 2t > A7 % %t » @ £ % & %5 CCSezE 5= & o
CCSH_Z & o B R 2004F B 403 (T e i F & 5 sz -
AT EE FL 5@’%4%&? PSRN SRR
RO T i R RN TR A il S 4y
R R S T TR TS S S
b= Ay
BACCSHIn F i * 750 > e < 3] ~ B 2 & L 0
FoRVEEREEREE BT P4 o e
A

;B

M

NS S RN SR I I
hE)

FJ
=
(9]

F AP
B e AT RSP R o

Meadowlands 7 §_% 7 #x L CCSFRF *AF|#7 2 4 e7F — [F i 2
& %o CCS Block 1028 % & & A4~ 4n (Wit 4 ho G ¥ 6 ik 7
# 1 2] » Meadowlands | #* & { & ficie i+ & 7 3 ~u 2 ehBlock 10.3 %
o B B e s S RITT IRy
Floer 2 FFL R P AL FAFAFHAMERE 7 LR F

4 Sandra Erwin, “Space Force Fields Mobile Satellite-jamming System,” SPACENEWS, June 30, 2026,
https://spacenews.com/space-force-fields-mobile-satellite-jamming-system/.

Brett Tingley, “The US Space Force just Got a New Electromagnetic Weapon to Jam Adversary
Satellites,” SPACE.com, July 8, 2026, https://www.space.com/space-exploration/satellites/the-us-
space-force-just-got-a-new-electromagnetic-weapon-to-jam-adversary-satellites.

Greg Hadley, “In Pursuit of ‘Space Control,” USSF Gets First Upgraded Jammer,” 4ir & Space Forces
Magazine, April 16, 2025, https://www.airandspaceforces.com/new-space-weapons-upgraded-
jammer/.



WMae 4 e bR R ERGERLENF - EHEL Y o
T & R > Meadowlands® # ¥ & & = 2 T+

R T A AT T A FRSH S % i

Blde s FEC RIPEAGFLEEARIELE 4 S BEIFEETRAEF

N4 igr s FET AR PN T IEAp B AAE > 16 %

%

AR R R 5 e AR ET - AR FE

gx‘i

%A @ A A R e s R R A B 7 R
R F R R TR T L FRA 7 B s Y 9T

‘f}}? » Meadowlands 7 F & & /R ~ &5 ~ =

P B P FRFHT kB HE M L]
BEE S o F]pt > MeadowlandseE & B E S5Edn F S E A R
HBEBFAREE S PRI LT EHO B EHELT D
Ao TREBVHEREY - HBAELIENFAFFLERL 4 o

SRR AN H- KR A e kER

Meadowlands»s * % 2 FF x5 2 FHrd H- & o4 #7)5

A}é; SHETE R a8 N F R E A2 d EACCS -
##5 it Meadowlands > ™2 % /] A ~ ¥ =
Terminal (RMT) % Ffe = chF 44 & » 22 F 7 FI&7F b BRI G
B AT ERE R  EARE K BD RO R A 2 E

i

3

ks

> >

Y

S

)o

3

\'rs»t H/

Iy
4

R & m7Remote Modular

I
g

5 FE TR oRMTp#“ﬂi*K%lLﬁ\v¢Wﬁ= SHCT R E160% 0 £
FEWERE I VA RTE200% 0 A EEAL L ABE A E
T L oa FB A RN E A st DR TR e
AEFE

7 Courtney Albon, “New US Space Force Jammers Aim to Disrupt China’s SATCOM Signals,”

3



Bt BT 0 CCSE T chzh# A F i it 4 5 Meadowlands£_
FEPeReEnrdad a4 7 AEREH&TZ RMT
RIF IE 5 A3y M A~ § Lo 4qehigira B o M fE A K i 2
AV RpPHEE RFLF S EDRFFEFTZ FTRER BT F
Fopen ko ko ¥ R & crMeadowlands £ 32 B R B T 4 0 8
RMTA & i & A ~ REEITRITR Bl F 415 RS2 €87 &
ME- SR RBERSFE o A AR FEE F G B TR
PRSI Y 0 R B > 22 5 Ak L E o

Meadowlands ¥ Mission Delta 338 * » % £ 3% % kv K F7 5 29 P
FERAEB BTN RE S PRERF R EBFDIERNL 4 o Mission
BAPREEF IZITRERREELR > T RE R

PR AR P L AL TR

Delta 37z 53 §_
RSN EE SN e

Meadowlands % = (T4 is » Fap it = 7 F 8L 2183 B0 LT
FERAFEHIBREIRDN S » 2 8F B30 F raFe L8

L TR s H 3 % o % Mission Delta 3% 13 28 ¢ 15352026 % 8

;}‘fﬂ

PR AR X3 E % - B PR Meadowlands£? Bounty Hunter 48 7 Fe
FE L ALHT B Y FF o Bounty Hunterify |7 1+ 3  fF
RIS FER PRI TS HEIOPEFE A ADTET RS
B Ve a FRABR AP PR K A R E T - BH ISR

BERELAREFNE TR - % 5 TRBR

S DR s s s i R s F IRk R ) AR T iR (TR

DefenseNews, December 19, 2024, https://www.defensenews.com/space/2024/12/19/new-us-space-
force-jammers-aim-to-disrupt-chinas-satcom-signals/.

8 Todd South, “New Space Force EW Unit Pairs Multiple Weapon Systems in a First,” Adir & Space
Forces Magazine, August 17, 2026, https://www.airandspaceforces.com/new-space-force-ew-unit-
meadowlands-bounty-hunter/.

o Ibid.

10 Ibid.



7% > Meadowlands e 2 @ £ enirw & 4 » ERTRELEERE T2 4
FLARE L7 F %Ol E & F % 5 Bounty Hunter P 2_% 32
e SNl JE0D L
cd FHAHAN A A BiPiLFER
=~ Meadowlands R "Z 4= 4 A # % 4 > A K7 5 2y
LR RAFEN A R Wy PR PRI E
Meadowlands > & #
R % AT R B I 534 > T RSP HRT & & 5
foo P AL FBEEREAL ANARE LR ek F X a4
Bt EEIAAL ROV EEBE LD EAZ P RTHEE > T &
B BLE @ Eﬁﬁpﬁ R L
W F T L BT RN R G - KE gy
R s U T g 4 ¢ BT o D R ERIE A 4R KR~ 30
FOELEAEE o 2 SRR HARINE TR B DF A A o
HE X2 %hm 3  BNWNERFERE ~ A RGEFIREIT
FoPERE L AR TEET RFRER S AR K
W’A#i%&m%ﬁ““ﬁ 3 BATE BN BN
EE AP RFTR B F R REE - L RE U EREN L
PR FIEFERL B EEL AN O Fns B ETY A
REFEFH o TR AZFEFE SR F P FEIAL
ARPRFE - FP > E P E R PRZFNFTE 2 Fap 4
B ORI LRALR] S AR 2R

1" Vivienne Machi, “Space Force Meadowlands Satellite Jammer Hits FMS Milestone,” Aviation Week,
December 11, 2025, https://aviationweek.com/space/satellites/space-force-meadowlands-satellite-
jammer-hits-fms-milestone?check logged in=I.

=

P



3~ AR g 2|
-~ P EERR R ERE RS e R R
Meadowlands & px 4t A k = Z (T enE 8> 2 WE gy {5
Phae MRS A AR o kTR v F 7
B

Lt
|
34
flm
(

ﬁj’%ﬂJajﬁ@%‘TF?ﬂ?®~@¥ﬁ§% A TR
LFFE o T EE AR 2 EERE o BT S B0 R RIEH
BE{AHR RAE>RTARPEFHFL P e g4 0T
EHAAPREFTIE  KHEPE o FEARE JHE A TR
Frenbd Wk I REAFFH B A M Fenf Ao > T -

RETHRORTRAZ YA PRI CPEAF =0

d
¥
A=

ok

13

o

o R H@RREaSPRAL S FRRAEEE R
Mo FaSFRBFTEELE o UL HERAESFY PR
B BE BRI RE L4 - F 4 F iR & Meadowlands ~ RMT
FAE BT 0 R AR RAIE R E AP MR > T A
TR —+& s Refmi - Y3373 - 23 8%
CEFE o PRAEFRMETA RIS R ANEFRER
FAFA O T AR R ARTRE £ o
B ERHORRE RS S HFATER S

XZRBR AR FRRERSEY cFNTEep B B

1

B4 7R CEEEARRPFAIES BB i L AT E T
Sl TEMBRFITAR KRS o RA o K AARRE R - A2

13 %2026 Global Counterspace Capabilities Report,” Secure World Foundation, April, 2026,
https://www.swfound.org/publications-and-reports/2026-global-counterspace-capabilities-report.

14 “What Are the Biggest Space Threats in 2026?” CSIS, May 22, 2026, https://www.csis.org/analysis
/what-are-biggest-space-threats-2026.



TR AT A L RRIRS AL B ESRE - B LA
E AP R HE 2 B B EE
i s SRR ETR s v B

{

TR AR AMEREYNA e Ak e P HEALDOTEATE T
.
I

3

i
Rk BERE ERE g RE ST F B RERAENS DR F
P AR E X m';%ﬁ’]ﬁﬁ%,ﬁﬁ%‘j&rfﬁ B 04 & Hadoin i
IR et 1T e - e
WY RME R ka3  PAESTTERERFERN T B
RALEAREAFERFFER T R~ T L (85 8
kLo iR, vAMeadowlands# R EZFF v 4 0 X T dpdoE 2
BRI BEFEL G FE A FEZ PRI TR IR
ﬁ‘iiﬁﬁﬁi‘ﬁﬁﬁﬂ@~?iﬁﬁ%?ﬁ%@@%ﬁok
P ke L iRT A

Er AP Ak G

R g L Ea UES FRMETA N AERICEAS o P g
REFHI L LA S Feenu ¥ 4 LR R KWL

15 “Space Policy Review and Strategy on Protection of Satellites,” Department of Defense (DoD),
September 2023,  https://media.defense.gov/2023/Sep/14/2003301146/-1/-1/0/Comprehensive-
Report-For-Release.Pdf.






The Militarization of the “Global Brain”:
Threats, Challenges, and Responses under
the All-Domain Awareness Network
Lin Chauluen
Division of Cyber Security and Decision-Making Simulation
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I Introduction

The concept of the “Global Brain” originally stemmed from
philosophical and biological visions that combined technological evolution
with human collective intelligence. French thinker Pierre Teilhard de
Chardin once proposed the “Noosphere” theory, comparing the process of
deeply interconnecting human society through communication networks
and technological means to a planetary-scale brain or a “brain of brains.”
Under this theoretical framework, human nodes, algorithmic systems, and
information transmission chains worldwide are inextricably interwoven
like neurons, driving the elevation of collective consciousness and
intelligence.!

Today, with the breakthrough development of high-density satellite
constellations, Internet of Things (IoT) sensors, 5G/6G high-speed
communication links, and Artificial Intelligence (Al) neural networks, this
originally philosophical “Global Brain” is being fully realized and deeply
integrated into the realm of military security. In modern military concepts,

the “Global Brain” symbolizes the ultimate “Planetary Neural Network.”>

' Robert Wright, The God Test: Artificial Intelligence and Our Coming Cosmic Reckoning (New York:
Simon & Schuster), chap. 1.
2 Hans Martin Steiner, “We Need a ‘Planetary Neural Network’ for Al-Enabled Space Infrastructure
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This concept encompasses the following key dimensions:
1. Sensor-to-Shooter Cybernetic Chain

The military version of the “Global Brain” will integrate sensors
across all domains—Iand, sea, air, space, cyber, and electromagnetic (such
as low-Earth orbit satellite swarms, high-altitude long-endurance drones,
underwater sonar arrays, ground radar sensors, and even individual soldier
detection gear)—into unified sensory neurons. Battlefield data will no
longer remain in the isolated “memory” of individual combat units but will
be instantly fed into an “all-domain data center.” Through automated
algorithms for real-time feature extraction and target designation, the
positions and dynamics of both enemy and friendly forces will become
nearly transparent and visualized in real time across all domains.?
2. Automated and Ultra-Fast Command and Control

The “Global Brain” is not only a data collector but also a decision-
making assistant and executor. The traditional military OODA loop
(Observe, Orient, Decide, Act) is limited by human instinctual reaction
speeds and hierarchical command structures. However, with the integration
of Al algorithms, the “Global Brain” can analyze massive amounts of
tactical data in an extremely short time and autonomously pair targets with
the most appropriate attack platforms, compressing the “sensor-to-shooter”
cycle to a minimum and creating a reaction effect akin to an automated

neural reflex.

Protection,” SpaceNews, January 26, 2026, https://spacenews.com/we-need-a-planetary-neural-
network-for-ai-enabled-space-infrastructure-protection/.

U.S. Department of Defense, “DoD Announces Release of JADC2 Implementation Plan,” news
release, March 17, 2022, https://www.war.gov/News/Releases/Release/article/2970094/dod-
announces-release-of-jadc2-implementation-plan/.
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3. Cognitive Domain Management

The “Global Brain” will also expand the domain of military
confrontation from physical space (the battlefield) to human cognitive
space (the mind). Through Al algorithms controlling information flows,
personalized public opinion guidance, and automated psychological
warfare, military power can transform to directly influence the minds of
the general population and the decision-making levels of an enemy nation.
This helps achieve the goal of “subduing the enemy without fighting,”
paralyzing the opponent’s will to fight before a large-scale conflict even

occurs.

II Security Implications

As the concepts and technologies of the “Global Brain” deeply
penetrate future defense systems, they will bring unprecedented precision
and efficiency to military operations and reshape the nature of modern
warfare. However, they will also trigger severe security threats and
strategic challenges:
1. “Survival Crisis” and “Tactical Failure” of Traditional Heavy
Strategic Platforms

In the face of an all-domain surveillance network featuring “Global
Brain” characteristics, large high-value targets that traditionally symbolize
the military might of major powers—such as aircraft carriers, fighter jets,
heavy tanks, and large fixed command posts—will face the absolute
predicament of having “nowhere to hide.” This battlefield reality of
“exposure means targeting, and targeting means destruction” will lead to a

severe asymmetry in combat effectiveness; that is, strategic platforms

11



costing billions of dollars could be destroyed in a short time by extremely
low-cost, distributed precision munitions.*
2. “Collapse Risk” and “Rapid Escalation” Triggered by Highly
Coupled Systems

The key advantage of the “Global Brain™ lies in its “high connectivity
and distributed synergy,” but this is also one of its fatal vulnerabilities.’
First, military neural networks will be highly interdependent. If the enemy
uses powerful electronic jamming, strikes critical nodes, or injects
malicious code, the “Global Brain” may experience cascading failures,
causing all subordinate distributed units to lose their collaborative
capabilities simultaneously. Second, when two opposing global military Al
networks clash autonomously during a crisis, Al algorithms may trigger
massive counterattacks based on preset defensive mechanisms before
human decision-makers can even clarify the situation. This “algorithmic
duel” could escalate regional friction into an uncontrollable all-domain
conflict within seconds.
3. Deep Weaponization of Information/Cognitive Warfare and Social
Vulnerability

The “Global Brain” not only affects military forces but also integrates
society into the operational domain via digital networks. Because
algorithms can accurately grasp individual preferences, weaknesses, and
psychological traits, they can be used to disseminate forged information,

deepfakes, and personalized propaganda on a massive scale. Hostile forces

4 Christian Brose, The Kill Chain: Defending America in the Future of High-Tech Warfare (New York:
Grand Central Publishing, 2020).
> Robert Wright, The God Test: Artificial Intelligence and Our Coming Cosmic Reckoning, Op cite..
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can thus undermine a target country’s social trust, tear apart internal
communities, and even manipulate democratic elections and military
decision-making processes without firing a single shot, posing an insidious
and profound threat to national security.°
4. “Interpretability Dilemma” and “Moral Responsibility” Attribution
of Black-Box Algorithms

The operational mechanisms of modern large language models and
deep neural networks are highly opaque “black boxes.” Even model
designers cannot accurately predict or describe their decision-making paths
in extremely dynamic environments. If command authority over lethal
autonomous weapon systems is delegated to the Al command and control
modules of the “Global Brain,” any misjudgment that results in strikes on
civilians or violations of international humanitarian law will create a severe

crisis in accountability and moral responsibility.

III Trend Assessment

To confront the disruptive impact of the “Global Brain” on traditional
military systems, future national defense strategies, force structures, and
technological developments must undergo continuous revision and reform.
Future military development and response strategies should be structured
around the following four key dimensions, which must be frequently

reviewed and adjusted:

¢ Rand Waltzman, The Weaponization of Information: The Need for Cognitive Security, Testimony CT-
473 (Santa Monica, CA: RAND Corporation, 2017),
https://www.rand.org/content/dam/rand/pubs/testimonies/CT400/CT473/RAND_CT473.pdf.
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1. Force Structure Transformation — From “Traditional Heavy
Platforms” to “Distributed Micro-Swarms”

Future combat platforms must fully adapt to an environment where
there is “nowhere to hide.” Defense budgets should adjust resource
allocation, reduce reliance on a few traditional, high-unit-cost platforms,
and shift toward a decentralized and highly redundant force structure.” For
example, militaries should develop large-scale combat swarms consisting
of drones, unmanned surface vehicles, and ground robots with self-
organizing capabilities. These swarm systems do not rely on a single
critical node; even if hundreds of nodes are destroyed, the remaining units
can autonomously reorganize their network architecture to complete the
mission, effectively countering the enemy’s strike efficiency.®
2. Defense and Countermeasure Innovation — From “Physical
Stealth” to “Information Deception and Electromagnetic Denial”

Since concealment in the physical space of the battlefield is extremely
difficult, defensive operational thinking must shift toward proactive digital,
electronic, and cognitive countermeasures against threats. For instance,
forces can utilize advanced active electronic jamming, simulate heat
sources, and deploy a massive number of cheap decoy targets to generate
huge volumes of false tactical data. This proactively overwhelms the
algorithmic modules of the enemy’s “Global Brain,” preventing their Al
from identifying and prioritizing actual targets due to data overload or

signal confusion. Additionally, establishing microwave, laser, and quantum

7 Christian Brose, The Kill Chain: Defending America in the Future of High-Tech Warfare, Op cit..
8 David Hambling, Swarm Troopers: How Small Drones Will Conquer the World (London: Archangel
Ink, 2015).
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communication backup links with high anti-jamming capabilities,
alongside promoting a “Zero Trust” military network architecture, will
ensure that regional combat systems can still operate autonomously as
offline units even if parts of the neural network are infiltrated or cut off.
3. Tactical and Decision-Making System Reengineering — Building an
Ultra-Fast Reaction Chain of “Manned-Unmanned Teaming” (MUM-
T):

In the face of the ultra-fast reaction capabilities of the enemy’s
“Global Brain,” we must strike an optimal balance between decision-
making speed and security. Within this framework, Al should be utilized
as an auxiliary system for human commanders, tasked with pattern
matching and course-of-action formulation across massive datasets, while
human commanders focus on judging strategic intent, safeguarding moral
red lines, and authorizing key decisions. This forms a hybrid command
architecture that combines Al-driven ultra-high speed and human
prudence. Furthermore, regarding Al algorithmic security, defense
technology departments must establish rigorous AI modeling, simulation,
and wargaming mechanisms. Conducting adversarial testing and validation
on the neural network modules adopted by the armed forces will effectively
train systems and prevent Al from experiencing logical confusion or being
manipulated by the enemy in extreme battlefield environments.

4. Establishing Strategic Red Lines for “Al Militarization”

The disorderly expansion of technology in warfare could expose

human civilization to irreversible, catastrophic risks. Nations must seek

consensus amidst competition and establish a strategic ethical framework
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for the militarization of the “Global Brain.” This includes clearly
stipulating legal regulations for ‘“Human-in-the-Loop” operations and
promoting international treaties that strictly prohibit granting fully
automated Al systems the authority to autonomously launch nuclear
weapons or execute strikes with weapons of mass destruction, ensuring that
the ultimate decision-making power for the highest level of strategic strikes
always remains in human hands. Moreover, regarding cyber and cognitive
warfare, international legal frameworks must be promoted to address the
use of the “Global Brain” for transnational deepfake propaganda and
algorithmic attacks on infrastructure, limiting military confrontation to a
controllable scope and preventing cognitive warfare from escalating into
all-domain catastrophic warfare.

As demonstrated by the joint US-Israeli operation on February 28th
of this year—which utilized Al systems to strike thousands of Iranian
military targets in a short timeframe—the birth and militarization of the
“Global Brain” is an irreversible reality. This is possible to represent the
most critical transformation in the character of human warfare since the
Industrial Revolution.

The battlefield is no longer a physical space of traditional steel and
firepower clashes, but a massive digital organism interwoven with an
immense number of sensors, high-speed data links, and Al algorithms. In
anew era of all-domain transparency and ultra-fast engagement, traditional
large and heavy platforms will face a severe survival crisis. The key to
national security no longer depends on how many traditional, heavy

weapons a country possesses, but on the resilience of its neural networks,

16



the superiority of its algorithms, the coordination capabilities of distributed
unmanned swarms, and its capacity for information deception and
cognitive defense in extreme, high-pressure battlefield environments. Our
national defense system must proactively carry out reforms and establish a
new strategic architecture characterized by “manned-unmanned teaming,
distributed flexibility, and decentralization” to remain invincible on the

evolving battlefields of the future.
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Energy Pricing and Taiwanese Energy
Resilience: De-risking through Corporate
Responsible Sharing
Jun-Rong Lin
Division of Defense Strategy and Resources

EBhag sl D i RE

I Introduction

Recent Han Kuang exercises have exposed the brutal fact that energy
resilience and stable supply in Taiwan are becoming an increasingly
pressing issue. In addition to the energy stress caused by Taiwan’s booming
high-tech industry, other issues include aging grids and lower generation
output. Despite energy generation costs having decreased significantly, it
is often the demand side of the energy market that causes conflict between
state, industry, and end-users.

In 2025, Taiwan Semiconductor Manufacturing Company’s (TSMC)
global electricity consumption accounted for 10.2% of Taiwan's total
electricity consumption, ! while its first-quarter 2025 revenue was
equivalent to 3.5% of Taiwan's total annual GDP in 2024.> The scale of
this consumption raises questions about the social and environmental
responsibility of resource-intensive companies for the infrastructure and

public goods on which they depend. The “Energy Administration Act” and

D@EFIE (R 2ck? R %3 12025 #:5 288 Ak > ofraer f- )
(TechNews #L##74F ) > 2026 & 8 * 24 p - https://technews.tw/2026/08/24/tsmc-global-power-
consumption-climbs-2025-28-8-billion-kwh-10-percent-taiwan-annual-total/ °

2 Gary Chen, “Silicon Shield to ‘Global TSMC’,” Taipei Times, March 10,
2025, https://www.taipeitimes.com/News/editorials/archives/2025/03/10/2003833151.
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“Renewable Energy Development Act (REDA)” may provide mechanisms
to shift part of the strain on the public grid and also require high-energy-
consumption enterprises to share the burden of energy generation and
storage.’ At the same time, the possibility of industrial exit or future
divestment may place pressure on central governments to maintain
favorable economic conditions for profitable high-technology industries.
The research puzzle here dives into the internal structure of public-
private partnerships in the provision of public goods for high-tech
industries, particularly energy infrastructure. Finally, the research question
1s: Should responsibility for electricity resilience be allocated equally
among legally defined major consumers, or proportionately according to
consumption, capacity to pay, contribution to system stress, and benefits

received from infrastructure?

II Security Implications

Taiwan, being an island country, has long debated the issue
surrounding its energy sources. Recent analysis has shown that electricity
storage during contingencies can sustain up to 14 days of electricity
provision, with possible extension to 21 days if reserved for central
governmental functions and critical infrastructure. This nevertheless casts
doubt on Taiwan’s disaster readiness, as well as on securing different ways
for energy resilience.

While the “Amendment for Energy Administration Act” calls for cost

burden sharing amongst industries, it also presents the issues of balancing

3 Ministry of Economic Affairs Law Database, Renewable Energy Development Act (Taiwan)
(Promulgated 2009, as amended June 11, 2025).; Ministry of Economic Affairs Law Database, Energy
Administration Act (Taiwan) (Promulgated 1980, as amended August 2026).

20



state-industry interaction among critical infrastructures. Taiwan's pursuit
of semiconductor-led industrial growth creates a reciprocal dependency
between the state and strategic industry where firms depend on state-
provided electricity infrastructure, and the state depends on those firms for
economic and strategic objectives. As electricity demand and security risks
increase, electricity policy becomes a mechanism for renegotiating who
bears the costs of sustaining that interdependence.
1. Supply Side Issues

Regardless of which generation technology Taiwan adopts, expansion
and decarbonization of electricity supply impose costs. The politically
important question is how the state allocates those costs between
government, the state-owned utility, strategic industries, and consumers.

As of July 2026, the price per kWh in Taiwan averaged 2.97 NTD for
indigenous energy and 4.10 NTD for externally acquired energy.* This
shows that civil domestic production does not necessarily meet competitive
market value. Hence, Taipower is most likely to absorb the pricing
difference of such energy acquisition. Yet if this cost could be distributed
to corporates, then perhaps the financial pressure for Taipower would be
less. In addition, Taiwan imports 95.3% of its energy supplies. This
inevitably creates a vulnerability for national security, especially when
discussed in the context of an island blockade. However, the introduction
of corporate-funded energy diversification and generation could also be

used as a supply-side mechanism. This not only augments the energy

P lEEEFR g TR A ) (ST 4 27 ) hitps://www.taipower.com.tw/2289/2363/2373/
2375/10359/ -
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capacity of Taiwan but also invests in additional energy supply in case of
contingency, by also taking pressure off the public grid for high-tech
production.

2026 July, Taiwan’s Ministry of Economic Affairs announced a draft
legal amendment to the “Energy Administration Act”, which stipulated that
major energy consumers have a legal obligation to install energy storage
and generation facilities.® The criticism surrounding this amendment is the
obscurity of so-called “major energy consumers” and the carbon emission
standards for the self-supplied energy generation facilities. The first issue
is the debate on formal equality in public goods provision. If the
government does carry out the regulation in accordance with REDA, then
many small and medium enterprises (SME) also fall within the target
audience of corporate responsibility sharing, whereas many of these
businesses do not have the capacity to install, let alone run, said facilities.
Hence, the key here is to seek policy regulations that could levitate burden
on the public grid but also rightly distribute the cost for businesses that
benefit the most from energy self-generation and storage.

Recent literature on Taiwanese energy resilience also depicts a similar
situation in which Taiwan lacks a common consensus on how to construct
an energy resilience society. In a paper by Bui et al. (2024), the research
recognizes the importance of establishing a framework for assessing
energy resilience and adapting the response ability and the sufficiency of

the current energy system to improve energy resilience performance. Upon

3> No specific standard concerning what qualifies as “major energy consumer” in the Act but according
to the REDA it sets the threshold at SMW, which many policy makers are pushing for the government
to follow.
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this, five different criteria have been recognized as the most effective in
achieving such objectives: Energy infrastructure recovery, national energy
planning, energy price, energy system reliability, and energy policy.® This
shows that effective early planning is necessary in enhancing energy

resilience while also expanding generation capacity for contingencies.
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Figure 1: Energy Source and Consumption Sankey Diagram (2025)

Source: Created by Author. Data retrieved from the Energy Administration, Ministry of
Economic Affairs, R.O.C.

2. Demand Side Issues

The demand for energy resources has been known to have increased
in recent years mainly due to the rise of high-tech industries and a surge in
Al and data computation needs. One report published by Lu et al. (2025)

also pointed to the need to build on-site energy storage systems for high-

® Tat-Dat Bui, Tanawan Kumpimpa, Chun-Wei Remen Lin, Ming K. Lim, and Ming-Lang Tseng,
“Assessing Energy Resilience under Uncertainty in Taiwan: System Response Ability and Energy
Sufficiency,” Energy Strategy Reviews, May 2024, p. 101403.
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tech sectors to internalize associated expenses in terms of energy efficiency
as well as minimizing grid stress. It also argues that since high-tech
industries benefit the most from energy generation, they should have
greater economic incentives to invest in energy storage technology R&D
in exchange for corporate tax credits.” Building on top of this, Taiwan also
has a structural defect regarding energy provision and government
subsidies.

Taipower is the state-owned electric utility that is responsible for the
generation, transmission, distribution, and retail sale of electricity across
Taiwan. It is also the major absorber of energy prices and infrastructure
costs, as it has been keeping energy prices low and stable amidst the Middle
East conflict. However, this strategy is also starving the grid as energy
demand is surging with the high-tech industry expanding yearly. With this,
power purchase agreements (PPAs), contracts for difference (CfDs), and
conditional grid access have been suggested as a way to move forward to
balance the state-industry relationship in price sharing for energy
generation and consumption.® In broader terms, the idea is to look into
using “demand management pricing” to shift the energy provision burden
to industrial users, but also via restructuring Taipower’s pricing

mechanisms and structural restraints.’

Tsaiying Lu, Chen-Yen Chang, Meng-hui Lin, Po-Jen Hsu, Bo-Xiang You, and Yan-Ting Lin, “Climate
Change and Infrastructure Resilience: An Analysis of Water Resources and Electricity Use in Taiwan’s
Semiconductor Industry,” Research Institute for Democracy, Society and Emerging Technology,
February 20, 2025, https://dset.tw/en/research/infrastructure-resilience2025/.

Romain Blachier, “Why Low Electricity Prices Might Harm Taiwan in the Long
Term,” CommonWealth Magazine, May 15,
2026, https://english.cw.com.tw/article/article.action?id=4772.

Ben Levine, “Taiwan’s Bumpy Road to Energy Resilience,” Global Taiwan Institute, February 11,
2026, https://globaltaiwan.org/2026/02/taiwans-bumpy-road-to-energy-resilience/.
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III Trend Assessment
1. Energy Pricing and Corporate Responsibility Sharing

Moving on to the question of what costs the most in Taiwan’s energy
provision? The Levelized Cost of Energy (LCOE) is the modelling
equation normally used to evaluate the pricing mechanisms of energy
provision. It divides the facility’s current total lifetime costs by the total
energy produced over the same lifetime.

CapEx + Y7-, %

n AED,
=11+ 1)t

In this equation, CapEx is the total capital expenditure used to

LCOE =

construct the site. OpEx; represents the annual operational expenditures in
year t, whereas AEP; is the projected annual energy production in year t,
while “n” and “r” are the “project economic life”” and “real discount rate,”
respectively. In the case of Taiwan, the issue is that the government does
not have the capacity to invest in further capital expenditure and is more
willing to acquire additional electricity supplements during peak usage
seasons to fulfill the supply gap.

As seen in the equation above, the amendment to the “Energy
Administration Act” seeks to outsource the operating expenditure and total
capital expenditure to corporate entities. By doing so, this also attempts to
decrease the pressure on Taipower, in which prices are regulated at a fixed
rate. The LCOE thus offers insight into the two-way mechanism by which

the state can redistribute energy costs.
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2. Exit Threats and Competition Policies

Rethinking energy regulations, considering that the policy mainly
targets large enterprises with equal capacity to pull off an exit threat
scheme. In the end, governments might try to adhere to the lobbying of
such companies, leading to an asymmetric balance between the resource
acquisition of multinational enterprises and SMEs. Exit threat is a counter-
balancing tool that could be deployed by private multinational firms. The
idea of companies leveraging economic coercion is mainly seen in
international relations literature, but in the case of state-industry relations,
it is even more critical for public-private partnerships.

Currently, some studies related to multinational firm strategic choices
regarding regulatory and competition policies have been using social
media digital platforms as a case study to study the effectiveness of various
political tools in different scenarios of market flexibility, spillover costs,
and other economic trade-offs.! This inevitably leads to the question of
whether high-tech manufacturing is like high-tech service platforms,
considering that infrastructural opportunity and spillover costs are not the
same between the two sectors. Nevertheless, the dynamics in which
companies seek political retaliation are similar in cases of welfare
redistribution, especially regarding public goods sharing. The study
published by Khan et al. (2026) shows that firms are still likely to evade
government regulations despite the state weakening regulatory control on

platform oversight. Similar logic could be applied to manufacturing

10 Huda Khan, Konstantinos Stylianou, Zaheer Khan, and Geoffrey Wood, “Strategic Responses of
Platform Multinational Enterprises: Rethinking Competition Policy Through a Comparative
Institutional Perspective,” Long Range Planning, Vol. 59, No. 3, June 2026, p. 102636.
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enterprises that attempt to utilize exit threats as a bargaining tool in
lobbying activities to leverage against state environmental regulations.
Host governments or local governments might see high-tech companies as
a great source of foreign investment or local tax revenue, while
simultaneously firms seek a favorable operational environment to optimize
revenue. One study by Shirodkar and Konara has shown that the
adjustment for policy favoritism is reciprocal. The paper concludes that
having longer standing experience in a certain host country would more
likely lead to firms being willing to commit more resources and perhaps
dedicate more social responsibility by adhering to environmental policies.
Likewise, the host government will gradually develop more confidence in
the firm, hence leading to more favorable policies which could benefit the

firm. !

This shows the power of firm lobbying inevitably, but not
necessarily to be seen as a form of negative political coercion, but also a
form of social commitment, considering lobbying activities also come with
significant capital and social costs for the firm.
3. Policy Instruments for Corporate Cost Sharing

As mentioned above, several policy instruments could be deployed
both on the demand and supply side to expand current grid capacity and/or
diversify energy sources. Below are three implemented by the European

Union in 2024 during the electricity market reforms.

Power Purchase Agreements (PPAs) are long-term electricity supply

" Vikrant Shirodkar and Palitha Konara, “Multinational Enterprises’ Lobbying and Foreign Subsidiary
Performance: Evidence from the U.S. in the Context of the Global Financial Crisis,” European
Management Review, Vol. 22, No. 2, June
2025, https://onlinelibrary.wiley.com/doi/10.1111/emre.12655.
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agreements between the power producer and consumer, which are usually
made for energy transition periods, during which companies try to seek
stable electricity provision while also contributing to green energy
transitions. '?This could especially be lucrative for high-tech companies
since energy stability is viewed as essential to production; thus, sharing the
costs of green energy transition and expansion could be seen as a positive
spillover effect derived from higher energy costs.

The second policy instrument is more of an incentive to the supply-
side market. A contract for difference (CfD) allows renewable energy to
enter the energy market without bearing the costs of market volatility,
hence ensuring stable income to foster the business.!® This also creates a
favorable investment environment for private corporations to either invest
in such renewable energy companies or establish subsidiaries for
themselves. In most cases, the difference in cost is most likely to be
absorbed by Taipower, but if corporates would see this as a form of
collateral, then it encourages R&D efforts as well as business expansion of
such renewables, indirectly diversifying the supply chain.

The above-mentioned tools are mainly used in the EU market and are
subject to change in the Taiwanese market. However, this also
demonstrates that states have various means to affect the energy market
through price control, offering collateral, stable provision, etc. Within all

the different methods, high-tech companies also have different

12 “What is a Power Purchase Agreement (PPA),” Next Kraftwerke, https://www.next-kraftwerke.com/
knowledge/ppa-power-purchase-agreement.

13" Julio Dal Poz and Agnieszka Ason, “Contracts for Difference: the Instrument of Choice for the Energy
Transition,” Oxford Institute for Energy Studies, April
2024, https://www.oxfordenergy.org/publications/contracts-for-difference-the-instrument-of-choice-
for-the-energy-transition/.
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opportunities to contribute and play a pivotal role in energy transition and
diversification.
4. Conclusion

It is important to consider energy resilience in conjunction with
national resilience. However, as resource management often entangles with
power play between the public and private sectors, what is seen as essential
now is no longer establishing numerous policies to redistribute resources
and cost-bearing, but to find mechanisms to target those that profit more
from infrastructure marginal gains rather than formal equality amongst all
actors. This analysis started with the initial question of whether
responsibility for electricity resilience should be allocated equally among
legally defined major consumers, or proportionately according to
consumption, capacity to pay, contribution to system stress, and benefits
received from infrastructure.

The analysis shows that, first, the idea of energy resource
diversification is indispensable when thinking about energy resilience. This
is the best opportunity for corporates to share the cost burden in energy
source expansion by investing directly in infrastructure and R&D efforts.
Such in-kind commitments are also seen as the best way to gain corporate
sponsorship, considering they become direct beneficiaries. The second
point is the idea of demand-side balancing. While in Taiwan, Taipower is
the sole entity in charge of energy provision, other countries have models
of private energy provision which allow the energy sector to run on market-
based values. Taiwan should seek to alleviate the cost absorption by

Taipower, considering energy demand is only projected to rise in the future,
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with no immediate response to expand energy supply sources. This calls
for reevaluation of formal equality, which hinders SMEs in business
operations, while most targeted audiences of multinational enterprises
remain unpunished. Finally, the final point related to the former issue
suggests that corporate lobbying that leverages exit threats could
exacerbate the unequal burden sharing between private companies. In this
case, the public-private relationship is very important since firms are still
likely to evade government policies despite regulations being relatively
loose. Hence, long-term negotiations and partnerships could help build
trust, which in turn leads to corporations being more willing to invest

private resources and participate in energy infrastructure capacity building.
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