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Maritime Grey-Zone Threats
under Geopolitical Conflict

- An Ontology-Driven Big-Data Study of Illicit Voyages and
Ship-to-Ship Transfers

Chuan-kai LIN, Siong-Ui TSIAM, Chauluen LIN

Division of Cybersecurity & Wargaming Simulation
Abstract

Maritime grey-zone activity has become an increasingly important
instrument of asymmetric competition under conditions of geopolitical
confrontation, economic sanctions, and maritime interdiction. Commercial
vessels may function not only as carriers of legitimate trade, but also as
platforms through which sanctioned commodities, sensitive dual-use
materials, weapons-related cargoes, and strategic logistics are concealed,
transferred, or redistributed. The structural opacity of global shipping
facilitates such activity: vessel renaming, flag hopping, opaque beneficial
ownership, shell-company management structures, manipulation or
suspension of Automatic Identification System (AIS) transmissions, and
ship-to-ship (STS) transfers in legally and operationally ambiguous waters.
These practices complicate maritime domain awareness and weaken the
capacity of states and international organisations to distinguish routine
commercial navigation from conduct requiring further scrutiny.

This study develops an ontology-driven, multi-source analytical
framework for identifying, associating, and prioritising maritime grey-
zone risks. It examines 28 vessel records, comprising 25 high-risk or
anomalous records and three baseline commercial vessels selected for their
transparent ownership, stable operations, and absence of known sanctions
or compliance concerns. The dataset integrates static vessel identity data,

including IMO and MMSI records, former names, flags, ownership and
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management information; dynamic AIS data, including position, speed,
draught, declared destination, and transmission continuity; sanctions and
compliance records; port-state-control information; satellite and remote-
sensing observations; and selected maritime law-enforcement reporting. A
confidence-level mechanism is applied to distinguish multi-source and
officially corroborated evidence from lower-confidence signals, thereby
reducing the risk of over-interpreting isolated or noisy data.

The analytical design employs a two-layer filtering architecture. The
first layer uses a Maritime Threat Ontology constructed in the Web
Ontology Language (OWL), together with Semantic Web Rule Language
(SWRL) rules, to transform heterogeneous data into a structured
knowledge graph of vessels, organisations, voyage events, ports, spatial
regions, cargoes, sanctions status, and inferred associations. In particular,
the framework identifies potential Suspected Associated Vessels when an
unlisted vessel participates in the same STS event as a sanctioned vessel
within a designated high-risk area. This rule-based process does not infer
illegality from statistical correlation alone; rather, it identifies targets that
satisfy explicit semantic and spatial-temporal conditions and should
therefore be subjected to further human review.

The second layer applies the Maritime Threat Index Quantitative
Assessment Model (MTI-QAM) to produce a standardised threat score for
each target. The model combines four dimensions: the Sanctions and
Violation Index (S;); the Behavioural Anomaly Index (4;), including AIS
blackout or manipulation, abnormal loitering, and draught or speed
inconsistencies; the Geopolitical Risk Index (G;); and the Confidence
Level (C;) as a corrective factor. The resulting index is defined as:

Ty = WsS; + WA + WyGy — W (5 — C)

T; = max (O' min (1’ Tl-*))
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where W; =04, W, =03, W, =03, and W, =0.05. This
configuration assigns the greatest weight to verified sanctions and
violations, while retaining equivalent analytical weight for observable
behavioural anomalies and geopolitical-strategic risk. The model is
designed to support threat prioritisation rather than to determine criminal
liability.

The findings indicate that high-risk maritime activity is rarely
attributable to a single anomaly. Rather, it commonly emerges from the
interaction of sanctions exposure, identity manipulation, AIS irregularities,
anomalous navigation, STS activity, opaque corporate arrangements, and
operations in strategically sensitive waters. The study further demonstrates
that normal commercial vessels may share maritime space with anomalous
targets without exhibiting the same ownership, behavioural,
communications, or sanctions-related characteristics. The inclusion of
baseline vessels therefore helps to mitigate selection bias and over-
association.

This study contributes a replicable framework linking anomaly
detection, semantic association inference, threat quantification, and policy
application. It argues that effective maritime security governance requires
the integration of AIS, satellite, radiofrequency, ownership, compliance,
and enforcement data within a legally disciplined and analytically
transparent process. Importantly, behavioural anomalies and elevated risk
scores should be treated as indicators for enhanced monitoring,
verification, and lawful investigation—not as conclusive evidence of
wrongdoing. The ultimate determination of illegality remains the
responsibility of competent authorities acting under applicable
international law, domestic law, jurisdictional authority, and evidentiary

standards.

Keywords: Maritime Grey-Zone Threats; Maritime Domain Awareness;
MTI-QAM
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