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Comparative Analysis of Defense Industry Operation Models in
Israel, Singapore, the United Kingdom, and South Korea

Tzuli Wu

Division of Defense Strategy and Resources
Abstract

In the twenty-first century, marked by severe geopolitical volatility,
the management of the Defense Industrial Base (DIB) has evolved beyond
mere military procurement into a complex interplay of national security
strategy, technological innovation, and financial sustainability. This study
analyzes the three core operational models of the defense industry based
on asset ownership, operational responsibility, and personnel structure:
Government-Owned, Government-Operated (GOGO); Government-
Owned, Contractor-Operated (GOCO); and Contractor-Owned,
Contractor-Operated (COCO). Through a comparative analysis, this paper
examines the institutional evolution and strategic trade-offs of four nations:
Israel, Singapore, the United Kingdom, and South Korea. Israel
transitioned from state-directed departments toward corporatization and a
highly competitive, export-driven model supported by strong military-civil
fusion. Singapore, facing extreme resource constraints, established a
highly integrated “Trinity” framework, leaning toward a specialized
GOCO structure to secure strategic autonomy. The United Kingdom
experienced institutional swings, ultimately highlighting the necessity of
GOGO structures for sovereign strategic assets (e.g., nuclear facilities)
while developing flexible, “bespoke” government-enterprise hybrids for
procurement. South Korea leveraged a development-state model where
the government absorbs high-risk R&D, passing production to major

commercial conglomerates (chaebols) to maintain a cost-efficient, mass-
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scale “hot industrial base” driven by global exports. The analysis reveals
that a successful defense industrial model must balance military-civil
technological integration and carefully delineate the boundaries of
sovereign control. Ultimately, countries must move beyond dogmatic
structures toward dynamic public-private partnerships, tailoring their
defense operational models to achieve both resilience during wartime and

economic efficiency during peacetime.

Keywords: Defense Industrial Base (DIB), Operational Models (GOGO /
GOCO / COCO), Military-Civil Fusion (MCF)
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Speed to Defense Capability:
Institutional Reform for Accelerating the
Military Adoption of Emerging
Technologies in Taiwan

Raymond H.J. Huang
Division of Cyber Security and Decision-Making Simulation
Abstract

Recent wars have demonstrated that competitive advantage in modern
warfare increasingly depends not only on the performance of military
platforms, but also on the speed with which emerging technologies are
transformed into operational capability. Artificial intelligence, autonomous
systems, and commercial technologies are reshaping defense innovation,
shifting traditional defense acquisition from linear development toward
rapid prototyping, iterative testing, and continuous battlefield adaptation.
This study examines Taiwan's defense innovation ecosystem and argues
that the next stage of defense reform should prioritize institutional agility
alongside technological advancement. Although Taiwan has established a
solid technological base, its acquisition and innovation ecosystem remains
constrained by fragmented governance, linear procurement procedures,
duplicated R&D efforts, and limited mechanisms for transition technology.
It also identifies these structural bottlenecks and proposes an institutional
reform agenda centered on accelerated acquisition pathways, prototype-
based evaluation, innovation intermediaries, flexible funding mechanisms,
and continuous operational feedback. Together, these practical approaches
would enable Taiwan to translate technological advantages into deployable

defense capability more efficiently. Technological self-reliance alone is no
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longer sufficient. Building institutions capable of accelerating the
transition from innovation to defense capability has become a strategic
imperative for strengthening deterrence and resilience in an increasingly

dynamic security environment.

Keywords: Emerging Technologies, Defense Innovation, Asymmetric

Warfare, Rapid Prototyping, Defense Acquisition
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Learning from the US DARPA Model to
Establish Budget Planning and Incentive

Mechanisms for Taiwan’s Advanced
Defense Technology R&D

Hsinbiao Jiang

Division of Defense Strategy and Resources
Abstract

This study investigates how Taiwan can replicate the operational
paradigm of the U.S. Defense Advanced Research Projects Agency
(DARPA) to construct an advanced defense technology R&D budget
planning and incentive mechanism tailored to its geopolitical realities.
Faced with escalating cross-strait tensions and the imperative for
asymmetric warfare capability, Taiwan’s traditional defense R&D system
remains constrained by rigid bureaucratic structures and risk-averse
budgeting. Utilizing a five-section structure, this paper begins by
articulating the urgency of defense technology autonomy. It then reviews
and analyzes the core mechanics of DARPA, focusing on its high-risk,
high-reward “Moonshot” vision, flat program manager (PM) structure, and
the academic debates surrounding the “Entrepreneurial State” paradigm.
Third, it diagnoses the structural bottlenecks within Taiwan’s current
framework, including rigid budget flows, decoupling of industrial-
academic-defense capabilities, and zero-tolerance auditing for research
failure. Fourth, it proposes a comprehensive reform blueprint for Taiwan’s
defense innovation ecosystem, introducing flexible budget pipelines,
regulatory exemptions, and milestone-driven incentive mechanisms.
Finally, the conclusion synthesizes the policy implications, emphasizing

that dismantling bureaucratism and fostering a risk-tolerant culture are
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essential to anchoring Taiwan’s forward-looking defense self-reliance.

Keywords: DARPA Model, Defense Technology Budget, Asymmetric

Warfare, Moonshot Mechanism, Incentive Mechanism
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Restructuring Taiwan’s Defense Supply
Chain: Returning to an Operational
Requirements-Driven Mindset

Yung-Sen Ko

Division of Chinese Politics, Military and Warfighting Concepts
Abstract

Drawing from the experiences of the Russia-Ukraine War and the
U.S.-lIran conflicts, modern warfare has shifted from a conventional
competition of military might to a comprehensive contest of national
defense industrial capacity, technological innovation, supply chain
resilience, and strategic mobilization mechanisms and efficiency. With the
massive consumption of ammunition and the rapid integration of emerging
technologies like drones on the battlefield, the defense supply chain is no
longer merely a component of purchasing and manufacturing weapons and
equipment; it has become the fundamental source of sustained combat

capability.

An examination of Taiwan’s current defense supply chain framework
reveals that it remains heavily weighted toward administrative
management and procurement procedures, while an operational
requirements-centric architecture has yet to be established. Consequently,
this study proposes a strategic transformation of the defense supply chain
by returning to an “operational requirements” mindset, thereby
reconstructing a system that aligns with the characteristics of modern

warfare.

The study begins by comparing the differences between defense and
commercial supply chains in terms of purpose, core nature, operational

functions, and inventory strategies. Secondly, it reviews Taiwan’s current
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regulatory framework—including the National Security Act, Defense Act,
Government Procurement Act, Defense Industry Development Act, and
Statute for Industrial Innovation—to analyze their limitations and
shortcomings regarding defense supply chain construction. It then
references the defense industrial strategies and supply chain readiness of
various nations during the Russo-Ukraine War and U.S.-Iran conflicts to
explore the strategic value of defense industries and supply chains in

modern warfare.

Finally, it proposes a comprehensive legal framework that integrates
traditional and technological, as well as dual-use national defense
resources. This framework establishes a three-tiered readiness system
spanning ‘peacetime, gray-zone, and wartime’ centered around
‘operational requirements,” alongside a decentralized storage supply chain
governance model. This approach achieves compatibility between defense
economics and resilience, resolving Taiwan's challenges of heavy reliance

on external procurement and a fragmented supply chain management.

Keywords: Defense Industry, Dual-Use ( Military-Civil Joint Use ) ,
Defense Supply Chain, Operational Requirements, Three-Tier Readiness

Framework

65



66



Rigﬁﬂaﬁ“x REL
FRBEAT RAKT LAY K0 Ay
b Rpdl e B iR

4

I

%
BIfF g &2 RT3 A7

ﬁﬁﬂ@&i@ﬁ%~iﬁﬁ AEHAFETRS LAY

VAR U R AL R

(&

u3
s
Qe
il
3
2
S0

A
=
W
fret,
R

APAERTRARTEG B o I - B g R
PP R IERL > A ARG HE P A
EX2AGHEORAPIfpe RELFX 2T MUSLRF - Ht %
—%%%%&ﬁﬁifa;,ziw%au; L H - § e
FERHAIREARL > pPRRER P RS

A N EES R AR UEPARPALIEN SRR o
ME R F - EHRRA T2 ®EA ) (America First) § &
ZHAFEIRIFPBEEIRP AL L TRR » BP Lap ApEK
CRRAH LA S L Rl M2 ERRD 1 L AHEE GRS >
SER G P BEBEBLCAER TR o - FEAER N R
Lo AN EREFEEE AW ERE > 1 d TEBESS e TER
»%WWTL*1@@@ﬁﬁ4joﬁﬁkﬁ’aﬁaﬁ&%@ﬁ@
WML T P A XA B ERAP AL L (FH3T 2 B 58
DR E Y %8

FlLERRPALL B iR A 22

VEA (P R A SPREAT ) (RBPFREFT) % 46 ¥ > F 1-13 5 David Sacks,
“Paint it Black. An Asymmetric Approach to China’s Gray Zone Coercion of Taiwan,” Brookings,
March 20, 2026, https://www.brookings.edu/articles/paint-it-black-an-asymmetric-approach-to-
chinas-gray-zone-coercion-of-taiwan/.

67



DA EH D B 2P AR EREE S ERTRERP D
FRXaMiasn 5 B EERAT- AEIFE TR HE & g

EPHRRET A AP EMAGFHELBLDE S E2 P AP
AFETHH > N2 LT LXERY LRl 2 B ehd 8 %o
Tt B FEE RRP ¢ TH D] > A7 p P LR R
Bl b fpdh? chfii 49 c A2 25k s HEMIFHBERLE S
& TR ik Al R ARG i S
e Gpict RMEA T 27 Rempid > BRBEAZEATHRE 2§

e pdin®i s > NRAEEIRNIELZ NP A

AY G FEAREAARL B EL L > REA BN TH

BREERP AR AT RAIBERE TREPL - ¥ 3R
PEERRAP SRS > FHTREY -RPT L ER - B
REFIARFESERN > B FNE 2T EROT IR
ﬂ’ﬁﬂ@@@?iﬁﬁ\ﬁwii~?%E#ﬁ‘ﬁﬁﬁﬁéw
B R A o G et E g g R AR £ TER K
2] W I i AITLV R IR BT ELORE T SR o
- EAF E AN LREEERBAP E TR IT 0 (A5
L EMEEBRERT BRGNS > T BRI FTI AR AL

4 RE kg B
Fos 2.0 8F 85k

M 2025 #FEEY g B TEREL | KN RMAES B
WFRG > (HARCH B FHE M1 ¥ A# - &b p
* F 4~ 4 (burden-sharing) 5 & A=k o dp TG Fo 5 B

68



NAHE S AP ENE TR AFDRER/RRE 2 H 5
FHHRRE RGP R L ERRRJIE - BL RS 1 £ F S
g i bl 41 1F 5 g s -

2025 # #75% (® 7Z > B2 ) (National Security Strategy ) #-%
Bl 94 2R3 BLTM > LML FR
FhohiE s RERS JE&ﬁ%%wﬁiﬁi,kﬁg&%ﬁﬁg
d 8T~ TR R4 AR T B8 0 2026 & 0 (R HE )
( National Military Strategy ) i&— Hhr e <~ BF £ 80 & W 5 %
EFRA AE S UFAHE? A-RIRPRAEPETFTELE &
TREFMEG I EAHF S ip b gt e L oA - XKoo
NE20EFBERS NP ERE

2025 & 4 7 > MEBEH Y 14268 HLiTr & (R P RR A A
8 g Rt >> ( Reforming Foreign Defense Sales to Improve
Speed and Accountability ) » * % 5 & Rz > { P s FP P VIR

4

Rl BB AR kS R TR

ERIF > NE ARNBRI AP R AT I oM KA G HRE
LA ZFRGFLIBRER mﬁ’tﬁxvm%uﬁ Z B —Fl"t‘ 3 RF

Wk fEz A AT RAPE e TRARSE ) L EEG
MANLF AT RBELRE LSRG L 2 BRG] F PR 7
€AWE%i»@i@ﬁzF&%f%iﬁm%

FREPAFTEAFE  RPEL LM rE N4 P ALY

2 “The U.S. Conventional Arms Transfer Policy,” U.S. Department of State, February 23, 2023,
https://2021-2025.state.gov/the-u-s-conventional-arms-transfer-policy/.

3 “National Security Strategy,” The White House, November 2025, https://www.whitehouse.gov/wp-
content/uploads/2025/12/2025-National-Security-Strategy.pdf; “2026 National Defense Strategy,”
Department of War, January 2026, https://media.defense.gov/2026/Jan/23/2003864773/-1/-1/0/2026-
NATIONAL-DEFENSE-STRATEGY.PDF.

4 “Reforming Foreign Defense Sales to Improve Speed and Accountability,” The White House, April 9,
2025, https://www.whitehouse.gov/presidential-actions/2025/04/reforming-foreign-defense-sales-to-
improve-speed-and-accountability/.

69



¥
!
=
;
Tx
2)
s

R E R - B = K PR EE RS T
R
m

Mz, e [Zpa b PFIRIAE

2026 # 27 6 p 0 EFEFREF R 14383 sLivrc ek £ (22

2 RBEALANESERE ) (Establishing an America First Arms Transfer
Strategy ) > Si&— HR-BEBEP AP » FRE 1 LB RP &R
EEfEE o vHEL He N hE LR M GHEe S I MR £
FHERFALFZIRORP L FE o d FLHAP Ai > B
LR R 4bEr M T ,;r@v%fr@f 2B E e~ A o AGERR
BT ECHFAESENRALREFRE e RENZ gtk p

2E
Ao PERL R PORPE ARG RET P PF A

SRR ERE AR 5 HE R E TR R
ERAMRGELE N E cBEAE R AREP AT 5 LSS
SERM - HEMALL (T I RR R T
FREEHAP I EAHE Ak e PR P A s &3
FRRGEH P {7 (VR A ERS e TR

5 “Establishing an America First Arms Transfer Strategy,” The White House, February 6, 2026,
https://www.whitehouse.gov/presidential-actions/2026/02/establishing-an-america-first-arms-
transfer-strategy/.

70



P %2R A ¥ & v sy BT

EERERFHSERRELNZE > P AT EHRB DR CE 5 I
BERIMEL > e 3 RAEL  REPFRYD BRT LT HF
AL LB pRAp 2022 E 12 0 &%
P ) (R ERe) 2 (BFEs Faz ) k=21
-~ hd B BRETED FEHEe R AL 4 o ¥ - 2
moo TR EAF R4 | R R RE 2R hE &R
CHRBRACEAP AL AN BERADEE BF Y
( Maintenance, Repair and Overhaul, MRO ) st & o ®igut ez 7 4%
AphpLapirnd o4 R Ed EFEUEE MR K IEH EA

S L L EEN DEE RS RS

T\J

- AR E R AP RE R £.2024 E 40 22 h T pE

R A2 %4807~ e aiF 448 | (Defense Industrial Cooperation,

Acquisition and Sustainment Forum, DICAS ) - 4. & 7 % ¢hp %

"242 ) £ BP 4 9 DICAS %% £ #8224 4 - & fuidi

8T Mcp £ L 0iFe d BIRLE LM G

- HEe L RAE s X2 A K IF L LR L DRTI
Boo

Mo 1A Bf’ﬂ}é:_b""ﬁ?{_,’“ 3? i3I o

2026 & 4 " > p A iEE A R (ATLA) & F 5 & (Hajime
Aoyagi) ¥ 2 RB L IRER LT iF =t £ 8 (Michael Duffey ) #-%
¥ B G "DICAS 2.0 ,> %ﬂ;'t_:u %‘% = itd B/Iﬁ\flﬁ‘ﬁ: 157‘&%?«]

S Mk (P A RERPIIRE A E® ITRT R Lrdey F Fad ) (¢ L4) 2022
# 12 % 26 P > https://www.cna.com.tw/news/aopl/202212160207.aspx °

TaR (e Lapn 2 Bl pRPpE2 N REExhdn) (LR ) 2024 & 4 7
18 p > https://reurl.cc/6GAxyr °

8 “Joint Statement of the Security Consultative Committee (“2+27),” U.S. Department of State, July 28,
2024, https://2021-2025.state.gov/joint-statement-of-the-security-consultative-committee-22-2/.

71



AELFhPEE o983 2026 £# 6 " o B e EFaREE R
A AhE LA M BFT R RBREE M Skt T
é%ﬁﬂMJ%%i@ﬂ%&i%iﬁﬁﬁ(AMRAAM)#HFié%Iﬂié
> EBH B 5% (Final Assembly and Check Out, FACO) &c # B B
o rie# SM-3 Block ITA % #3EyF 2 A a0 5 paFaig e o

|

AN

PAEgEe AL FAREEFRE D L NFEgenig 21 17 5 1

e

i
ZAEEHBEZEE KR8 (Source Approval Request, SAR )
’F\; o 10

3

A DICAS chif| R R 2 FH > P A 2 RATEF BEgsci P
A TN ZARGHNL o A LERLA 6 HALR
NP ARG kL R 2 REPF 1 X AHS TR ¥ DA
R4 P ABEERAAOMEET B
Aad AW IR A RAFWE L ERSS o

g

NN E LY
 H
#F @238 % (advance deployment ) o P & KR SG4e~ Sy B 2 4p
AEDRB I VipeXE AEER AL OPERF - B3 3
TR A B A S e HINE IR OERITRG 4 o B2 Ak R
BoSE R T EE S G IR T P AN R

BREREL G > &5 FRERT L ERG & pahE & L 8o

a‘f-*‘i

EIJ—‘_

R E B AT ERE R R 2004 &1 HH 2 e
1 Eep By L %, (Partnership for Indo-Pacific Industrial

Resilience, PIPIR ) - 2026 # 3 * > PIPIR & % 16 B = f K » ¥ d
PALEFMAASEZAN & T PRfadd* 8 4 8 R4aiRE

% “The 4th Japan-U.S. Defense Industrial Cooperation, Acquisition, and Sustainment (DICAS 2.0),”
Ministry of Defense, April 14, 2026,
https://www.mod.go.jp/en/article/2026/04/119520c97252022e137f982c87f919e8b7d95cb4 . html.

10 Masashi Murano and William Chou, “Sustaining the Fight: Munitions Acquisition, Industrial
Capacity, and Integrated Air and Missile Defense for Japan,” Hudson Institute, June 26, 2026,
https://www.hudson.org/defense-strategy/sustaining-fight-munitions-acquisition-industrial-capacity-
integrated-air-missile-masashi-murano-william-chou.

72



ﬂiﬁﬁﬁ%éﬁ%ﬁoﬂéﬁﬁﬂiﬁiﬁ’ﬂipﬁgg%mi
SR EL TRk Eibrd 53

DICAS £ PIPIR # k%%ﬁ’ﬂiégﬁgﬁ TR EIL IRV
SRR RMp AL S > L0 WMERATE F B Es R
A TiEAPY  HBEZ DAY EAUAE > A LEATERE
AREITW Y B Lo P AT R FRE P

._\..

Lt
IEEEOPCHE TATII LB NET R P MG A R
FIRT R ~ E RIS E FTR B

I EAHE TSR o P AT BT L
Hue FRFOCHEF L LT ARRpBET 2B -

B Y 5D AP AR PR

BERED AB L g g%m#« K3 AERGE N Wl
s BESBAPEIFEERRELE oG A AFFURFEE R 2017
Eu%%ﬁw£,2M6ﬁ§mﬂWWr Sl
(GDP) »t:f 3.32% > #f 52507 ;_—ri%?f%ﬁ P L A 2030 & 5t B At

9 (NATO) 1837 GDP t15% > g £ 2 & RP A &3 0k 3
P p 4 e R ety 4 AR g S R o H o d RS
- LT PREGERAT X T E ke g A X
D L EEE S Rk 2 T e @R 4T R o
¥R e iR 2 A VR

3]

&
BEH CAELTH B RMI T o BRI 0S40 PrritE s

W

N

11 Mike Stone, “US and Allies Move to Build Missiles and Drones Closer to Asia’s Flashpoints,”
Reuters, March 21, 2026, https://www.reuters.com/business/aerospace-defense/us-allies-move-build-
missiles-drones-closer-asias-flashpoints-2026-03-20/.

2RE A (i 12030 £ RPPIEE i GDPS%P fR) o (¢ £ 4L) 2025 # 8 % 22 p o
https://www.cna.com.tw/news/aipl/202508220203.aspx °

73



# % Anduril ~ Northrop Grumman ~ Shield AI % # & % % 5L~ Al
K\%Hﬁﬁﬁ@ﬁiiﬂﬁﬁﬁﬁéigﬁiy
B mer 202020 FFrelkad 155 a3 REB L4 A 0 iR
&
1

-Eh\

t+§§'g

s PR AN LTt L EES L
PR Todd- 3 saF g gy r £1v2 23
%@%ﬁ%’@&iﬁﬁw HE R A R T

A AR A 2 A2 e ANPGRS B E T E R
2 TLEREPREIRNEFIEHAEFET O %7 kb

MAEBED At e 2 2R AR o p AR
RehE fEHNR % - (F P X 20F0) 57T GFP L Ef- 3 2p 4
PLT AR X A e R R AP EEREREDTE 0 1Y
FEL b 5 ER:5FRY p ABEP RS AB R

Bgf o MR T o £ E % 28
¢>&¢®§&ﬁéﬁ%i%éﬁw%ﬁ%#@mw%ﬁffw
T F RELE P Po3b

“"A
P
L
i
=

J
{\‘
o
W
Yoo
<
>~
M
A¥

J-
EHY E R EERApHET A OB o

B Rt (¢ RS E Andurl 27§ & ER L8 SRR AL #ﬂ?ﬁﬁ@ (adp
) 2025# 7" 31 p > https: //def Itn.com.tw/article/breakingnews/5127012 ; £ 2 5 > (¢ #Ix
B2 iE & FR S IBCS ?ii AR AT E) (¢ LAY 2025-&9 25 p o>
https://www.cna.com.tw/news/aipl/Z02509250425.aspx v £ 25 (¢ fr Shield Al & iF 4
%?AI%‘#"""",fﬁﬁ"i“F>’<<“i7}_£>>’2026'ﬁ2’912B’
https: //www cna.com. tw/news/a1pl/202602120048 aspx s i@ o (EH b Rt FErE £
P g E R 2 A IS5 5 H ':ﬁ'->’<<¢‘ﬁ—7r4>> 2026 & 1 * 12 p o>
https: //www cna.com. tw/news/a1pl/202601120082 aspx ; }‘e;,] (Togg— A A L3 L8182 &

harEp T BAEBEAREL Tee g ) (A d pFEAR) 202 & 7 0 18 p oo
https://def.ltn.com.tw/article/breakingnews/5509388 -

14 «Japan-U.S. Security Treaty,” Ministry of Foreign Affairs of Japan, https://www.mofa.go.jp/region/n-
america/us/q&a/ref/1.html.

74



3
T ?%‘iéﬂ% R 4 PEIR o { BA R E

=
BoIBEUFTIHZPRAPAFRL > T BA RILGE -

BAELFRGE - LA DL P ot RERE S kT
BAG B RA ERY > S MAERAK S - L EHE R4
BA Lo fauc R > 3 E @ 8 BREE A Uead R

B B RE B endiyt o & RO RR 2024 EF p TR R
240 g~ mE O 2023 EfRE 0 DAGRT S BT E Rl RR

rRBAER A TR o P BT BT AR DES o e pEs
REBRTEES SO RRWNE AL Eg% > AF L3 RS
¢ B APT 7 2 BN e fidRac 4 o f 3 s p A 0 2 G B

LR TR ST DRG0 2 T B d A R T Y
Bleie & £ 1 4 L Ah Gy - 2242 o

Yoo B AR em xﬁz AL REHR 0 BT X
PR AR K R TP BT A L S AT A

15 pgdnsy , (R B 12024 #2 PP £ st 240 F=x i 1 Bz ) (¢ £4)> 2025 & |
5P ’https://www.cna.com.tw/news/a1pl/202501050041.aspx °

75



feRAEpRE TR VR Rp o BT ﬂ¢¢?@F
EOoRAIZRARE D A X e R 1 BRET ’}imé@ =
< UG FEPIE S MERAR Y

%
BoAAFEXALE VAl FTEF IR/ B2 LEL A VT e

Ine
S
i
d
E

i%%m—ﬂ»oﬂgaé’
TE A BSTE wEE - 2R
*i*ﬁﬂmé%é@_? e FFXHMFEF - LA RBTER
FEEFALZEAY . (N-ISAC) ¥ 2 4
E%“‘W"’*&Mﬁé@*’ PFEFFTALE S LT RRR AP TE
aPd . (TWCERT/CC) 7 (75 f 2 E i 4F - BFED ~ TR
% tkip/2 W% CERT/CSIRT & iff v MpFE % 2R p¥pst
(NCERT) PRI ¥ F X 2l 4f ~ 2172 R0 - 22 Mk
EEAFEUPEFFTAZ U ERPERETEEP O H
SEP IR AT EE S o
F-BAXEAETHREN S S o 4 AL ERE R
ROERAL R T T T R ?,%giﬁﬁn‘ﬁs; eI o SEMI E187 &
ERAAFTTREET 28 A BT E REN R ERE
W ERF AP R RS - 30s - Bl i p AP R
EEFLEL > FiARBPERFLAAS S RFREBT D2 A ES
gwsﬁﬁi%@\®W$\ﬁﬁWHﬁWﬂﬂﬁ‘lﬁﬁﬁ\ﬁ
B~ R~ 2 BRI PR %°xw@ﬁ1%§é_\ﬁwﬂﬁ§”
BRI HRFEEHR OB IRPHEEEE A Y RS GiE

yh’i

®

B (R FE % 2o 2025-F &% TPRA ) (¢ EARBAA) 2025 & 4 0
https://www.president.gov.tw/Page/317/1870

V(S - P RERFTEET2F RS ) (Frm) 2025 & 5 0 26 p >
https://www.ey.gov.tw/Page/5B2FC62D288F4DB7/ed 18ffd3- 62e0-4b61 -a330-6f778103c3e °

B Ririd (R%ELEMEFTELFE 2% SEMI EIR7 :n% &1 A & 3 fc# ) > (iThome) -
2025 & 9 * 15 P - https: //www 1thome.com.tw/news/171201

76



A0 bldedi g okt (SBOM) ~ S8 ¥ SN ~ A ERE PR
T BERE ALK F U BEBAFIEL > ATT E’IT‘&
iode TE e ot 2 R4 B- KLl TEBRIRET R
R tRiAIL o E- BE REEE BRI INE 2025 £ R e
% >N RAEHA % (CMMC) % « NIST SP 800-171 £ #i 4%
ERaT 2R L NP R ARFFEE S TRFHE R
ERNE A B B R S s

S e B UL W b o eGSR e R B
£FCMMCLevel2 T NS T4 > @ fLld FIREME - R A 5% 3
%2 4§, 3 f 8~ CMMC/NIST #4135 80 % = = 320 ot ob > P
R s LA 2025 A WM REEERES £ A ( Blue
UAS) o2 2 A #2070 ) 17y & 2026 # EFERR%E A i
£ sk € (AUVSI) %7 & % 4% (Green UAS) Bz 7 F #
FEERBE - BRI FEWE VoL T AT IR
C AR EFRER D ERLEC I TEP S TRE S TARARER
TR/ CY -t S g

g

NS

Lok s g2 2k DICAS 2.2 p s 4] 0 s o F
IS ts R s i an BA -~ BB EE L Ry P8 ;;5 o B
EEREOTICS P ~ 1 ¥ 7% - ABBEP B Y £ P 25 %
HEDTF - TEFFFRBGEI R 3G RRRE a2

© (FmA s 2dH RO E EREP % CMMC Level 2 3u i & FATE L T E R £ 5 10
,Q;DI?E]“’&;TE>’<<ff~§‘_/§’.\$r5>>’2025ﬁ5929]:7’
https://www.moea.gov.tw/mns/populace/news/News. asprkind—l&menu id= 40&news id—119490
P EAG (P i CMMC level 2 F¥30#E L REBEEFRP SRR 4 ) (g +/t. P AR )
2025 # 11 * 5 p > https://money.udn.com/money/story/7307/9120081 ; +rip ¥ » ( § . JE Blue
UAS % » > 4 At W% 3 #F ) > ( CIO Taiwan ) - 2026 = 2 12 B o
https://www.cio.com.tw/107121/ ; ( 1 # Fd < AUVSI &% Green UAS 37 =8 P43t E A 18
AFBRPRED F FFALEPIEKE) (T EHRFFLTR) 2026 £ 6" 4 p>
https://www.itri.org.tw/LlstStyle.aspx?DlsplayStyle 01 content&SiteID=1&MmmID=10362762631
53520257&MGID=115060416135089097 -

77



TR s Pon kB RE - L IT/OT R854 W4 A& -
A BFFERELA TR L A RTEAE T AT MY
BoFEIREIEpHELH VI 5 Ep° AR ERF R
EFEER o FREE o BEEE T EER - KRAERER
RFRERGE > Qi gn TR R BIRIsE ) Ladr 7

Frag LR BEFPRAPAZLERY T 7 BRIV E
& w B 5 1 R 4a 5 8L (high-trust supply
B AMEERWE 2T RE T ERE N A RERE
HEROFT Lo 4 o - HEe TFLTEL ) Fof (FH
% 2EIWE) RRFE B4 > 122 CMMC ~ NIST SP 800-171
ERP ERET XL R BT PRES LRTES AP HEE
Bk o2 BARPMREFEEIRRP A ~ LR 2
A~ g gy Al & (friend-shoring) & it # BV B R o

chain node ) %

\

Bois o i FTEISELEN CMMC % £ 4R > % F 24304 8
fad bk b THRA A B ELFERNERY & REDRLY 4 o
3 el ARFLEETT R OMETEER AN
20 FEHBMERMARE L RGP RARA A £ N
2B AR S R 2R o AR KGR B BR A b
LA 2HFTHR2 BB R PR gd T hh e R
BREATHERF LI A BE c BERHFETR TG
Bff Ao b BN R ME R FARFE YR R D
EL o NE B FENTT G L METERER AR R
SBOM 74 & F ~ v F 42 ¥ * R LA JIR AT fe b
PR A RPN RFOEHERL Y BEF ST A EFHRS

78



B~ 59

FREFAHEIR DL PRSP EATTRBANE L L P
PGP & THG R FIAT ERERD A F T
! ’b*méﬁﬁﬁw»‘m%mmiiﬁﬁléw”@% 3R
AAREEELARP AFE rﬁ%iﬂm%ﬁ T AR
FEROLAEYRAp L AEIRAME & T LY R SR B R
R

et pAgEEa T o A ER T IPEL > T RS
M3 EERP &R CNERGE - FHFFRFCE D APFIAH
S ¥ RS R .igi‘px‘t‘z\li’i#ﬁ&ﬂﬁﬁ%iﬂﬁlﬁ
=

P
\v

RS

a1’

—_\

T

X

i

b L f‘ 'E’_ o

3 3E ;X chfies i C ARG B R > 3 A
FERFAFDELLIE L EZLHR  FREEARP & TRER
IR AHL N § e s Y RER B R ERER
i3t pr E B AAE I A B KBRS LB LR BE
PR RFEAST R ELE TP T OEE - HAFERE P L0
WOERR R TR sk o PRS- RS Ak R
IR A s F AR LRI R E TR

g it H A Bk 2R 4R Bk b R 4 o

(s

b
o
F}-
N

tRER G A RNESY CERPPR ST
o BHPN o RTINS Pp BRFRBENR EHTRETRE
(ARG EPRE S BIEN 4 o (FEX2EEZ) RPN
T2 A A > 4 CMMC ~ NIST SP 800-171/172 ~ p 2 g £ F % &
B [SO27001 > 22— 2 TE8RE G ERP ERET < AE >
I 4% SBOM > it v 2 p A B RY »FEHRMAEL G F

79



A7
¥
9
<l
A
=
=
~
)
ke
et
G
A}
qx
i
b
4
/\?L
‘% ZI
{
@
&
4pu
ﬁt'l
o)

‘%%ﬁéiﬁiﬁiﬁ%ﬂ’éﬂﬁ&ﬁé# mﬁ%%w’%
AWEE N LTS BT s 2 M AR o P URT

#Pp % DICAS 55 » i3 ~ by BFEFLENS S22 08 B
HE P F>F o &Was o Jj okt 4 B iy £ 25
P RBLEBOTLA AV ARF L AN SBERFR T
AHEBELPRATENFE TRF AL OV E R s R4
AL 285 - GRS IERTEDS

A EEE M ERGHA SRR RELEL R MBI ARy %
PEFRAP RS TR MR R o 1 BT AR 5 RS - R

TR R AE S HRL o

80



Cybersecurity as a Strategic Enabler:
Institutional Conditions for Taiwan’s
Integration into the U.S.-Japan Defense
Supply Chain under the U.S. Prioritized
Arms Transfer Policy

Tsung-Han Wu

Division of National Defense Strategy and Resources

Abstract

Since the second term of Trump Administration, the United States has
increasingly aligned its arms transfer and defense industrial cooperation
policies with the principles of America First. Under this approach, defense
spending of allies, strategic geographic value, supply chain resilience, and
contributions to the U.S. defense industrial base and economic security,
have become key considerations in determining arms transfer priorities.
This policy shift signals a broader transformation in how Washington
evaluates security partners: strategic value is no longer measured primarily
by procurement capacity, but by a partner’s ability to strengthen allied

defense production and resilient supply chains.

Against this backdrop, Japan has emerged as a leading example of
adaptation to the new U.S. defense cooperation model. Through expanded
bilateral defense industrial collaboration, co-production initiatives,
maintenance and sustainment cooperation, and supply chain security
mechanisms, Japan has gradually evolved from a traditional treaty ally into
a critical node within the trusted defense industrial network that the United
States seeks to build across the Indo-Pacific.

In responding to these transformations in U.S. arms transfer policy

and the evolving U.S.—Japan defense industrial partnership, this article
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argues that Taiwan should move beyond emphasizing its geopolitical
Importance alone. Instead, it should demonstrate its capacity to provide a
trusted, auditable, and interoperable supply chain governance framework,
thereby strengthening its strategic position in future U.S. arms transfers

and defense industrial cooperation.

Cybersecurity should not be viewed merely as a technical safeguard,
but as a strategic enabler and institutional prerequisite for Taiwan’s
integration into a trusted defense industrial base. As the United States
places increasing emphasis on defense supply chain security, software
assurance, contractor trustworthiness, end-use monitoring, and wartime
sustainment, Taiwan can strengthen its position as a trusted defense
industrial partner by establishing verifiable cybersecurity governance.
Enhancing supply chain traceability, software assurance, zero trust
architecture, sustainment visibility, and compliance with U.S. defense
cybersecurity requirements would reduce the perceived risks of deeper
U.S.-Taiwan and Japan—Taiwan defense industrial cooperation. Such a
transformation would not only align Taiwan more closely with the
evolving direction of U.S. defense cooperation policy, but also strengthen
Taiwan's defense resilience while fostering the development of a

competitive domestic cybersecurity and defense industrial base.

Keywords: U.S. Arms Transfer Policy, U.S.-Japan Defense Industrial
Partnership, Taiwan, Cybersecurity, CMMC
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Cost-Effectiveness and Risk Analysis of
Adopting the Contractor-Owned,
Contractor-Operated (COCO) Model for
Taiwan’s Maritime Surveillance
Requirements

Chuan-Kai Lin and Chao-Lun Lin

Division of Cyber Security and Decision-Making Simulation
Abstract

This article examines the feasibility of adopting a Contractor-Owned,
Contractor-Operated (COCO) model to strengthen Taiwan’s maritime
surveillance capabilities amid the normalization of the PRC’s maritime
gray-zone activities. Using CPE-based modeling and simulation, together
with life-cycle cost analysis, the study compares the surveillance
performance of the JUMP-20, V-BAT 128, and Goshawk platforms. The
results indicate that although Goshawk entails higher total costs, it
demonstrates relative advantages under specific scenarios in detection
range, monitoring rate, and unit cost of monitoring effectiveness,
suggesting its potential role as an external augmentation tool for
government maritime surveillance systems. However, such an assessment
should not be reduced to a single cost-effectiveness indicator. It must also
account for implicit transaction costs and governance risks, including
commercial profit margins, performance oversight, contract auditing,
vendor lock-in, and wartime availability. This article argues that the COCO
model should follow the principle of “government-owned core capabilities
with outsourced auxiliary capacity.” It further recommends performance-
based KPIs, data governance, supply-chain disclosure, competitive

contract design, and wartime takeover mechanisms to ensure that COCO-
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based maritime surveillance becomes a governable and verifiable

capability-enhancement option.

Keywords: Maritime surveillance, COCO model, Cost-effectiveness

analysis, Risk governance
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